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1. Introduction 

 During last SA3 #46 meeting, the problem of how the TISPAN-aware P-CSCF shall handle the P-Access-Network-Info (P-A-N-I) header is discussed. The main arguments are whether it is necessary or not for the TISPAN-aware P-CSCF to behave differently when the request is received via a 3GPP access network from when the request is received via a TISPAN access network (cf. lastest draft S3-070193 for TR33.803, section 6.1). Thus the changes for this section and the corresponding section 6.2.2 in S3-070193 have not been agreed by SA3 and will be discussed in the coming joint-meeting with TISPAN/WG7/WG3.
This contribution will first give further analysis on this problem and then give our suggestions.
2. Discussion

We can see from the last draft S3-070193 section 6.1 that, the differences for the TISPAN-aware P-CSCF to handle the P-A-N-I header when the request is received via either a TISPAN access network or a 3GPP access network are:

If the request is received via a TISPAN access network, the TISPAN-aware P-CSCF shall insert a P-Access-Network-Info header containing the “network-provided” parameter.

If the request is received via a 3GPP access network, the TISPAN-aware P-CSCF shall NOT insert a P-Access-Network-Info header.

The main arguments are whether it is necessary for the TISPAN-aware P-CSCF to behave differently when the request is received via a 3GPP access network from when the request is received via a TISPAN access network, and moreover, whether it is possible for the TISPAN-aware P-CSCF to behave in a simpler and general way?
The following figure shows 3 related cases for this issue.

[image: image1.emf]TISPAN 

Access

P-CSCF

(TISPAN-aware)

I-CSCF

3GPP UE

TISPAN UE

S-CSCF

(TISPAN-aware)

S-CSCF

(Legacy)

Case 3

3GPP Access

Case 2

Case 1


Case 1: A TISPAN-aware P-CSCF forwards the received request from the 3GPP UE via a 3GPP access to a legacy 
S-CSCF (abnormal case)
Case 2: A TISPAN-aware P-CSCF forwards the received request from the 3GPP UE via a 3GPP access to a 
TISPAN-aware S-CSCF (normal case)
Case 3: A TISPAN-aware P-CSCF forwards the received request from the TISPAN UE via a TISPAN access to a 
TISPAN-aware S-CSCF (normal case)
Notes: The TISPAN-aware P-CSCF shall not forward the received request from the TISPAN UE via a TISPAN access to a legacy S-CSCF, because it is an error case and can be avoided by the I-CSCF (the solution on how to avoid this case is out of the scope of this contribution.).

We will discuss the following questions:

Q1: If the TISPAN-aware P-CSCF handles the P-A-N-I header in the same way when the request is received via 
a 3GPP access network as when it is received via a TISPAN access network, are there any problems?
That is to say, the TISPAN-aware P-CSCF shall insert the P-A-N-I header containing the “network-provided” parameter when the request is received via either 3GPP access network or TISPAN access network.
In normal case, according to ETSI ES 283003 the TISPAN-aware S-CSCF can handle the P-A-N-I header correctly, so there are no any problems in this case.
In abnormal case, someone may claim that because the legacy S-CSCF (R5/R6) may not correctly handle the P-A-N-I header containing network-provided parameters, so it will fail to authenticate the 3GPP UE. Actually this is not the case: according to 3GPP TS 24.229, the legacy S-CSCF does not check the P-A-N-I header at all, so it also does not check whether the PANI contains some new parameters (e.g. network-provided) at all. Therefore there are also no any problems in this case.
Conclusion 1:
If the TISPAN-aware P-CSCF handles the P-A-N-I header in the same way when the request is received via a 3GPP access network as when it is received via a TISPAN access network, there are no problems. So it is NOT necessary for the TISPAN-aware P-CSCF to behave differently.
Q2: If the TISPAN-aware P-CSCF behaves differently as descrived above, are there any problems?
In a (R7 or later version) Fixed-Mobile-Convergence (FMC) scenario, the P-A-N-I header may be used by some IMS service (e.g. Emergency service) that will be accessed by both the 3GPP UE and the TISPAN UE.  So the TISPAN-aware P-CSCF shall insert the P-A-N-I header containing the “network-provided” parameter when the request is received via either 3GPP access network or TISPAN access network, to avoid potential problems in the future and to make the system more extensible.
Moreover, we cannot see what the benefit is if the TISPAN-aware P-CSCF behaves differently as described above. Instead this will make the TISPAN-aware P-CSCF more complex.

Conclusion 2: 
If the TISPAN-aware P-CSCF behaves differently, it will make the TISPAN-aware P-CSCF more complex, less extensible and may cause potential problems in the future.
3. Proposal

From the above discussion it can be concluded that it is NOT necessary for the TISPAN-aware P-CSCF to behave differently when the request is received via a 3GPP access network from when the request is received via a TISPAN access network. That is to say, the TISPAN-aware P-CSCF shall behave in a simple and general way no matter whether the request is received either via a 3GPP access or via a TISPAN access.
We propose SA3 can agree the following P-CRs.

4. P-CR

The following changes are based on the latest draft S3-070193 of TR 33.803.

===========================Begin change1=========================
6.1
P-CSCF procedure selection
When the P-CSCF receives a registration request it shall proceed as follows: 
The P-CSCF shall check whether the Security-Client header exists in the received REGISTER message:

· If the Security-Client header exists and contains “ipsec-3GPP”, the P-CSCF shall behave according to 3G TS 33.203 and 3G TS 24.229.
· If the Security-Client header does not exist, and the REGISTER is received from a TISPAN access network, the P-CSCF shall behave according to ETSI ES 283003.
· If the Security-Client header does not exist, and the REGISTER is received from a 3GPP access network, the P-CSCF shall behave according to 3G TR 33.978.
The P-CSCF shall handle P-Access-Network-Info headers as follows:

· A legacy P-CSCF will neither insert a P-Access-Network-Info header nor perform checking of “network-provided” parameter in P-Access-Network-Info header sent by the UE. 

· If the request is received via either a TISPAN access network or a 3GPP access network, a TISPAN-aware P-CSCF shall  insert a P-Access-Network-Info header containing the “network-provided” parameter and fill with suitable access network type  and remove any such header containing the “network-provided” parameter sent by the UE, as specified in ETSI ES 283003. 
· 
· 
problem



NOTE: According to 3G TS 24.229 the UE includes a P-Access-Network-Info header in registration requests, which is handled transparently by the P-CSCF, and, hence, an S-CSCF could receive a P-Access-Network-Info header with false information inserted by the UE. This could negatively impact the security of TISPAN authentication schemes. Therefore removal of a P-Access-Network-Info header containing the “network-provided” parameter is required.
How the P-CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
===========================End change1==========================
===========================Begin change2=========================

6.2.2.
Mechanisms for performing steps 1 to 3

Step 1:

The S-CSCF checks for the presence of an Authorization header, and, if present, checks further for the presence of an “integrity-protected” flag within this header. If the flag is present the S-CSCF concludes that the IMS registration request relates to IMS-AKA.

Step 2: 

This approach makes two assumptions:
1) The S-CSCF knows (by means described in section 6.3), which P-CSCFs are TISPAN-aware. 2) It is ensured that legacy P-CSCFs connect only to 3GPP access networks. 

Based on the above assumptions and the P-Access-Network-Info handling procedure described in section 6.1, The S-CSCF then proceeds as follows: 
If there is no Authorization header, and there is either 
· no P-Access-Network-Info header containing the “network-provided” parameter or 
· the access-type parameter in the P-Access-Network-Info header containing the “network-provided” parameter represents 3GPP access,  and the request is received from a TISPAN-aware P-CSCF
then Early IMS is used. 
Otherwise, if either 
· there is an Authorization header with no “integrity-protected” flag or 
· there is no Authorization header, and the access-type parameter in the P-Access-Network-Info header containing the “network-provided” parameter represents TISPAN access, and the request is received from a TISPAN-aware P-CSCF 
then the S-CSCF proceeds to step 3.


problem

· 
· 


Step 3: 

This step is handled according to ETSI TS 183 033.The remaining authentication methods that the S-CSCF may still have to discriminate in this step are all TISPAN-specific methods, i.e., not used in 3GPP networks.
===========================End change2==========================
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