3GPP TSG-SA WG3 (Security) Meeting #S3-ah-26418 
Tdoc S3-070253
Sophia-Antipolis, France, 28-29 March 2007
Source:

Motorola
Title:
A method to derive new keys at handover in LTE
Document for:
Discussion and decision

Agenda Item:
SAE/LTE
1 Introduction
Contribution [4] proposed a method for obtaining the key used for the security association of the UE with various network entities, with particular focus on the key used for the user-plane ciphering function, and handling the key generation when the termination point of the ciphering is relocated. In meeting SA3-46, it was decided to adopt the key hierarchy proposed in [5] as a baseline. This contribution provides an update to [4] to conform to the baseline key hierarchy. In the terminology of the key hierarchy, this contribution proposes to apply the method of [4] to obtain the key KeNB at the target eNodeB after a handover. Additional discussion on the rationale and implications of the proposed procedure is also provided.
2 Background
Contribution S3-070095 [2] proposed a particular key hierarchy and nomenclature for various keys in the LTE keying structure. In meeting SA3-46, it was agreed to adopt this structure as a baseline for further discussion. Contribution. [4] proposed a method in the context of user-plane ciphering, and showed the application of the basic concept to derivation of other keys as well. In light of the baseline key hierarchy adopted by SA3, this contribution proposes to apply the method proposed in [4] specifically to the derivation of KeNB at the target eNB after a handover. 

2.1 Terminology

Refer to the definition of KeNB in the baseline key hierarchy specified in [4]. Our interest is on to the procedure for obtaining the key KeNB at the target eNB after handover.  
2.2 Desired Characteristics
There are several desirable characteristics that the method of obtaining the key KeNB should have. Keys are derived keeping in mind the principle of least privilege. So the scope of KeNB is restricted to the particular eNodeB at which it is used. This is an important design principle to prevent domino effects i.e., compromise of a key used at one eNodeB does not compromise keys used in at other eNodeBs. Also, the procedure for generating a new  KeNB  key at the target eNodeB after handover should involve low latency so that interruption time due to handover does not increase appreciably. For a more detailed description on desired characteristics of KeNB, the reader is referred to the companion contribution [8] which spells out some requirements on the LTE key structure.
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Figure 1. UE-eNB interactions.
3 Proposed method
The method proposed in this section is largely the same as proposed in [4] section 3. We first focus on the situation outlined in Figure 1 above. The UE is initially connected to eNB1, with which it shares a session key KeNB1, and is about to hand over to eNB2. We explain later how KeNB1 was obtained in the first place. We will now discuss how to obtain a new session key KeNB2 shared between UE and eNB2.  When the UE is connected to eNB1, according to the key hierarchy, a key KeNB-RRC-int-1 (derived from KeNB1 and shared between the UE and eNB1) is used to verify the integrity of RRC messages.
Figure 2 illustrates a method for obtaining KeNB2 based on an authenticated Diffie-Hellman exchange (for references, see [2] and the references therein). 
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Figure 2. Key derivation at handover.
The basic idea is that if eNB1 and eNB2 have a secure (integrity protected) signalling channel between them (e.g. an IPSec SA), then the UE can execute a Diffie-Hellman exchange with the target eNB2 to obtain the new key KeNB2, using its existing security association with eNB1 to authenticate the D-H exchange. The message flow could be executed in a slightly different order to achieve the same effect, but the key ideas of the method are contained in the flow above. 
It is assumed that for the Diffie-Hellman calculations, the base g and the prime p are pre-agreed or publicly known. The message names used in the sequence above are aligned to the extent possible with the message names used in the handover sequence in [6], section 10.1.2.1.1. 
1. When the UE is connected to eNB1, it picks a Diffie-Hellman private value a, and sends the public value ga mod p to eNB1, using its existing key KeNB-RRC-int-1 (derived from the session key KeNB1 shared by the UE and eNB1) to authenticate the message to eNB1. In addition (if the sender UE is using “ephemeral” D-H), then it can also include a Nonce1. eNB1 validates the integrity of the message and identity of the sender (UE) using KeNB-RRC-int-1. This message can be sent at any time, e.g. immediately after connecting to eNB1, and the UE does not need to wait until handover is initiated to send this message.
2. During its connection to eNB1, the UE sends measurement reports to eNB1. Based on these reports (and other criteria) eNB1 determines that a handover to eNB2 is required.
3. eNB1 sends a Handover Request message to eNB2 to request the handover of the UE to eNB2 over the secure signalling channel. eNB1 includes in this message the D-H value ga mod p (and Nonce1) sent by the UE in step 1. eNB2 validates the integrity of the message and the identity of the sender (eNB1) using the integrity protection of the signalling channel.

4. eNB2 picks a Diffie-Hellman private number b. eNB2 then sends a Handover Request Ack message to eNB1 over the secure signalling channel. As noted in [6], section 10.1.2.1.1, step 6, this message includes a “transparent container” containing various pieces of information that eNB2 needs to convey to the UE. In this transparent container, eNB2 will include the public value gb mod p (along with a Nonce2, if eNB2 is also using “ephemeral” D-H). eNB1 validates the integrity of the message and the identity of the sender (eNB2) using the integrity protection of the signalling channel.

5. eNB1 then sends a Handover Command message to the UE, including the transparent container sent by eNB2 in step 4 (containing the D-H public value gb mod p (and Nonce 2)), using KeNB-RRC-int-1 for message authentication. The UE validates the integrity of the message and identity of the sender (eNB1) using KeNB-RRC-int-1. At this point, both the UE and eNB2 have enough information to perform the Diffie Hellman calculation and obtain their new mutually shared key KeNB2= gab mod p. If the nonces were used, then a secure hash function may use these as inputs along with the D-H number gab mod p to compute KeNB2, such as in [2]. Further, the UE can derive the other keys relevant for use in eNB2, such as KeNB-RRC-int-2, KeNB-RRC-enc-2, KeNB-UP-enc-2, etc.  Now, the secure key derivation is essentially complete, and the rest of the steps are simply to complete execution of the handover. 
6. The UE disconnects from eNB1, and synchronizes to eNB2. (This is purely a radio operation, not a security related step, and is not an RRC message).
7. Based on the UE’s synchronization information in step 6, the eNB2 sends timing advance information and allocates space for the UE to transmit its first RRC message.
8. The UE sends the Handover Confirm message to eNB2. This is an RRC message and will be integrity-protected using the key KeNB-RRC-int-2 obtained in step 5. At this point, eNB2 can verify the identity of the UE and is ready to deliver downlink data (received by data forwarding from eNB1 – not shown) to the UE.
9. From a security point of view, it is beneficial to have the eNB2 also verify its possession of the correct key to the UE, by sending a RRC message back to the UE. This is not currently shown in the message sequence in [6], section 10.1.2.1.1. 

A concise illustration of the key derivation process is provided in Figure 3.
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Figure 3. Derivation of new key at handover.
4 Additional Remarks
The Diffie-Hellman exchange ensures that the key KeNB2 is completely independent of the key KeNB1 – compromise of KeNB1 (e.g. by cryptanalysis) has no effect on KeNB2. Note that it is not necessary for either of the exchanges (between UE and eNB1, and between UE and eNB2) to be encrypted, but message authentication and integrity protection is required.

One key benefit of this procedure is that the eNBs involved in handover do not have to make any time-critical transactions any other network elements like MME for obtaining keys at the target eNB. The only network entities involved are the source and target eNBs and the UE. This also reduces the signalling load at MME substantially, since the MME does not need to process high-priority transactions at each handover. This is an important advantage, since it eliminates the possibility that a processing bottleneck at MME would lead to increased handover latency.

Let us examine the latency introduced by the proposed procedure. Since all the information for deriving KeNB2 is available at eNB2 (at step 3) and at the UE (at step 5) prior to the UE actually disconnecting from eNB1, no additional signalling is required for key derivation after the UE has disconnected from eNB1 and connected to eNB2. Even while the UE is still connected to eNB1, the only additional message required is the DH-initiate message in step 1, and this message can be sent far in advance of handover. Thus, in the handover signalling, no additional messages are introduced beyond what is already present in the existing sequence. 

One possible concern might be that the Diffie-Hellman computations performed at the UE and eNB2 could be time-consuming, since they involve exponentiation operations, as well as  generation of random numbers a, b from a large space (modulo p, where p is large). However, there is sufficient lead-time for performing both of these operations. The choice of random a (by the UE – used in step 1) and b (by eNB2 – used in step 4) can be made ahead of time, prior to the actual handover signalling procedure, so there is no latency issue with the generation of a and b. Note that each side possesses the Diffie-Hellman public value of the other side (ga and gb mod p) by step 5, and the UE’s first RRC message for which it needs the keys to be available is step 8. Thus the amount of time available for executing the Diffie-Hellman computation (gab mod p) at the UE is equal to the amount of time required to execute for steps 6 and 7. According to the EUTRA feasibility study [REF-25-912] (line (a) in Table 13.5), the combined time for synchronization and UL allocation (corresponding to step 6 and 7 in Figure 1) is around 20ms. We believe this is ample time for the UE to compute the new KeNB= gab mod p. Thus any computational delay due to the procedure will not add to the latency of the handover. At eNB2, there is clearly even more time for performing this computation, because all the information required is available at step 3 itself. 
Since eNB1 cannot compute KeNB2, physical compromise of eNB1 subsequent to the eNB migration has no effect on KeNB2. One question that may arise here is what if eNB1 is compromised prior to the execution of the handover. For example, in that case, the eNB1 could act as a man-in-the-middle of the D-H exchange between UE and eNB2, and could thus spoof the UE and eNB2 into deriving a poisoned key. However, note that if eNB1 is compromised prior to the handover, then the UE is already in a vulnerable situation – it will be in the position of trusting a key KeNB1 with a compromised peer. In this situation, eNB1 may launch any number of attacks on the UE. In fact, in this situation, the attacker who has gained control of eNB1 has really no incentive to let the UE migrate to a non-compromised eNB2. The attacker would simply continue to hold on to the UE to extract maximum value from the attack. The execution of the D-H exchange in the indicated way does not make the situation worse. In other words, it is sufficient that the method protects the new key KeNB2 from compromise of eNB1 and KeNB1 subsequent to the handover.
Appendix A shows a method to execute the D-H exchange so that eNB1 is not a direct man-in-the-middle for the D-H, by using signalling after the handover is complete. However, the method is equivalent to the above procedure in the following sense - as long as KeNB1 is not compromised prior to the handover, KeNB2 is secure, and KeNB2 remains secure even if eNB1 or KeNB1 is compromised at a time subsequent to the generation of KeNB2.

The procedure in section 3 assumes the successful completion of a handover. If, for any reason, the handover to eNB2 fails and the UE connects to a third eNB3 with which no prior signaling has been performed, the method of Appendix A (with some simple modifications) can be used as a fallback to recover from the failed handover. In essence, the UE can execute steps 1 and 3 with eNB1 prior to any initiation of handover, so that the bootstrapping key KeNB2 is available a priori, before any handover-related disconnection happens. If the UE ends up connecting to eNB3, the UE needs to notify eNB3 of the identity of the previous eNB (eNB1) to which it was connected. Then eNB3 can contact eNB1, which will derive a bootstrapping key K2 and deliver it to eNB3.The UE and eNB3 can then perform a Diffie-Hellman exchange authenticated with K2 as described in Appendix A to derive the session key KeNB3 shared between eNB3 and the UE.
Note that various optimizations may be possible, such as making the UE cache a previous key used at a previous eNodeB so that if the UE returns to the same eNodeB within a short amount of time, the same key may be reused. If such optimizations are used, the spatial and temporal scope of the key should be carefully set and respected. In general it is safer to derive a fresh key, and this should be the recommended procedure.

We now consider the following extensions of the above method.

4.1 Refreshing keys

While a UE remains connected to a particular eNB1, it is desirable to be able to periodically obtain a fresh key that is independent of previous keys. Suppose the UE and eNB1 share a key KeNB1, and wish to obtain a new key KeNB1’. For example, suppose the key KeNB1 was itself obtained from a D-H exchange, and KeNB1 is used as the source of further keying material for keys KeNB-RRC-int-1, KeNB-RRC-enc-1, etc. Since the randomness of the keying source is limited to the entropy of KeNB1, at some point it may be necessary to generate a fresh key not derived out of KeNB1. In that case, the UE and eNB1 can perform an authenticated Diffie-Hellman exchange directly with each other, using the existing KeNB-RRC-int-1 (derived from KeNB1) to authenticate the D-H exchange. The new key KeNB1’ obtained from the D-H exchange will be independent of the previous KeNB1. Either side may include a nonce in the D-H exchange (i.e. operate in “ephemeral” mode). KeNB1’ may then be used as a source of keying material to obtain KeNB-RRC-int, KeNB-UP-enc, etc.
4.2 Initial key derivation after authentication 

So far we have considered how to obtain a refreshed KeNB at a particular eNB when there is already an existing KeNB, and a new KeNB at the target eNB after handover. Now we address the question of how to initially establish a shared key between the UE and its first eNB immediately after authentication.

After the UE completes AKA authentication (using UMTS-AKA or EAP-AKA), the UE shares CK and IK keys with the MME. We assume that the MME has a protected (encrypted and integrity protected) signaling channel with the eNodeB to which the UE is connected (say eNB1). In the notation of the baseline key hierarchy, the MME and UE can also derive a key KASME from CK and IK. Then to obtain KeNB1, the MME can derive a subsidiary key out of KASME (and RAND, if needed) using a suitable KDF function, e.g. K0=KDF(KASME, RAND), and transport this key to the eNB1. Note that since the key is transported, encryption is required on the signaling channel between the MME and eNB. The UE can unilaterally perform the same computation to obtain the same key KeNB1. The keys KeNB-RRC-int, KeNB-RRC-enc, and KeNB-UP-enc, can then be derived out of KeNB1, using suitable key derivation functions. It is essential that the UE and eNB1 immediately engage in signaling to verify mutual possession of the keys, likely by verifying message authentication with KeNB-RRC-int. As noted above, the UE and eNB1 can at any time perform a Diffie-Hellman exchange to obtain a new KeNB, if the original KeNB1 exceeds its temporal (or other) scope. The derivation of the initial KeNB1 from CK, IK is illustrated in Figure 4. Note that this procedure can be used with only minor modifications when the UE needs to establish a new key with a new eNB on exiting idle mode.
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Figure 4. Key derivation for KeNB at initial attach or exit from idle mode.
4.3 Scopes of keys

It is important to clearly identify the temporal and spatial scopes of various keys, and clearly identify which network entities may have access to each key.  With the proposed method, the spatial scope of KeNB can be clearly limited to just the particular eNB at which it is used. KeNB must not be passed to a peer eNB, nor is there any need to do so. At handover, the target eNB obtains a new KeNB through the D-H exchange, and the spatial scope of this key is also limited to that eNB. Since the keys KeNB-RRC-int, KeNB-RRC-enc, and KeNB-UP-enc are derived out of KeNB, their spatial scope is restricted to the spatial scope of KeNB, i.e. restricted to the eNB at which they are used. Thus one important advantage of the proposed method is that it allows generation of keys that are limited in scope only to one eNB.

It is also desirable that the temporal scope of all keys (i.e. the time for which the key is operative) be limited. Between a particular UE and eNB, if any one of the keys KeNB-RRC-int, KeNB-RRC-enc, and KeNB-UP-enc needs to be refreshed at any time for any reason, the existing KeNB can be used to derive a fresh version using a simple nonce exchange. However, if KeNB itself needs to be refreshed between the UE and that eNB, then by the proposed method, a new KeNB can be obtaine dby simply performing a new D-H exchange. This allows KeNB and all its derivative keys to be short-term if desired, with an appropriately set (but bounded) key lifetime.

5 Conclusions
This contribution has proposed a method based on the Diffie-Hellman exchange that enables generation and refreshing of session keys KeNB between a UE and an eNodeB, including generation of fresh keys avoiding domino effects at handover. 

It is proposed to discuss and adopt this method and document it in the next version of [1].
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7 Appendix A: Alternative method to derive keys for handover
Here we describe an alternative method to derive keys for handover. The source eNB (or eNB1) is not employed as a man-in-the-middle for the authenticated D-H exchange between UE and the target eNB (or eNB2). Instead, the UE directly performs a D-H exchange with eNB2 after the handover. However, the shared key between the UE and eNB1 is used as the basis for authenticating the D-H exchange. This procedure does introduce a somewhat higher latency during handover, since signaling is required after the UE switches to eNB2, to establish the new key
Just before the hand-over, the UE and eNB1 share a secret key KenB1. We assume that the UE initiates the handover, although the procedure would work with slight modifications for network-initiated handover as well. As before, we assume a secure channel between eNB1 and eNB2, but in this case, encryption is required on this channel.
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Figure 5. Alternative key exchange procedure in handover.

1. The UE sends Nonce1 to eNB1 in a suitable RRC message.
2. The UE sends a Measurement report, which in turn triggers the Handover request.  
3. eNB1 sends a Handover request to eNB2 (the selected target for the handover) along with UE-ID and the Nonce 1 provided by the UE.

4. eNB2 acknowledges the request. It sends a Nonce 2 to eNB1 piggybacked with the ACK. 
5. eNB1 sends a handover command to the UE containing the identity of the chosen target eNB2 and the Nonce2 provided by eNB2. 
6.  At this point, the UE and eNB1 are independently capable of deriving a bootstrapping key K2. The key K2 is derived via a KDF and using the present shared secret KeNB1 between the UE and eNB1,  the Nonces exchanged as well as identities of UE, eNB1, and eNB2. eNB1 sends the bootstrapping key K2 over to eNB2 over the secure (encrypted) signaling channel  along with any other context transfer. The UE and eNB2 now have a shared secret key K2.
7. Using key K2 to authenticate messages, the UE begins a D-H exchange with eNB2 by sending its public number ga mod p (and a Nonce3 if using ephemeral mode) as part of the Handover Confirm RRC message. eNB2 can validate the authenticity of this message using K2, which was provided to it in step 6. 

8. eNB2 sends its public D-H number gb mod p (and possibly a Nonce4) to UE in the Handover Confirm Ack message. K2 is used to authenticate this message. At this point, the UE and eNB2 can both perform the D-H calculation to generate a new mutually shared key KeNB2 = gab mod p. This key can then be used for derivation of the further keys KeNB-RRC-int-2, KeNB-UP-enc-2, etc.
Note that this procedure requires the derivation of an intermediate key K2 by eNB1 from the key KeNB1 that it shares with the UE. This means that compromise of KeNB1 would compromise K2. However, as long as the compromise of KeNB1 (or K2) happens after the completion of the D-H exchange, the new key KeNB2 generated by the UE and eNB2 from the D-H exchange is safe. As noted in Section 3, compromise of KeNB1 prior to the handover leaves the UE vulnerable anyway, and this procedure does not increase the vulnerability.
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