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1. Introduction

Key separation, making sure keys are made specific to a specific purpose is a well-known security measure. It has been discussed in 3GPP as a countermeasure to the A5/2 attack effects. It is also well known in IETF protocols such as Digest AKA v2 which can device “context specific” keys. EAP has so called channel bindings/service identities, [1]. However, besides the keys, the “security context” can contain other information and it could perhaps be desirable to make the entire context specific to its purpose.
In S3-070096, there is a proposal to use the AMF field to “bind” AVs to a certain access technology (3G/LTE/…etc). The purpose of this contribution is to discuss some general problems in the area of binding of authentication data and some issues related to the approach of S3-070096.
2. Background

2.1 Different types of bindings

Authentication Vectors (AVs) form the basis of the UMTS security context, and since UMTS AKA will be used also in LTE, the same holds there.  Borrowing from the terminology of [1], by binding of authentication data we here refer to the process of making some or all data in the AV specific to a certain purpose. An example of binding is key separation where the keys are made access-specific. The intention is that the AVs (keys) should not be usable in the wrong context. The binding may or may not be be skippable. A non-skippable binding is a cryptographic binding which means that if the network/terminal even tries to use the data in the wrong context, then authentication and/or subsequent communication will fail. Cryptographically deriving access specific Ck/Ik, e.g. 



Ck’ = F(Ck, “LTE”)

is for example non-skippable. A potential “special RAND” solution where the most significant bit is “0” for UMTS and “1” for LTE is however a skippable binding as it requires explicit policy check to guarantee that the AV is not used out-of-context. Somewhat simplified, a skippable binding is typically one where the allowed usage of the AV is defined by looking at some parameter in the AV, whereas in a non-skippable binding, the AV is produced (or “tweaked”) in such a way that some cryptographically generated value becomes dependent on the allowed usage. For more discussion, see the [1]. 
Notice that different “level” of bindings are possible in HPLMN/VPLMN. A HPLMN-made binding is usually
 the strongest as it can be used to restrict any further usage (including further bindings) in the VPLMN. In this case the entire AV can be earmarked for a specific purpose, as is the case in S3-070096. This is clearly good from security point of view. On the other hand it is less flexible and may mean that some AVs go to waste in some cases. A weaker but more flexible type of binding can be achieved by generating generic AVs and delegating to the VPLMN to carry out further binding, i.e. deriving access technology or algorithm specific keys.
2.2 Different usages of bindings

In the following we discuss some different types of bindings.
2.2.1 Binding to access technology
The purpose here is to make an AV (key) usable only in one access, e.g. LTE or UMTS. This is as mentioned strongly associated with the security principle of key separation: a given Ck/Ik should only be used in one access. However, notice that key separation as such is possible even if the AV is generic to several accesses. In this case, the Serving Network (VPLMN) can perform a local key derivation.
The main purpose of key separation is to make sure that a compromise of a key in “access X” does not have effect on “access Y”. An AV, contains (by definition) unused keys. Therefore, the keys in the AV will not have been exposed in any access. It therefore seems unnecessarily strong to implement key separation by total AV-separation. At hand-over between two SGSNs today, the “current” Ck/Ik are transferred along with possibly existing, unused AVs. The main threat here is not the possible exposure of the unused AVs, but rather exposure of the currently active Ck/Ik. 

For efficiency reasons, there is a requirement in 3GPP is to allow for “implicit authentication” at hand-over (using transfer already established Ck/Ik). It is unclear if it would make sense to disallow AV transfer involving unused keys between 3G and LTE, while at the same time allowing transfer of used Ck/Ik keys which may already have been exposed in the source access. At least, as long as the source/target MME/SGSN belong to the same Serving Network, it is reasonable to expect that the AVs enjoy a similar level of protection in both accesses.
The conclusion is that it seems to make sense from flexibility point of view, load on HSS, etc to allow transfer of unused AVs between two 3GPP accesses belonging to the same administrative domain.

A strong separation between non-3GPP and 3GPP accesses where the protection levels could differ more significantly however may need to be studied. On the other hand, in many cases HPLMN EAP authentication in the HSS/AAA is likely to be used in this case and AV transfer may not be an issue in this case.
2.2.2 Binding to VPLMN

The purpose here is to make an AV usable only in one VPLMN domain. One of the goals of LTE is produce low-cost/high performance equipment. Therefore, it is not unreasonable that new, smaller actors will be running VPLMNs in the future. The trust level may be quite different depending on VPLMN, the deployment type of the eNBs, etc. Hence, in this case it could very well make sense to have VPLMN separation already on the “AV level”, implemented in the HPLMN. 
2.2.3 Binding to “layer”

The purpose here is to make an AV only usable in one layer, e.g. access or application. This type of binding appears suitable for implementation already in the HPLMN. 3G already provides such separation in the case of ISIM/USIM: these two applications may on the UICC share the same base-key, K, or, f-algorithms, but not both. This type of separation seem to make sense also in LTE.
2.2.4 Sub-binding 

Each of the above bindings can have further sub-bindings.

· Within one given access technology it could make sense to make a binding, for example to make keys dependent of the UEA/UIA algorithm with which they are used This type of binding is clearly in general impossible to perform in the Serving Network. There is already an agreement in SA3 to support this for LTE access.
· Within a given VPLMN, keys could be bound to identity of UPE/MME or even to identity of the cell.

2.2.5 Discussion – Domains

The different types of binding discussed above can be summarized as binding the usage of an AV (or parts thereof) to a certain domain: 
1. access technology domain (e.g. 3G/LTE), 
2. administrative domain (e.g. VPLMN A/VPLMN B), 
3. application domain (e.g. access/service), 
4. various “sub-bindings” (e.g. algorithm X/algorithm Y).
We also note that binding to these domains are sometimes “orthogonal” and independent of each other, in other cases, the presence of one type of binding may preclude other types of bindings.
3. Conclusions and Proposal

The proposal to completely bind entire AVs to 3G/LTE appears unnecessarily strict and inflexible. At the same time, it is unclear if SA3 has taken a “total approach” to consider which types of bindings that are needed in LTE. 

It is proposed that SA3 adds a section to TR 33.821 discussing the different aspects of key/AV separation based on Section 2 of this contribution.
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� For a skippable bindning, we must assume the HPLMN policy is followed by VLPMN and UE..
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