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1. Introduction

At recent SA3 meetings there has been some debate about whether or not password based HTTP Digest authentication should be specified in 3GPP as an authentication method for IMS, and if so what conditions or controls should be applied to its use. This document assesses these questions and draws some conclusions. 
2. Requirements for HTTP Digest in 3GPP
Currently 3GPP IMS specifications define only smartcard based authentication methods. Furthermore TISPAN and CableLabs have adopted smartcard based authentication in their NGN R1 and PacketCable2.0 specifications respectively, where the smartcard resides in the end user device or in a residential gateway. However, TISPAN and CableLabs also specify password based authentication based on HTTP Digest. In the case of TISPAN, HTTP Digest is defined in an informative annex and is seen by some as a short term interim solution only. 
The security limitations of password based authentication are well known and smartcard based authentication is clearly preferable from a security point of view. For the main access scenarios considered by TISPAN and CableLabs, and for the original GPRS/UMTS access scenarios considered by 3GPP, it may indeed be reasonable to focus on smartcard based solutions. However, there are other access scenarios where smartcard based authentication may not always be suitable, even in the medium/long term. For example, some operators are interested to deploy IMS-based services using PC clients that access the IMS core over generic Internet access. For such scenarios smartcard based authentication may be too costly or may not fit the user experience requirements. Password based authentication may be a suitable alternative in these situations.

One reason to specify HTTP Digest in 3GPP is to have a common specification of HTTP Digest that is applicable to all types of IMS access scenario. Currently HTTP Digest is specified quite loosely in the TISPAN and CableLabs specifications which could lead to interoperability and/or security problems. These problems could be avoided by creating a single specification of HTTP Digest in the 3GPP specifications.

Note that accepting to include HTTP Digest authentication in 3GPP specifications for Release 8 would not contradict with our dismissal of it as a solution for "early IMS security". Early IMS security in Release 6 was intended to address GPRS and UMTS access in scenarios where the user equipment is typically a mobile handset. In such a scenario smartcard based authentication is the most appropriate solution. 

Another reason to specify HTTP Digest is to provide a solution for mobile terminal based access to IMS in the case that an operator, who has not deployed UICCs, cannot use early IMS security because of the presence of NAT between the GGSN and P-CSCF. However, we feel that it would be preferable to find a solution for this situation that is based on smartcard authentication e.g. some adaptation of the early IMS security solution, or the requirement that such operators must deploy UICCs. 
3. Restrictions on the use of HTTP Digest

One way to resolve security concerns if HTTP Digest is included in 3GPP IMS specifications would be to apply restrictions on its use. We evaluate a number of options below:

1. HTTP Digest over GPRS and UMTS access networks
 is not permitted or supported by the 3GPP specifications. However, HTTP Digest over other access network types is permitted and supported.
The main advantage of this approach is that it guarantees that IMS access over GPRS/UMTS is always based on smartcard authentication. However, it also creates some problems. Consider the case where an operator wants to offer IMS-based services to PC users based on password authentication in scenarios where deploying smartcards is not cost effective or would have too big an impact on the user experience. Those operators would still have the option to deploy smartcard authentication for services that need it, or where the cost and user experience impacts are acceptable. Now, what happens if a user happens to use a GPRS or UMTS datacard or modem to access a service which would be accessible over other access networks using password based authentication? It would seem to be unnecessarily complex to have to switch from password to smartcard based authentication when such a situation arises. Furthermore, some existing GPRS/UMTS datacards and mobile handset data modems do not support the ability to expose smartcard authentication functions to the PC. An alternative approach might be to use "early IMS security" in cases where the GPRS/UMTS smartcard authentication functions cannot be exposed to the PC, but this is more complex than using HTTP Digest in an access network independent way. 
2. HTTP Digest is permitted and supported for any type of access network. However, the IMS core has the ability to restrict its use to only certain types of access network.

This gives more freedom to the operator and avoids some of the problems described for option (1). However, a problem that remains is that the system complexity is increased since it is necessary for the selection of the authentication method to depend on the type of access network used. This does not seem to fit with the access network independence principle of IMS. TR 33.802 gives an indication of the sort of complexity that might be introduced if HTTP Digest use were to be restricted based on the access network type.

3. HTTP Digest is permitted and supported for any type of access network. The IMS core has no means to restrict its use to particular types of access network, but still has the possibility to restrict its use on a per user or on a per service profile basis. To help guard against misuse of password based authentication, 3GPP could provide guidelines to highlight its security limitations and recommendations on its use (e.g. based on Annex A of the TR 33.978 "Early IMS security").
Removing the ability to select the IMS authentication method based on the type of access reduces system complexity, but also removes a tool by which operators could limit the use of password based authentication. However, the possibility to restrict the use of password based authentication on a per user, or per service profile basis seems to be sufficient. 
4. Conclusions

Based on the analysis in section 2, Vodafone believes that 3GPP should create a single specification of HTTP Digest in 3GPP specifications. 

Based on the analysis in section 3, Vodafone believes that restricting the use of HTTP Digest based on access network type would have limited benefits and would introduce too much complexity.


















� Or more generally access networks where access authentication is based on a smartcard. This would cover e.g. certain types of WLAN access, EHSPA and LTE.
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