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1 Introduction
Key change in active mode is not supported in UMTS. A consequence of this is that a new AKA key can only be taken into use after a change to IDLE mode. Hence a key stream might be reused for a terminal without mobility and a very long active session. The intent of this contribution is to solicit SA3 for a view whether we need key change in active mode of the keys KASME or KeNB , or alternatively whether it is sufficient to extend the sequence number range (SN) for the user plane encryption such that it will become very unlikely that the SN would wrap around. In the next clause we clarify the rationales about extending the SN, while clause 3 discusses solutions that do not need SN-range extension. In clause 5 we make a comparison. In this contribution we have focussed on the User Plane as the key stream reuse is expected to happen there more quickly as on the other security layers (RRC and NAS).

2 Increasing the user plane SN range.

A countermeasure to make it less probably in practise to have key stream reuse is to increase the user plane sequence number range (i.e. 32-bit COUNT-C as in UMTS) of the user plane encryption layer. A specific COUNT-C value shall only be used once into the key stream generation for the same CK (in the LTE context this would then be the KeNBenc). Note that the user plane encryption layer does not carry the complete COUNT-C for UMTS, but only maximally 12-bit for (section 6.6.4.1 TS 33.102) for RLC AM.

Extract from TS 33.102 section 6.6.3: 
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Figure 16b: Ciphering of user and signalling data transmitted over the radio access link

In order to decide the suitable range of the COUNT-C for the PDCP user plane encryption we need to take into account the maximum throughput of LTE:

For UMTS, COUNT-C is 32-bits long, so COUNT-C will wrap around after about 4x10^9 PDUs (i.e. PDCP PDU
s). Assuming PDUs of length 100 bytes  and a data rate of 1 Mbytes/sec
 (1) we will see  a wrap around about every 400.000 seconds or 111 hours, i.e. the subsequent PDU's will be protected by an already used key stream. 

One byte extra for the COUNT-C will allow extending the maximum time to 1170 days. If we would increase the throughput in the above scenario to 50 Mbytes/sec with the extended SN then we end up with 560 hours until the COUNT-C wraps around.

Note that as written above, this does not necessarily affect the carried PDCP SN as the Roll-over part may simply be extended (i.e. the HFN number of COUNT in UMTS). It is for RAN2 to decide how long the explicit part and the rollover part of the counter need to be, while it is for SA3 to decide the complete length such that the input to the Session Key generation function ensures low chance for session key reuse. The PDCP SN range may to be determined by the number of SN roll-overs which the security layer wants to accommodate in a certain timeframe against the overhead of the (increased) SN length. When keeping the PDCP SN the same as the RLC AM (12-bit) then under the assumptions of (1) then a roll-over will occur each 400 msec.

For completeness we also note that in UMTS a THRESHOLD value is managed by the UE (stored in the USIM), such that when COUNT becomes higher than the threshold value, the UE invalidates the KSI (See TS 33.102 section 6.4.3), such that a new authentication can be performed at next IDLE mode.

3 Support of key change in LTE active mode 


Key-change-on-the-fly is the capability of the system (here LTE) to change between keys when maintaining an active data session for the user.  We assume that an authentication can take place during an ongoing active connection, which is necessary for scenario-a below. This may need to be checked with RAN2. We also assume that algorithm changes are not performed at the same time as key-change-on-the fly.

Following are the scenario's which need to be investigated for key change-on-the-fly: 

a) Fresh keys have been generated through an AKA run and these could then be taken use even if the active user does not move between eNBs.
b) After a handover to a Target eNB, a new KeNB could be taken into use
. The handover may haven been intra- or inter-MME.

An advantage of the key-change-on-the fly is that the handover could be fast and based on the source keys, whereafter the network or UE (ffs) could trigger to start using target keys.

3.1 Key-change-on-the-fly taking new AKA keys into use (scn-a).

An indication of the key change could be embedded within the security protocol i.e. PDCP. As an example the SPI (Security Parameter Index - received in the clear) within the IPsec header allows to determine which security association has been used for each packet individually, and this allows the receiver to determine the associated key which has been used for security. This also allows the receiver to cope with packet reordering. 

In UMTS no such per packet indication exists. The protocol cost may be the extra 'indication' overhead i.e. a few bits from the PDCP SN would be reserved from the SN to indicate the KSI. Protocol variants are possible (use one bit in stead of the full KSI), a restriction may be that we need to take care of packet loss and reordering for the receiver (the node that deciphers the packet & verifies the integrity). This process of key-change-on-the-fly for scenario-a could go roughly as follows (exact procedure flow is for ffs):

1) NAS signalling is used to execute an AKA-run. The new authentication will probably need to be triggered by the network when having received NAS message initiated by the UE.

2) The MME triggers the activation of the new KASME for the NAS Layer (starts using new KSI on the packet header of NAS) and derives subkeys from KASME. Within the UE this could trigger the RRC and PDCP layer already to prepare for a new key set. This may avoid key agility aspects which are discussed below.

3) The MME sends derived keys to the eNB which then takes these keys immediately into use (without signalling but by setting KSI at the user plane layer and the RRC signalling layer). The uplink direction starts using the new KSI after having received download packets with the new KSI. This ensures that the eNB has seen the new KSI (delays in MME to eNB sending of keys can be avoided).

4) The old key can be removed at the eNB some time after the first uplink packets have arrived using these keys (due to packet buffering and different type of bearers, this may be bearer dependent). It is for further study if the key removal would be triggered by signalling or not. 

5) The old key can be removed at the MME if the uplink NAS acknowledges the activation using the new key.

3.2 Key-change-on-the-fly taking new KeNB-keys into use (scn-b).

This scenario happens due to intra-MME mobility as well as Inter-MME mobility, a difference being that for the first one, there is no involvement of the MME in the handover. We assume here that the parent keys in viewpoint of KeNB are kept the same during active mode mobility. 

From S3-070099 we know that for key handling on active mode mobility three solutions are under evaluation:
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Figure 1: Alternatives from S3-070099 for key derivation during active mode mobility in SAE

For intra-MME mobility the key we are dealing with is the KeNB. When KeNB is established for a eNB, then when going from IDLE to ACTIVE mode the keys derivation takes in specific parameters which makes keys for two different KeNB  (and different active periods) cryptographically independent. As pointed out by the analysis in S3-070099, alternative 1 is impossible in active mode mobility, so the handover has to use alternative 2 or 3.  However key-change-on-the-fly could make it possible to take a cryptographically independent KeNB into use after the handover. This could then be the KeNB as if the system had gone through an active-idle-active
 change. In this way handover could be fast if the same key is used within handover. In a subsequent step key-change-on-the-fly can be used to make the key in source and destination cryptographically independent. 

As the AKA key does not change, the KSI can not be used to trigger a key change for KeNB. Solutions how to trigger this type of key change (e.g. synchronization info during handover, or with or without separate KSI for the KeNB ) are for ffs.  

Note that the companion contribution S3-070234 on key refresh, proposes to uses nonces in the various mobility scenario's in order to create cryptographic independent keys between the source and destination network node. In situations where the UE stays in LTE_ACTIVE without mobility no key refresh will happen, and this is where the key change in active mode could be useful to enable a fresh start from a new root key KASME. In situations where the UE stays in LTE_ACTIVE with mobility key refreshes will happen, but also here this mechanism does not refresh the root key KASME. Also from a security point of view the network should control the maximum allowed key refreshes from the same KASME.
4 Key agility


The aspect of key agility (the speed of changing keys) is often heard as an aspect that needs to be considered when supporting key-change-on the fly. Here it is the time-property (i.e. the delay) to key the ciphering engine
 for a new subscriber Security Association (SA) i.e. how long it would take (e.g. compared to number of processed packets) to take a new key into use. Whether there is a problem depends on the used algorithm. For AES it is known that the internal key expansion is very fast
. If enough key cache is available then the algorithm internal key expansion for the new key can already be performed beforehand (if all key derivation parameters for the key derivation from Kasme are available). 

Also the RRC-layer can execute relatively fast changes based on e.g. new security mode commands provided after a new key generation sequence (authentication). Alternatively the Security Mode command could also provide some synchronization information so that UE and eNB could be informed of start of new keys start at the same time. 

In summary we do think that key agility does not negatively affect the processing for key-change-on-the-fly.

5 Comparison

From a security point of view only a solution supporting key change in active mode can prevent session key reuse. More than UMTS, LTE will need to design the system to cope with non-mobile terminals that stay for very long time in active mode in the same cell. Forcing a terminal to go to idle mode in order to take a new AKA key into use seems undesirable from an application point of view. In that sense the solution of extending the user plane COUNT is regarded as a fallback solution from a security point of view.

The impacts on the RANs flows for supporting key change in active mode need further investigation, such that the gain in security can be balanced against any added complexity. The availability of buffering space and the tolerance for delays (e.g. VoIP) may have impacts and two security associations need to be kept per user for some time in UE and eNB. An advantage may be that the COUNT-C length may be kept equal to the UMTS defined value such that the key stream generation framework could be reused.

6 Conclusion

We ask SA3 feedback on the usefulness of the key change in active mode of the keys KASME or KeNB , or alternatively whether it is sufficient to extend the sequence number range (SN) for the user plane encryption. We propose to add this analysis into TR 33.821.





















































































� It is assumed that the user plane encryption will be done a PDCP. If encryption would be performed at RLC then there are similar observations for the RLC SN.


� The original LTE study item (SP-040915) gives a target peak data rate of 100Mbps (downlink) and 50Mbps (uplink). 


� Some of the key management proposals during active mode in TR 33.821 assume that the target KeNB is identical or derived from the source KeNB. If the proposal of companion contribution S3-070234 is accepted then a fresh KeNB at the target eNB is ensured already for scenario-b.


� Such a state change could create the same effect, but would not be acceptable for certain applications.


� Note that Key agility also plays when switching between security associations of different users - there speed can be exchanged with memory i.e. subkeys of the algorithm can be cached. This issue already exists in the RNC and is independent of the key-change-on-the-fly issue for a single subscriber. This issue seems to be most important for the eNB User plane.


�  AES Key Agility Issues in High-Speed IPsec Implementations : � HYPERLINK "http://www.schneier.com/paper-aes-agility.html" \o "http://www.schneier.com/paper-aes-agility.html" ��http://www.schneier.com/paper-aes-agility.html�
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