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Discussion and decision
______________________________________________________
1 Introduction
In S3-070099 a working assumption for key handling on active and idle mode mobility for SAE/LTE was proposed. This proposal was accepted during SA3#46 and included in the TR 33.821, sections 7.4.11 and 7.4.12. However, the proposal was built on the assumption that UP protection was terminated in UPE and that UPE was “above” eNB. This document makes a proposal to update the working assumption on active and idle mode mobility according to the fact that PDCP is now terminated in eNB. 

In the following section the changes to the working assumption are indicated. In summary these changes are:

· Handling UP and RRC keys in the same way on handover

· Deleting one of the handover cases, namely intra MME inter UPE handover (now not different from intra MME, inter eNB handover)

· Consistent renaming of the keys

2 Proposed changes to TR 33.821 v0.1.0

*********************** BEGIN CHANGES *******************************************************

7.4.11

Key handling on idle mode mobility (from S3-070099)

7.4.11.1
Within one SAE/LTE network

Idle mode mobility within one SAE/LTE network leads to cell reselections in which a UE chooses new eNBs to camp on, and it leads to location updates in which MME changes are indicated to the HSS. A cell reselection does not lead to new keys being provided to the new eNB. However, a new MME selected upon idle mode mobility has to be provided with keys. A new MME can be provided with keys by one of the three alternatives described for inter MME handover. However, in case of idle mode mobility, new keys could also be provided to the MME by a new run of AKA. (On handover a new run of AKA would be too time consuming). In this case, a location update would always result in a new run of AKA during which MME obtains a new KASME from the HSS. However, a new run of AKA is not required in order to provide key separation between MMEs. For key separation between MMEs it would be sufficient to provide the new MME with a KASME which HSS derived from CK, IK with help of PLMN-ID, and RAT type  as input. But this would not only require HSS to support some new form of fast re-authentication procedure but would also require the HSS to keep additional state about each UE, namely the CK, IK pair. 

It’s proposed that the specification shall allow a new run of AKA upon location update. But it is at the discretion of the operator to determine the frequency of AKA runs. If no AKA is run then the proposals are the same as for inter-MME handover. 

7.4.11.2
Between different SAE/LTE networks

Idle mode mobility between different SAE/LTE networks results in a MME change. It’s advised requiring a new AKA run in this case in order to provide MME with new keys that depend on the identity of the new PLMN, and the RAT type,. In addition a key caching mechanism (ffs) could be used to avoid new AKA runs on frequent network changes. 

7.4.12

Key handling on active mode mobility (from S3-070099)

7.4.12.1
Overview on alternatives for key handling on handover

Assume a target entity (eNB or MME) is to be provided with keys (for RRC, UP or NAS protection) during handover. Then we suggest further discussing the following general alternatives to provide the target entity with the corresponding keys. 

Alternative 1: Derivation of new target key for the target entity by the holder of the key one level up in the key hierarchy (parent key holder) from the key material (parent key) it holds. There are two subcases: 

a) the parent key holder in the source network derives the key, which is then transferred to the target network;

b) the parent key holder in the source network transfers the parent key to the target network where key derivation takes place.

Alternative 2: Derivation of new target key for target entity by source entity from key material held by source entity (source key) 

Alternative 3: Transfer source key used by source entity to target entity (possibly via another entity) and reuse it unchanged 

It’s assumed that key derivation is performed using a one-way function.

The three alternatives are illustrated in Figure 12.
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Figure 12 Alternatives 1 , 2, and 3 for key handling on handover between a source and a target entity

Alternative 1 guarantees that separate keys are used for the protection of traffic between UE and the source entity and between UE and the target entity. Therefore Alternative 1 is the preferred option bearing in mind only security.  However, Alternative 1 requires the parent key holder (MME respectively HSS) to either be involved in each handover procedure or requires the parent key holder to predict the potential target entities and distribute encrypted keys for the potential target entities to the source entities before handover (for providing a target eNB with RRC keys this option was suggested in S3-060032). Involving the parent key holder does not currently seem feasible for all alternative handover procedures discussed by SA2 (see e.g intra MME handover described in TR 25.813 or TS 36.300). Predicting the target entities and distribute encrypted keys for them. This is out of the scope of this section.

Alternative 2 (which was also proposed in S3-060236 for RRC key handling on handover) provides backward security for the source keys: a target key compromised while used by the target entity cannot be used for impersonation of any source entity or for decrypting previously recorded traffic exchanged between the source entity and UE. Alternative 2 does not require the parent key holder to be involved in the handover procedure. 
Finally, Alternative 3 does not protect the source entities from compromised target entities. RRC, UP or NAS keys compromised while used by the target entity can be used to impersonate any other entity of the same type or decrypt previously recorded encrypted traffic exchanged between source entity and UE. However, Alternative 3 adds the least overhead to handover procedures and seems to be acceptable as long as eNBs and MME can be assumed to be  equally well protected (as e.g. in case of intra-PLMN handover). 

As a general principle we suggest using Alternative 1 whenever the handover procedures selected by SA2 allow for an easy implementation of this alternative. Otherwise we suggest using Alternative 3 due to the additional complexity and the limited security gain of Alternative 2. In the following two sections we discuss the above alternatives in more detail for the different handover types and show how the decision on which solution to select depends on the way handover procedures will be implemented in SAE. 
7.4.12.2
Key handling on handover within one SAE/LTE network

Inter eNB, intra MME handover:

In this handover case the three alternatives for providing the target eNB with the keys for RRC protection are:

Alternative 1: MME derives a new KeNB or a new KRRCenc, KRRCint pair from KASME and transfers it to the target eNB. If MME transfers KeNB then the target eNB subsequently derives KRRCenc, KRRCint and KUPenc from KeNB
Alternative 2: eNB derives a temporary key K’eNB from KeNB , or KRRCenc , or KRRCint , and transfers it to the target eNB (directly or via MME). The target eNB subsequently derives KRRCenc, KRRC int and KUPenc from K’eNB for RRC protection 
Alternative 3: eNB (or MME) transfers KeNB to the target eNB, target eNB derives  KRRCenc, KRRCint and KU enc from KeNB dependent on the encryption and integrity protection algorithms it is going to use. For this alternative it is crucial that the intermediate key KeNB is used such that the target eNB can derive separate  KRRCenc,  KRRCint if it uses encryption and integrity protection algorithms different from the ones used by the source eNB. 
RAN (see TS 36.300, TR 25.813) currently assumes that MME is not involved in intra MME handover procedures. Therefore Alternative 1 does not seem to be easily applicable during this type of handover. In order to circumvent this difficulty, it was suggested in S3-060032 that MME should provide an eNB with keys not only for itself but also for potential target eNBs. These keys would then be encrypted with the help of a keys shared between MME and the target eNBs. 









Inter MME handover: 

SA2 currently discusses whether or not MME relocations within one SAE/LTE network are necessary for certain handover types (see TR 23.882 and S2-063195). If MME relocations are implemented, keys have to be provided to the target MME and to the target eNB. There are following alternatives for key handling on handover with MME relocation:
Alternative 1: HSS derives new KASME from CK, IK (with target MME-ID as well as the target PLMN-ID and the target RAT type as input) and transfers it to the target MME. The target MME derives KeNB from KASME and transfers it to eNB. In addition, the target MME derives KNASenc and KNASint from KASME. In case the target MME transfers KeNB eNB derives KRRCenc, and KRRCint and KUPenc from KeNB (requires HSS to be involved in key derivation and transfer upon inter MME handover or requires HSS to predict potential MMEs to which UE may relocate and send several encrypted keys.)

Alternative 2: Source MME derives a temporary key K’ASME from KASME using the target MME’s identity and the target PLMN-ID
 as input. Target MME derives KNASenc and KNASint from K’ASME  

a) The target MME subsequently derives the key KeNB from K’ASME and transfers it to the eNB. , The eNB then derives KRRCenc, and KRRCint and KUPenc from KeNB (requires MME to be involved in key transfer)

b) K’eNB is derived by the source eNB (with the target eNB-ID and the target PLMN-ID as input) and  keys are transferred to the target eNB as in Alternative 2 described above (allows for direct context transfers between eNBs)

c) KeNB are reused by target eNB as in Alternative 3 described for intra-MME handover. (allows for direct context transfers between eNBs)

Alternative 3: The source MME transfers KASME to the target MME. In addition, the target MME derives KNASenc and KNASint from KASME. 

a) The target MME subsequently derives the keys KeNB from the same KASME that was already used by source MME and transfers it to eNB, then eNB derives KRRCenc, and KRRCint and KUPenc from KeNB (requires MME to be involved in key transfer)
b) KeNB is transferred from source eNB to target eNB as in Alternative 3 described for intra-MME handover (allows for direct context transfers between eNBs)

HSS involvement during handover procedures with MME relocation seems too time-consuming. In addition, HSS involvement would require HSS to keep additional state about each UE, namely the CK, IK pair from which KASME can be derived. Or else, the HSS would have to predict potential MMEs to which UE may relocate and send several keys KASME  encrypted with keys shared between HSS and MME. But, apart from the complexity, this solution would require that core network security is realized in an end-to-end fashion between HSS and MME, which may not be assumed.  Therefore, Alternative 1 in connection with HSS involvement upon handover seems infeasible. 

In case Alternatives 2 or 3 are chosen by SA3 we propose to use Option a) if the handover procedures adopted by SA2 allow for it. 

7.4.12.3
Alternatives for key handling on handover between different SAE/LTE networks

The alternatives for key handling on handover between different SAE/LTE networks are the same as described in the case of inter MME handoverin the last section. 

If Alternative 2 or 3 are chosen for this type of handover, the target operator should be able to initiate a new authentication as soon as possible after the handover. It is currently ffs whether or not authentication can take place during an ongoing connection. If this is not the case, the target operator should at least be able to initiate a new authentication as soon as UE transits from active to idle (see the section on “Key handling on active to idle and idle to active transitions”. 

7.4.12.4
Summary of evaluation of alternatives: 

Table 1 Key derivation alternatives compared for the different handover types

	
	Assumption
	Alternative-1
	Alternative-2
	Alternative_3

	Inter eNB, Intra MME handover
	MME is not involved in intra-MME handover
	preferred if generation of encrypted keys for multiple eNBs in MME is acceptable
	OK (alternative 3 preferred)
	OK 

	
	
	
	
	

	Inter-MME Handover (within same PLMN)
	MME relocation
	Unwanted due to creating HSS state.


	OK (alternative 3 preferred)
	OK 

	Inter-MME Handover (between PLMNs)
	MME relocation
	Unwanted due to creating HSS state.
	OK
	OK


**************************** END CHANGES **************************************************
3 Conclusion

We propose to adopt the changes in section 2 on the mobility in TR 33.821 v.0.1.0 as they reflect the decision on UP encryption termination in eNB. 




















































































� Note that according to TR 23.882, Section 7.20.2, MME-ID,  UPE-ID and eNB-ID are unique within a PLMN. Consequently on PLMN changes the PLMN-ID should be used as an additional input for key derivation. In order to support the same procedures in case of Inter-MME handover between PLMNs as within a PLMN, we suggest to use the PLMN-ID in any of the two handover cases. 
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