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1 Introduction
In S3-070097 a working assumption for a key handling on idle-to-active and active-to-idle transitions within LTE was proposed. This proposal was accepted during SA3#46 and included in Section 7.4.9 of TR 33.821 V. 0.1.0. 

The proposal was built on the assumption that UP protection was terminated in UPE and that UPE was “above” eNB. This document makes a proposal to update the working assumption on the key handling according to that fact that UP protection is now terminate in eNB.  This document is based on a companion contribution on how to update section 7.4.7 of the TR on key hierarchy.   

In the following section the changes to the working assumption are indicated. In summary these changes are:

· Same handling for RRC and UP keys during active to idle and idle to active transitions

· Consistent renaming of keys 

2 Proposed changes to TR 33.821 v0.1.0 
*********************************** BEGIN CHANGES *****************************************************
7.4.9
Key handling on active to idle and idle to active transitions in SAE (from S3-070097)

7.4.9.1
General

In this section we propose a working assumption on how keys should be handled on active to idle and idle to active transitions within SAE/LTE. These state transitions are independent of mobility events such as handover or idle mode mobility. 

As a general principle, on idle to active transitions, RRC protection keys and UP protection keys shall be generated as described in section 7.4.7  while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility. On active to idle transitions, eNBs shall delete the keys they store after a predefined period such that state for idle mode UEs only has to be maintained in MME. 

7.4.9.2
Idle to active transition 

On idle to active transitions the MME shall generate and transfer the keys for RRC protection to eNB in the same way as during initial attachment (see the section on key hierarchy). In particular

· MME generates KeNB and transfers it to eNB
· eNB subsequently derives , KRRCint   and KUPenc from KeNB
     eNB uses KRRCencfor encryption KRRCint  for integrity protection of RRC traffic and KUPenc for encryption of UP traffic. In case UE is connected to the same eNB after idle to active transition as during any previous active phase since the last AKA run, the same KeNB is transferred from MME to eNB as used during this previous active phase. In order to avoid the use of the same key stream with different instances of the same eNB, C-RNTI is included in the derivation of the keys KRRCenc , KRRCint  and KUPenc. 

7.4.9.3
Active to idle transition 

On active to idle transitions we assume that eNB does no longer store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. 

In particular, on active to idle transitions:

· The eNB deletes KeNB ,  KRRC enc and KRRC int   and KUPenc
· MME keeps KASME stored. 
· 
On active to idle transitions MME should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover as described in the section on “Key handling on mobility events”. 

***************************** END OF CHANGES ***************************************

3 Conclusion

We propose to accept the changes to TR 33.821 in section 2 as they reflect the decision on UP termination in eNB. 

� In order to avoid the use of the same key stream for NAS with different instances of the same UPE or MME (e.g. on subsequent attachment procedures) Start values similar to UMTS (TS 33.102) could be used. This is ffs. 





