
3GPP TSG-SA WG3 #46
S3-070159
February 13 – February 16, 2007
revision of S3-070094
Beijing, China
Source:
Orange 
Title:
Spam Flagging using In-band Signaling in Mobile and Broadband Networks
Agenda item:
6.28 (Protection against SMS and MMS spam)
Document for:
Discussion

1 Introduction
This contribution is part of the 3GPP study item on spam [1] and builds upon previous contributions on the same topic [2,3].  Spamming is an ongoing problem for several years now in the fixed internet with unsolicited emails sent by thousands every day, but also in the mobile network with unsolicited SMS and MMS. This has then bad side effects on the annoyed customer, on the used network resources and on corporate image of the service provider. Then spam can also affect mobile operators because of misuse of network resources.  

The present contribution proposes solutions to enable to limit the effects of the spam by enabling the customer to decide whether such received message is spam or not. SMS, MMS, IMS Messaging, IMS Presence and IMS call are considered. As the trend is to converge all medias, mobile, fixed internet and so on, it was judged adequate to also study anti-spam solutions regarding the reception of email messages.

In-band anti-spam solutions were considered to ensure that the customer does not incur a charge for refusing the unsolicited messages and second to ensure that spammers are informed that recipients do not wish to receive their messages.

The proposed techniques have no impact on the network switching or routing infrastructure. And they facilitate suppressing spam without creating a hidden charge for the customer. The techniques work equally if a customer is on the home network or roaming abroad. 

Section 2 provides an overview of previous work on spam. Section 3 describes the solution of spam flagging using in-band signaling and section 4 discusses the solution.
2 Fighting against spam
The ITU-T has made the fight against spam one of its priority [4]. We differentiate the two following main activities for countering spam: the prevention and the control of spam described in the following sections.
2.1 The prevention of spam

The goal of this set of measures is to avoid spam when deploying a new communication service. We distinguish the three following measures:
(1) Implementing best practices. The aim is to increase the difficulty of using a new communication service to spam, for example, by having in place a clear policy on spam, by preventing new equipment being abused or compromised and innocent users being easily impersonated. [5-8,25]. The objective of the work on TCAP-SEC is to avoid malicious parties to impersonate an innocent customer mobile or network for sending spam at the SS7 level [9]
(2) Making spammers pay. The aim is to reduce the attractiveness of using a new communication service to spam by increasing the amount of ressources required to spam [10].
a. Charging all communication channels.  The idea is to charge communication to ensure a high cost for mass mailing.  However the cost of mass mailing decreases as network bandwidth increases and becomes cheaper.
b. Increasing the computational cost.  The idea is to require a large computational effort for mass mailing for example by requiring the resolution of challenges or puzzles [9]. Such measure is difficult on mobile devices where new applications require the maximum processing power.
2.2 The control of spam

The goal of this set of measures is to avoid an existing communication service being plagued by spam. The idea is to limit the amount of spam by
(1) Continuously monitoring. The goal of this set of measures is to detect spam in a timely way in order to block it.
a. Content analysis.  The idea is to detect spam by analysing the message and its content [14,15]. One approach is to rate the message based on a number of criteria [10,11]. Another approach is to rate the network from where the message originates [12]. Yet another approach is to ask users which categories of content they wish to receive and analyse the message content based on those categories [16]. However in practice spammers are able to circumvent approaches based on rating after learning the techniques.
b. Spam flagging.  The idea is to detect spam by letting the user indicate it. Another way of viewing spam flagging is as a technique to indicate false negatives to the network. We distinguish two variants: “out-of-band” where a dedicated signaling channel is used for different types of messages [14-16] and “in-band” where spam are flagged using the protocol for transmitting the message. The advantages of in-band is that it does not create any additional cost for the customer, it allows providing a response to the spam originator, it works in roaming even if the roaming partner does not implement spam flagging, it works in networks where GPRS is not supported, it works for fixed and mobile and it can coexist with additional anti-spam measures.
(2) Collaborating with other operators. The idea is to work with other operators in order to be able to block the spam where it originates.
The prevention of SPAM could work in theory but face many difficulties in practice. Thus the control of spam is a necessary complementary measure. The next section introduces solutions for spam flagging in-band, with different use cases such as SMS, MMS, IM messaging, IM calls, IM presence and Email services.

3 Flagging spam in mobile and broadband networks
This section describes a number of scenarios where victims can flag spam using in-band signaling both in mobile and broadband networks. By spam we mean unsolicited messages (SMS, MMS, IM messages), unsolicited calls (IM calls), unsolicited requests (IM presence) and unsolicited Email. The victim can receive spam through the mobile and broadband network. An IM mobile can receive SMS, MMS, IM messaging, IM calls, IM presence [24] and Email spam from a mobile radio network. From a broadband access point, a UMA mobile can receive SMS, MMS and Email spam and a TISPAN terminal can receive also IM messaging, call and presence spam. On both access technologies, SMS are forwarded by the SMSC, MMS are forwarded by the MMSC, IM messaging are forwarded by the List Server, IM calls are routed by the S-CSCF, IM presence requests are forwarded by the Presence server and Email are fetched from a Mail server as shown in Figure 1.
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Figure 1.  Spam flagging works for both mobile and broadband access networks. The spam flagging using in-band signaling works for SMS, MMS, IM messaging, IM calls, IM presence and Email services.
3.1 SMS spam 
The figure 2 introduces the main exchanged messages.

(1)
The spammer mobile submits an SMS by sending SMS-Submit to the SMSC. 

(2)
The SMSC delivers the SMS to the destination mobile by sending SMS-deliver indicating the originating mobile MSISDN in the TP-Originating-Address field. The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. 

(3)
The mobile sends an SMS-Deliver-Report back to the SMSC specifying a TP-Failure-Cause indicating that the message was rejected. 

(4)
The SMSC warns the sender that the message was refused by the recipient. 

In that way the terminal manages a blacklist (list of MSISDNs) on its own, and decides whether an incoming message can be authorized and effectively received or not, based on this list. The blacklist is managed by the customer who updates it according to the received messages, and its source and contents. Indeed only the client is able to decide whether he/she accepts or not to receive a given message.

This solution has the advantage not to impact hardly the network entities, and not to imply significant overload in the network.

The network may choose not to forward or send any SMS-Submit-Report flagging unsolicited messages to the message originator. The message SMS-Submit-Report flagging an unsolicited message is particularly useful for customers to indicate unwanted messages to content providers [18].
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Figure 2. Example of network level measure against SMS spam. The receiving mobile detects that the SMS sender is in its blacklist and sends a delivery failure report. The SMSC deletes the message upon receiving the delivery report and sends a status report to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive the SMS.

3.2 MMS spam 
The figure 3 introduces the main exchanged messages.

(1) The spammer mobile submits an MMS by sending M-send.req to the MMSC. 

(2) The MMSC notifies the MMS to the destination mobile by sending M-notification.ind indicating the originating mobile MSISDN in the From field. 

(3) The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. The mobile sends an MMS-notifyresp.ind back to the MMSC specifying a X-Mms-Status indicating that the message was rejected. 

(4) The MMSC warns the user that the message was refused by the recipient. 

In that way the terminal manages a blacklist (list of MSISDNs) on its own, and decides whether an incoming message can be authorized and effectively received or not, based on this list. The blacklist is managed by the customer who updates it according to the received messages, and its source and contents. Indeed only the client is able to decide whether he/she accepts or not to receive a given message.

This solution has the advantage not to impact hardly the network entities, and not to imply significant overload in the network.

The network may choose not to forward or send any SMS-Submit-Report flagging unsolicited messages to the message originator. The message MMS-delivery-ind flagging an unsolicited message is particularly useful for customers to indicate unwanted messages to content providers [19].
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Figure 3. Example of network level measure against MMS spam. The receiving mobile detects that the MMS sender is in its blacklist and sends a failure notification. The MMSC deletes the message upon receiving the delivery report and sends a delivery indication to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive the MMS.
3.3 IMS message spam 
The figure 4 introduces the main exchanged messages.

(1) The spammer mobile submits a SIP message by sending SIP: message request to the IMS network entity. 

(2) The IMS network entity notifies the SIP request message to the destination mobile by sending SIP: message request indicating the originating mobile MSISDN in the From field. 

(3) The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. The mobile sends a SIP: message request back to the IMS network entity specifying a status code 403 ("FORBIDDEN") indicating that the message was rejected with the reason "unsolicited" in the response text field. 

(4) The IMS network entity warns the user that the message was refused by the recipient by forwarding the previous message sent by the spammed mobile. 

This solution has the clear advantage that error code 403 and related response fields are already specified by the standard, and then it would not imply any modification to the SIP specification [23]. 
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Figure 4. Example of network level measure against IMS messaging spam. The receiving mobile detects that the SIP message sender is in its blacklist and sends a failure notification. The List server deletes the message upon receiving the delivery report and sends a delivery indication to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive the SIP message.
In that way the terminal manages a blacklist (list of MSISDNs) on its own, and decides whether an incoming message can be authorized and effectively received or not, based on this list. The blacklist is managed by the customer who updates it according to the received messages, and its source and contents. Indeed only the client is able to decide whether he/she accepts or not to receive a given message.

This solution has the advantage not to impact hardly the network entities, and not to imply significant overload in the network compared to solutions based on user consent [17].

3.4 Presence spam 
The figure 5 introduces the main exchanged messages.

(1) The spammer mobile submits a Presence request by sending a SIP: Subscribe-request to the IMS network entity. 

(2) The IMS network entity notifies the Presence request to the destination mobile by sending SIP: Subscribe-request indicating the originating mobile MSISDN in the From field. 

(3) The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. The mobile sends a SIP: Subscribe response back to the IMS network entity specifying a status code 403 ("FORBIDDEN") indicating that the message was rejected with the reason "unsolicited" in the response text field. 

(4) The IMS network entity warns the user that the message was refused by the recipient by forwarding the previous message sent by the spammed mobile. 

This solution has the clear advantage that error code 403 and related response fields are already specified by the standard, and then it would not imply any modification to the SIP specification [23].
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Figure 5. Example of network level measure against Presence spam. The receiving mobile detects that the SIP message sender is in its blacklist and sends a failure notification. The Presence server forwards the failure notification to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive a Presence request.
In that way the terminal manages a blacklist (list of MSISDNs) on its own, and decides whether an incoming message can be authorized and effectively received or not, based on this list. The blacklist is managed by the customer who updates it according to the received messages, and its source and contents. Indeed only the client is able to decide whether he/she accepts or not to receive a given message.

This solution has the advantage not to impact hardly the network entities, and not to imply significant overload in the network.
3.5 SIP calling spam

The figure 6 introduces the main exchanged messages.

(1) The spammer mobile submits a call request by sending a SIP: Invite request to the IMS network entity. 

(2) The IMS network entity notifies the Invite request to the destination mobile by sending SIP: Invite request indicating the originating mobile MSISDN in the From field. 

(3) The mobile flags the message as a spam, for example by detecting that the originating MSISDN is in the number blacklist of the mobile. The mobile sends a SIP: Invite response back to the IMS network entity specifying a status code 403 ("FORBIDDEN") indicating that the message was rejected with the reason "unsolicited" in the response text field. 

(4) The IMS network entity warns the user that the message was refused by the recipient by forwarding the previous message sent by the spammed mobile. 

This solution has the clear advantage that error code 403 and related response fields are already specified by the standard, and then it would not imply any modification to the SIP specification [23]. 
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Figure 6. Example of network level measure against SIP calling spam. The receiving mobile detects that the SIP message sender is in its blacklist and sends a failure notification. The Presence server forwards the failure notification to the originating mobile. The mobile then displays a message indicating that the receiver does not want to receive a call request.
3.6 Email spam 
This section describes how email spam can be flagged to the network using the POP3 and IMAP protocols [20,22]. The SMTP is used to provide a response to the spammer [26]. Aware of the amount of email spam today, this section assumes that the network has an anti-spam function. The solutions presented here can thus be viewed as techniques for flagging false negatives. The techniques are not purely based on status-codes since POP3 and IMAP clients do not provide any status-code back to the server. Those techniques thus introduce additional signaling which could create additional cost for a customer. However many operators offer flat rate access to their email servers. Furthermore the potential additional cost is not significant compared to the saving customers would make by receiving less spam.
3.6.1 Email spam: POP3

The figure 7 introduces the main exchanged messages.

(1) The two first messages highlight a classic emails retrieval from the mail server by the email client mobile. The email client mobile detects spam among the retrieved messages.

(2) The email client mobile flags the email as a spam, for example using the anti-spam software on the mobile which is aware of the emails the customer has placed in its junk folder. The mobile sends a XTND XSPAM back to the mail server specifying that the specified email is spam.

(3) The spammer attempts to send other spam to the email client mobile. The anti-spam function in the mail server now determines that the newly submitted messages are spam, and does not forward them to the destination. The error status 403 "FORBIDDEN" is used to indicate to the spammer that the message was rejected and did not reach the destination.

This solution implies the definition of a new POP3 command in the IETF standard:  XTND XSPAM , a draft IETF exists already [21] and defines similar supplementary functions, and thus it could be possible to add this new function. 
[image: image7.png]Microsoft PowerPoint - [spam_picture. ppt [Lecture seule]]

8] Fichier Edtion Affichage Insertion Formaf  Outls Diaporama  Fenstre 2

HRNE=AE FEN=NES =Y [FEN-Y - ({3 i 101% o
S | English to French hALRz- YN

MS Mail Server

POP3: RETR 1

POP3: OK 200

POP3: XTND XSPAN 1

POP3: OK 200

SHTP: 403,

==
Dessin ~ [ || Formes automatigues - \ N [ O 1 1l 4l &2 (5] 1

Diapostive S sur 6

zasy
Default Design Frangais (France) ox

Email is spam

e (<




Figure 7. Example of network level measure against POP3 email spam. The receiving mobile detects that the email address source is in its blacklist and sends a failure notification. The mail server deletes the message upon receiving the POP3 spam message and sends a forbidden message to the originating mobile once next email message.
3.6.2 Email spam: IMAP

The figure 8 introduces the main exchanged messages.

(1) The two first messages highlight a classic emails retrieval from the mail server by the email client mobile. The email client mobile detects spam among the retrieved messages.

(2) The email client mobile flags the email as a spam, for example using the anti-spam software on the mobile which is aware of the emails the customer has placed in its junk folder. The mobile sends a XSPAM back to the mail server specifying that the specified email is spam.

(3) The spammer attempts to send other spam to the email client mobile. The anti-spam function in the mail server now determines that the newly submitted messages are spam, and does not forward them to the destination. The error status 403 "FORBIDDEN" is used to indicate to the spammer that the message was rejected and did not reach the destination.

This solution implies the definition of a new IMAP command. However the IMAP standard provides provision for extended commands starting with the letter “X” [22]. An IETF Internet draft would be necessary to document such function.
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Figure 8. Example of network level measure against IMAP email spam. The receiving mobile detects that the email address source is in its blacklist and sends a failure notification. The mail server deletes the message upon receiving the IMAP spam message and sends a forbidden message to the originating mobile once next email message.
4 Discussion
This section discusses a number of aspects of flagging spam using in-band signalling. 
4.1 How to respond to a spammer
Once a spam message is detected, it is up to the network and the implementation to decide whether the spammer should be advised or not, and in which way. The following sections highlight the different alternatives.
4.1.1 Warning the sender
One option is for the network to warn the sender that their messages were flagged as spam by the receiver. This can be particularly useful if the sender is, for example, a well behaving content provider. A malicious spammer could use this technique to identify valid numbers in order to spam them using another messaging channel. Alternatively, the sender can be informed that the number is not allocated and that the receiver is no longer reachable.
4.1.2 Overloading the spammer 

A second option is for the network to cause the message to be requeued at the sender in order to overload and identify the spammer as suggested in [8]. In the case of SIP calls, the network could indicate to the spammer that the receiver mobile is ringing or that it is busy. Operators should use such option with care in order not to overload their own network equipment.
4.1.3 Responding silently
A third option is for the network to respond silently to the spammer to avoid informing  the spammers that they reached a potential victim. In this case the network should not provide any response back to the sender indicating whether the message was properly delivered or not to the receiver. Similarly the network should not provide any ringing or busy tone in case of SIP calls. This option is recommended when the source address of the spam is likely to be spoofed such as in the case of Email.
5 Conclusion and proposal
The proposal is that SA3 discusses this document before deciding if change requests are required.
A related TR could then be initiated to gather all technical reflexions and conclusions on the subject. Thus TR will then be updated according to the evolution of the discussions.
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