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1 Introduction

This paper discusses the need of protection for the file delivery table (FDT) in the MBMS download. We also provide a proposal for FDT protection in this paper.
2 Discussion
The optionality of FDT protection:
The MBMS Security TS 33.246 still contains an editor’s note concerning FDT protection in section 6.6.3.2:

Editors' note:
The optionality of FDT protection is still under study (i.e. whether it should be mandated).
The FDT protection has been analysed in [S3-040557]. The paper states that the FDT does not really contain any sensitive information that would require the confidentiality protection of FDT. The same paper also states that the concern is the integrity of the FDT as an attacker could insert a fraudulent FDT, and fool a user into downloading a file different from the one ordered. But this would mean that the attacker would have to also broadcast the fraudulent file. 
The FLUTE RFC [FLUTE] says in section 7:
At the application level, it is RECOMMENDED that an integrity check on the entire received object be done once the object is reconstructed to ensure it is the same as the sent object, especially for objects that are FDT Instances. Moreover, in order to obtain strong cryptographic integrity protection a digital signature verifiable by the receiver SHOULD be used to provide this application level integrity check. However, if even one corrupted or forged packet is used to reconstruct the object, it is likely that the received object will be reconstructed incorrectly. This will appropriately cause the integrity check to fail and, in this case, the inaccurately reconstructed object SHOULD be discarded. Thus, the acceptance of a single forged packet can be an effective denial of service attack for distributing objects, but an object integrity check at least prevents inadvertent use of inaccurately reconstructed objects.

Based on the above it is can only be agreed that there are cases when the integrity protection is needed. Thus, in order to reduce the implementation options, we propose to have a mandatory integrity protection for FDT when protection for MBMS download is required and no protection of FDT when no protection for MBMS download is needed. We also propose not to have confidentially protection for FDT. 
Indication for FDT protection

Currently the MBMS Security TS states in section 6.6.3.2:
In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality and/or integrity protection of FDT can be provided this way. 
However, it s not been specified how it is indicated to the UE that the FDT is integrity protected and wrapped in a DCF.  We propose that no separate indication is needed since the presence of a service protection description in the Service Announcement indicates to the UE that the FDT is integrity proteted. The correct MTK for verifying the integrity of the FDT is indicated by the key_id in the RightsIssuerURL field.
3 Conclusions

We propose that the integrity protection for FDT is mandatory when protection for MBMS download is required and that there is no protection for FDT when protection for MBMS download is not required.
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