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1. Overall Description

In the scope of LTE discussions, TSG SA#34 plenary meeting agreed the following statement for SIM access to LTE: “It is assumed for the moment that SIM access to LTE is prohibited. If companies feel there is a need for SIM Access to LTE, then contribution should be made to TSG SA#35
Some companies during SA3#46 meeting provided contributions asking for SIM access to LTE, especially operators who still have a large number of 2G-users when LTE is ready. They want to provide LTE services to their 2G SIM users without substituting their 2G SIM cards with UICC, because the substitution cost is estimated to be pretty high, because experience has shown that the UICC replacement process can be longer than expected. They also believe that it is not friendly to force subscribers to change smart cards. 
SA3 highlighted that the non-security reasons for SIM access to LTE raised in the discussion papers must be discussed at TSG SA#35 plenary meeting.SA3 believes that non-security reasons that will be presented at next TSG SA#35 meeting should be balanced against the security described below.
1.1 
Security threats due to 2G SIM
3GPP-SA3 TR 33.821 on “Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)” precludes the use of 2G SIM card due to existence of security threats:
· Small key size
GSM keys are 64-bit keys. Security threats exist due to this too small key size. 
Key retrieval
In 1998, special-purpose hardware machine was available that would retrieve 56-bit (DES) keys by brute force in about a day for a cost of about US $250,000. It might seem that the 64-bit level of GSM would still remain secure, considering the cost/effort to break such keys. However, development has continued.

In 2006, a similar machine was presented that could be built at a cost of under € 9,000, and the machine would find 56-bit keys in a matter of a few days. Quite recently, an enhanced machine, specially targeted at dedicated stream ciphers (of which the A5/1, and UEA2 algorithms are examples) was presented. Using additional speed-up possible due to the nature of dedicated stream ciphers, it can be predicted that the effective security of LTE algorithms in general is even less.

Assuming continued development, it can be predicted that breaking 64-bit keys will be “common place” in at most 10 years, but probably much earlier, to attackers with quite moderate resources.

Conversion functions

When a UE has authenticated in GSM and later performs a handover to UMTS, the 64-bit ciphering key Kc is converted to the two 128-bit ciphering and integrity keys CK and IK by means of conversion functions. This operation does not add any entropy to CK or IK, the session keys have only maximum 64-bit effective strength. Allowing 2G SIM access to LTE will in practice imply a 64-bit security level. Moreover, if an attacker breaks the encryption in GSM and gets hold of Kc, will be able to also decrypt the traffic even if the UE moves into LTE if direct hand-overs were allowed. If there is any time to phase out 2G SIMs, making LTE future proof, it is now. It seems likely that USIM can provide necessary security level. 2G security is not sufficient. 

Conclusion: 2G SIM key sizes will not remain secure for the economic life-time of SAE/LTE.
· Lack of mutual authentication 
There is no mutual authentication, 2G SIM application does not support (home) network authentication. In SA3 it has been discussed whether in LTE, it should be possible to authenticate even the visited network. In any case, use of 2G SIM is clearly a major security risk.

· Lack of replay protection 
There is no guaranty of random freshness in GSM AKA. Replay attacks can take place in GSM. The lack of replay protection is one of critical aspects that make the side-effects of the attacks on A5/2 so serious as it can spread also to other algorithms. Again, a significant risk is taken by using 2G SIMs.
Conclusion: 

2G SIM will provide only 2G-security level in LTE; all well-known GSM security threats related to 2G AKA will also apply to LTE. 
1.2 
Possible enhancements 
The addition of extra mechanisms in LTE could improve current security level provided by 2G SIM. 
· Adding extra security 
New protocols
The definition of additional and enhanced conversions algorithms and protocols could be proposed to convert GSM key Kc to 128-bit ciphering and integrity keys CK and IK. This would imply some specification and development work and the success of such an effort is not garantied at the moment. The addition of those extra security mechanisms to counteract 2G SIM security threats adds complexity to the LTE architecture since the architecture should provide mutual authentication, random freshness and replay protection mechanisms in order to support 2G SIM cards
EAP-SIM
2G SIM can be enhanced by the use of EAP-SIM or similar mechanisms on the ME. EAP-SIM provides some security enhancements, but also adds complexity. EAP-SIM relies on the same authentication algorithms used in GSM: A3 and A8. Unlike standard GSM authentication, EAP SIM gives the possibility to take into account n (2 to 3) triplets (Kc, RAND, SRES) issued by the authentication algorithm for the generation of the master key material, thus providing sufficient entropy. The specifications mandate to use "fresh" triplets to avoid replay attacks for instance, but that can only be adhered to a certain degree to limitations in last-used triplet storage on ME or AAA-server. The EAP master key material generation should then rely on fresh random values RAND and leads to a stronger key material, from which EAP master key is then derived. The ME should check if the network does not challenge with previously use RAND values. 
Even if the key material is generated from several key materials issued from the different triplets, the real strength of the key material is not really similar to a 128 long key as reported by different studies on the subject 
 but still remains more reliable than keys issued from conversion functions, cf. "new protocols" paragraph. EAP-SIM was also analysed in the scope of 3G-WLAN inter-working and security threats were identified, arising from the exposure of (RAND, SRES, Kc) due to the fact that computations and checks are performed in EAP client residing outside of the SIM.
Quote from RFC4186 (EAP-SIM):

"Many of the security features of EAP-SIM rely upon the secrecy of the Kc values in the SIM triplets, so protecting these values is key to the security of the EAP-SIM protocol." 
It shall be highlighted that proposed security enhancements could not counteract all 2G SIM security threats. 

· Configuration

It is also possible to allow 2G SIM accessing LTE temporarily and refuse 2G SIM accessing LTE in the future by adding a configuring mechanism in HSS or MME. For example, the MME can be configured by operators to allow 2G SIM accessing at the beginning and refuse it in the future, or refuse 2G SIM from day one.
1.3 
Drawbacks of extra security and configuration

· Complexity
The addition of extra security mechanisms and configuration mechanism to counteract 2G SIM security threats adds complexity to the LTE architecture since the new LTE architecture should provide mutual authentication, random freshness and replay protection mechanisms in order to support 2G SIM cards.  
· Cost
These extra features have a cost as well as SIM replacement does. And these two costs need to be balanced.
· Forbidden access to some services
The use of extra security does not allow the 2G SIM users to access some 3G services in which mandating the use of USIM or ISIM on UICC excluding other options. E.g. 2G SIM users could not access USIM-based added-value content MBMS services. 

Conclusion: 

2G SIM will provide at least GSM-security level in LTE; all well-known GSM security threats related to 2G AKA will also apply to LTE if no security enhancement is provided. Extra security mechanisms could be defined but they could not circumvent all 2G SIM security threats and would add complexity to the LTE architecture. 
Until now LTE architecture was specified with the SA3 working assumption that 2G SIM cards should not be allowed. As companies have concerns on this statement, the decision should be considered again to avoid any heavy impacting decision once LTE related specifications are quite advanced. Indeed this would avoid any "last minute" solution, with potential security issues that were not carefully discussed, and interoperability issues because several solutions will need to co-exist.
2. Actions:

To TSG SA
ACTION: 
3GPP SA3 kindly asks TSG SA#35 plenary meeting to take the above information into account during discussions related to SIM access to LTE. 

3. Date of Next TSG-SA3 Meeting:

TSG-SA3 #47 
22-25 May 2007
TBD
TSG-SA3 #48 
10-13 July 2007
TBD
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