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1 Introduction
In S3-07006, Motorola present a denial of service (DOS) attack on the key establishment protocol defined in [1] 3GPP TS 33.110 v7.0.0. The attack would involve a modification of the “Request for Ks_local generation” message sent from the terminal to the UICC. This modification would result in the terminal and UICC generating mismatched keys, which would only be discovered upon use of the key in trying to establish a secure channel, as is being defined in [2] ETSI TS 102 484.
The solution proposed in S3-07006 is for the UICC to respond to the terminal’s key derivation request with a key confirmation MAC on the data used to derive Ks_local (NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx), using either the key Ks_local or the key Ks_int_NAF. This MAC is forwarded by the terminal to the NAF when the terminal establishes a connection with the NAF. The MAC is checked by the NAF to ensure that the UICC did indeed derive the correct key. Any modification of the key derivation request message would be detected at this point. 
2 Denial of Service
Although the proposed solution does allow the early detection of the described DOS attack, such an attack still causes disruption because the terminal and UICC will still have to rekey wasting a UICC key derivation and terminal TLS connection to the NAF. And if the attack is repeated, the denial of service may continue indefinitely.
In addition, if the key confirmation fails (this could be because of NAF refusal to issue the required key, failure to verify the UICC’s MAC, or any other error), then it may be necessary for the terminal to send some failure notification to the UICC. This notification cannot be protected (MAC’ed) by the terminal since the terminal and UICC don't share a key. Therefore this failure notification would be an additional target for DOS attacks. A solution to this further DOS attack may be for the failure notification to be issued by the NAF and authenticated using Ks_int_NAF, and passed to the UICC via the terminal.

More generally, if an attacker has this level of control over the insecure channel (i.e. is able to launch the above-mentioned DOS attacks), then the attacker would be able to simply block all attempts to establish a specific secure channel, thereby launching a targeted and unavoidable DOS attack.
In summary, the proposed solutions only partially alleviate the impact of very specific DOS attacks. It is therefore Vodafone’s opinion that these proposed solutions are too much additional work for the very limited advantages they offer, and it is not worth attempting to defend against DOS attacks of this nature.
3 Key Confirmation

The solution proposed in S3-07006 uses key confirmation as defence against DOS attacks. Although we do not see the benefit in attempting to defend against DOS attacks, the addition of a key confirmation step in the protocol does offer benefits because errors/attacks may be detected at the key agreement phase instead of requiring additional logic at a later stage to deal with the potential mis-match of keys. This can prevent unnecessary delays/problems when trying to use the shared key to establish a secure channel [2].
Key confirmation may be unilateral (meaning one party receives confirmation that the other party does indeed have the correct key) or mutual (both parties receive confirmation that the other shares the correct key). The proposed solution in S3-07006 provides unilateral key confirmation for the terminal. If key confirmation were deemed to offer sufficient advantages for the key agreement being defined in TS 33.110, then this would be appropriate since the terminal will decide whether the secure channel setup will proceed or not.

The final question would be whether the NAF should verify the key confirmation or whether this should be done by the terminal. Since this key confirmation would not be for the purposes of DOS prevention, there is no need for the NAF to perform this verification. Instead, the UICC could use the key Ks_local to generate the key confirmation MAC, and this could be verified directly by the terminal once it receives Ks_local from the NAF. 
We note that there is no problem in using Ks_local to generate the key confirmation MAC (as was suggested in S3-07006) since this is common practice for key confirmation; in general communicating parties have no shared key to rely on but the one they are establishing (see [3]).
This solution has the following advantages over S3-07006:

· It would reduce computational load on the NAF which may be dealing with multiple key derivations simultaneously.

· It would enable the terminal to establish a connection with the NAF in parallel to (or before) the key derivation request to the UICC, meaning that the key agreement process would be more efficient (the current proposal requires the UICC key derivation and MAC computation to complete before the terminal contacts the NAF).

4 Conclusion 

SA3 is invited to consider the arguments presented above and decide whether key confirmation should be considered in TS 33.110. If SA3 deems that key confirmation is necessary, then it is asked to consider the proposals to decide what modifications (if any) should be made to S3-07006. 
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1. Request the current B-TID and corresponding key lifetime 








5ter Return key_conf_MAC








5 UICC retrieves Ks_int_NAF, derives Ks_local.


The UICC stores Ks_local-specific data


UICC computes MAC key_conf_MAC on NAF_ID, Terminal_ID, Term_appli_ID, UICC_appli_ID, RANDx using Ks_local











3- Return B-TID


(NAF_ID, B-TID)











2. Request for B-TID 
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If no valid key Ks is available in the UICC the terminal requests a complete GBA_U bootstrapping procedure run











11. Application Answer


sent within HTTPS tunnel





(B-TID, Ks_local, Key Lifetime)





9. Authentication  Answer 





(Ks_NAF, Ks_int_NAF Ks_ext_NAF, Prof, Bootstrap time, key lifetime)





8. Authentication  Request 





(B-TID, NAF hostname, Terminal_appli_ID, UICC_appli_ID)





12. Computes key_conf_MAC and compares with received key_conf_MAC.  Stores Ks_local and associated Key Lifetime.





7bis. Application Request 


for key establishment 


sent within HTTPS tunnel


(B-TID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx)








6. Establishment of HTTPS tunnel between the terminal and the NAF Key Center
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4. Request for Ks_local generation


(NAF_ID, Terminal_ID, Term_appli_ID, UICC_appli_ID, RANDx)





10. Checks B-TID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID. 


Derives Ks_local from Ks_int_NAF, 








