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Introduction

In S3-070014 (R3-0602037), RAN3 asks for clarification on SA3's statement that further analysis of the threats and the effectiveness of the countermeasure proposed in S3-060455. This document sheds some light on this question.

Setting

Figure 1 shows a proposed signalling chart for the intra-MME/UPE handover procedure. The message updating the Evolved Packet Core (EPC) mentioned in R3-0602037 with the S1-U downlink path destination and the location of the UE (IP address and port number used in the eNB
), is the message numbered 7b in the figure.

The IP address and port number information can either be sent explicitly in the message, or the eNB can use the desired port number as source port for the outgoing message. In the later case, the EPC can deduce the IP address and the port number from the IP header of the message.
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Figure 1. Intra-MME/UPE handover procedure taken from TR 36.300.
Threats and attacks

Assuming no protection is applied in addition to the already agreed mechanisms, the following attacks can be mounted against the handover procedure.

A1: An attacker able to modify (or inject) packets on S1-U towards EPC (i.e., located either between an eNB and the EPC, or "inside" an eNB), can change the update message, to redirect a user's traffic to an address of his choice. This can be done at any point in time (not necessarily during a run of the handover procedure).

Effect: A user's traffic can be diverted at any moment in time.

A2: An attacker fakes measurement reports from a UE indicating that it hears a specific base station very clearly and all others less clearly (the attacker is in the same cell as the victim). The RAN initiates a handover procedure, and the UE follows through and switches base stations.

Effect: A UE can be made to handover to another base station (possibly even another RAT) by an attacker located in the same cell as the victim.

This attack is assumed not possible, since the measurement report is transported in RRC, which is integrity protected.
A3:  An attacker fakes RAN broadcast messages serving as grounds for signal measurements reports from the UE and grounds for handover decisions (the well-known false base station attack).

Effect: A UE can be made to handover to another base station (possibly even another RAT) by an attacker being able to transmit in the same (or nearby) cell as the victim.

There is currently no effective means for preventing the last attack, as no broadcast security seems to be in scope for LTE and would be costly to implement. The same attack is possible also in UTRAN/GERAN. We therefore just note the possibility of this attack but shall assume that protection against it is out-of-scope.

Effectiveness of the token based approach of S3-060455

In S3-060455 it was proposed to generate a token in the UE, based on: the UP ciphering key, the identities of the involved eNBs, and a sequence number for replay protection.

This proposal has a two shortcomings:

· Since the token is generated in the UE, it cannot be made to protect information later added by the eNB. That is, an attacker able to inject or modify packets between the eNB and the EPC will still be able to modify the IP address and/or port number information the EPC receives in the updating message without being detected. The effect is that the EPC sends the traffic to an IP address and port of the attacker's choice (Attack A1).

· Using the UP ciphering key for creation of the (integrity) token breaks the key separation principle. Depending on which cryptographic functions that are used for the ciphering of UP and the creation of the token, information exploitable to reduce (or even compromise) security for UP ciphering and/or creation of faked tokens may become available to an attacker. If this token based approach is used it must be studied by ETSI/SAGE whether this key-reuse is secure. Since new algorithms may later be added to LTE, key-reuse must be secure independently of algorithm(s).

Modifications to the token and other approaches to protecting the update message

The protection of the update message can be done in other ways than the token based approach, and the token based approach can be modified to be more secure. The following are examples of other ways to add the protection.

Using S1-C for transport of the update message

The security-wise most obvious solution is to instead (or in parallel, see below) send the path switch message to the MME via the S1-C interface. This interface already provides integrity protection using a dedicated integrity key shared between eNB and MME. The MME can then inform the UPE about the IP address and port number.  Using this approach, there is no need for the token at all (assuming the eNBs perform according to protocol).

In the spirit of optimizing for the most common case, an unprotected path switch message can be sent simultaneously to the UPE, and the UPE can later on verify that the IP address and port are valid with the data received from the MME. If there is a mismatch, the MME indicates integrity failure, or if the MME does not provide the data in a reasonable time frame, a roll-back procedure is performed. This would limit the persistence of the effects of an attack, and still provide a fast path switch in the normal case of no attack
.
Token based on other key

Deriving a UP integrity key in parallel to the UP ciphering key would provide key separation for token creation and UP ciphering. This key could also be used for protection of selected UP messages in general, which can prove useful if also other control messages are passed on S1-U. 

Note, though, that this still suffers from the same problems as the original token, where an attacker can modify any information added to the message by the eNB
.
Encrypted one-time integrity key

To be able to provide integrity protection of the information added by the eNB, the UE could send a fresh, dedicated  integrity key to the eNB using RRC (which is thereby encrypted 
and integrity protected). 
This key can in turn be used by the eNB to integrity protect the entire update message, including any information that the eNB adds. The key could, e.g., be derived from a sequence number and a UP integrity key (see “Token based on other key” above). This approach would give the EPC assurance that both the information provided by the eNB is authentic, and that the UE is in fact located beneath that particular eNB. 

Conclusions and proposal

It is concluded that, unless protection of the update message from the eNB to the EPC is protected, it is possible to fool the EPC into believing that the UE has moved to new cell (even when a real handover is not in progress).

token based approach of S3-060455 appears sufficient to protect the update message, and some enhancements to it and alternative solutions has been presented.

It is proposed that the decision on path switch security is taken in the next SA3 ad-hoc meeting on March, when SA3 also possibly knows if the SA2 has decided to move PDCP into the eNB. 
In case of PDCP location in eNB, then NDS/IP when inherently available between eNB and EPC may already provide sufficient protection of handover and patch switch messages. 
<rest of the original contribution deleted>


















�Makes assumption about the protocol used between UE and the core network. We have to verify these assumptions with other groups.


�There is no reason or argument why the EPC should take IP address and/or port number information from the path switch message. Instead EPC checks that the corresponding eNB identities match with the path switch message. See also the comment about protocol assumption in the beginning.


�No need to consult ETSI on this. UE could derive a new key based on the existing ciphering key if needed or encrypt a checksum of the agreed information instead (for example source and target eNB identities and a SN).


�This opens up a very easy and severe DoS attack as the attacker needs only to send false path switch messages with a certain interval and direct UE’s packets to whatever eNB (e.g. to congest EPC-eNB link, and total UE packet loss). Note that the interval must be long enough so that there is time for the MME to answer and unnecessary error situation are avoided (e.g. packet loss for the UE).


�See previous comments.


�It is up to the operator to activate confidentiality protection or not
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