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1 Introduction

In S2-070590 (S3-070xxx) SA2 request SA3 to:

"supply information on the security impacts of placing the LTE User Plane Encryption function in the base station (or at the base station site)". 

This information is needed as an input to a joint meeting of SA2, RAN2 and RAN3 which will take place 13-14/2/07 (midday to midday) in St Louis, USA. One objective of that meeting is to decide on whether encryption should be moved from the UPE to the base station site. This document discusses how SA3 should respond and could be the basis for a reply LS.

2 Background
The attachment to the SA2 LS is a slideset from Vodafone which was presented and discussed in SA2 (S3-060789). It suggests that an outcome of SA plenary #34’s decisions on the SAE architecture is that there is an increased likelihood that, due to market forces, the UPE would be located in the base station site in practice, and, as a consequence, proposes an alternative, namely that the user plane encryption and IP header compression is moved from the UPE into the base station. This would allow SA3 to take steps now to mitigate the risks of terminating encryption in the base station site, rather than continue with the possibly incorrect assumption that encryption will always terminate in the core.

Some may argue that SA3 should not re-open the previous decision to terminate encryption "above eNodeB". When this decision was made at a joint SA3/RAN2/RAN3 meeting 10-11/01/06 in Sophia Antipolis, France, the author(s) of this document believed that the non-security reasons to terminate encryption in the base station site were not judged to be strong enough reasons when balanced against the security disadvantages of terminating encryption in the base station site. However, we now believe that there are additional non-security reasons to terminate encryption in the base station site that were not identified last year. These reasons justify re-opening the decision about where encryption should be terminated.

Please note that SA3's willingness to accept a move of encryption to the BTS site in HSPA+ (S3-060789) does not in itself justify also moving it to the base station site for SAE/LTE. The HSPA+ decision is set against different considerations, so it is possible that a different conclusion would be reached in the case of LTE/SAE. 
3 SA3's role in the decision about where to terminate encryption

Some of the potential advantages of moving encryption to the base station are listed in slides 24 and 25 of the attachment to the SA2 LS (S2-070540). These include technical reasons and the belief that it would reunite the 3GPP industry on a common Core Network – RAN functional split, i.e. avoid harmful market fragmentation where some vendors collocate the UPE with the base station and some keep it in the core network. S2-070540 also lists some disadvantages in slide 23 if encryption is moved to the base station site, including the security disadvantages that we are well aware of in SA3.

The decision that needs to be taken by 3GPP at the St Louis meeting is whether the advantages of moving encryption to the base station site outweigh the disadvantages. SA3's role should be to indicate to that meeting how acceptable it would be to terminate encryption in the base station site from a security point of view, and then leave it to the joint meeting in St Louis to consider all the factors together when making the decision. 
4 Security risks if encryption moves to the base station site in LTE

Recall that if encryption is terminated in the BTS site then there are two main security risks:

· An attacker that has compromised the BTS site could eavesdrop subscriber traffic.

· An attacker that has compromised the BTS site could perform subscriber masquerade.
We consider these risks in each of the following deployment scenarios:

· Conventional macro/micro cell deployments

· Lack of automatic protection of microwave backhaul links is probably the biggest issue, but this is widely tolerated today for GSM circuit switched access
. 

· Closed access femtocells with IP backhaul in homes and offices

· IP backhaul needs protection regardless of whether radio interface encryption terminates in the femtocell or core network.

· We assume that access control is done in the core such that only subscribers that have agreed to use a particular access point are granted access. This limits the risk of eavesdropping and masquerade attacks at the BTS site because of the trust relationship between the femtocell owner and the subscribers that are granted access e.g. femtocell owner has lower incentive to attack his own family, fellow employees, etc
.


· Open access femtocells with IP backhaul in public locations

· IP backhaul needs protection regardless of whether radio interface encryption terminates in femtocell or core network.

· The risk of eavesdropping and masquerade attacks is greater because of the open access control model, e.g. anyone who compromises the femtocell could eavesdrop on, or masquerade as, anyone who happens to use it.

5 Mitigating the risks 

If LTE encryption is moved to the base station site then several things could be done to mitigate the security risks. At least the following steps should be considered:
· SA3 could provide implementation guidelines on how to secure the BTS, including use of tamperproof hardware / trusted computing technology, etc. 
· SA3 could provide recommendations on the level of BTS protection that is needed for particular deployment scenarios (e.g. for closed access and open access femtocell deployment scenarios).

· SA3 could ensure that robust and cost effective mechanisms are specified to secure the backhaul link.

· SA3 could make increased use of functions in the UE and core network to detect/prevent subscriber masquerade and channel hijacking attacks, e.g. mobiles could be required to send uplink and downlink packet counters to the core network over an authenticated channel which are then compared with counters in the network to detect channel hijack.

· SA3 could provide increased focus on building security 
into applications and services rather than relying on bearer network security – we probably have to do this anyway if we want to offer services in an access network agnostic way 
(e.g. so that services can also be offered over WLAN, WiMax, etc.).
If SA3 argue to keep encryption in the UPE and assume/require that the UPE is located in the core network, and in practice the UPE is collocated in the BTS site, then the opportunity to take the above steps to mitigate the risks will have been lost.
6 Conclusions

We propose to send the following response to SA2 (cc RAN2, RAN3):

1. . 

2. When
 SA2/RAN2/RAN3 consider moving user plane encryption from the core network to the eNB, then the eNB shall be made more secure against subscriber eavesdropping and masquerade attacks in certain deployment scenarios. The risks of terminating encryption in the BTS are described briefly in section 4 of this documen
t.
3. One option is for SA3 to require that the placement of encryption in the 3GPP architecture is not changed in order to maintain security. However, if despite this, market forces would result in the UPE encryption being collocated in the base station site, then SA3 would prefer to explicitly move the encryption function to the base station in the 3GPP architecture, so that steps can be taken now in SA3 to mitigate the risks. Some examples of the steps that could be taken are provided in section 5.  

4. SA3 leave it for SA2/RAN2/RAN3 to decide whether the advantages of moving encryption to the BTS site outweigh the disadvantages. Only if the PDCP-shift achieves a unified architecture, SA3 is to willing to accept PDCP termination in eNB. SA3 will work further with the current security assumptions until it receives information from SA2.









































































































































































�Although this risk is tolerated in GSM, the gain that can be obtained by attacking a future and a past node are differently. Security of future system may need to compensate an increased (estimated) fraud potential.


�Backhaul protection may have to apply only to low bandwidth traffic in case encryption terminates in core network, and not to user plane, cf. S3-060650


�There needs to be a mechanism to enroll subscribers for a closed femtocell. This mechanism is likely to be automated, e.g. some form of password-based user self-management. The security of this mechanism then determines the risk of compromise. When an attacker could enroll arbitrary unsuspecting subscribers the risk would be the same as for open access femtocells.


�Several issues arise due to the proposed countermeasure 


a) Minor: This would require increased NAS signaling.


b) Major: Constant interaction between the UP termination in the core and the MME would be required, and as such would entail the risk of service denial by error if the counter got out of synch by mistake.


��Service security is inherently more difficult for key management reasons: there may be very many service providers with whom the user may have no previous security relationship.


��All access systems attempt - with varying success - to provide a reasonable level of security at the bearer level, probably for the reason above.


�We propose here to modify the conclusion text


See inserted comments that give some background for the proposed changes.


�


Propose to delete conclusion 1 as this is an architectural issue. SA3 should focus on the security consequences of moving PDCP location.


�Propose to reformulate conclusion 2 to make it clearer


� The sentences after this are deleted, because it is replaced by new text in issue 4





