Page 1



​3GPP TSG SA WG3 Security — SA3#45
S3-070103
Beijing, China, 13-16 Feb, 2007















  

Source:
Nokia, Siemens Networks

Title:
Pseudo-CR regarding options in section 6.3 of TR 33.803 “Coexistence between TISPAN- and 3GPP-authentication methods” 
Agenda item:
IMS security
Document for:
Discussion and decision
1. Introduction 

In section 6.3 of the current version 0.2.0 of TR 33.803 there are two solutions to the issue of coexistence of TISPAN-aware and legacy P-CSCFs, a configuration-based and a protocol-based solution.
We propose here to make the configuration-based solution mandatory, and leave the protocol-based solution for Release 8. 

Justification: 

· The configuration-based solution does not require any additional specification work and seems straightforward to implement. It is ready for 3GPP Release 7. 

· On the other hand, there seems little chance that the protocol-based solution gets ready for Release 7. 

· It seems to require additional work by several standardisation bodies, namely TISPAN WGs, by 3GPP SA3 and CT1, and most importantly, by the IETF, because new a SIP parameter needs to be defined. 

· Furthermore, the protocol-based solution seems to require a protocol related new behaviour of the S-CSCF for the following reason: the idea of the protocol-based solution is that by a TISPAN-aware P-CSCF inserts the information that it is indeed TISPAN-aware in a header mandatorily generated by all P-CSCFs. The S-CSCF could then trust the information in this header. But the UE could also insert an identically looking header. As the legacy P-CSCF cannot check this malicious addition coming from UE, S-CSCF has to check whether this type of header appears twice and interpret this as an error case. This change of behaviour could not be decided by the security groups alone. 
2. Pseudo-CR:

The remainder of this document shows the text from the main part of TR 33.803 v0.2.0 with the proposed changes.
-----------------------------------------------------------
6.3 Coexistence of TISPAN-aware and legacy P-CSCFs 

· 
· 

Configuration-based solution:
This solution applies to those TISPAN-aware S-CSCFs that concurrently serve both TISPAN-aware and legacy P-CSCFs. 

The S-CSCF shall be configured in such a way that it knows which P-CSCFs are TISPAN-aware, according to section 6.1. The S-CSCF knows the P-CSCF which forwarded the registration request from the Via header. 
NOTE: Both EIS and NBA require the P-CSCF to be in the home network. This may help in realising the configuration-based solution. 




