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1. Introduction

Access to 3GPP WLAN interworking is based on EAP AKA (or EAP SIM) as specified in TS 33.234. This contribution identifies a possible error condition that could occur and which is not handled by the present specification.
2. Background: EAP AKA/SIM
The EAP AKA and EAP SIM protocols, when used in WLAN interworking can (on a high level) be viewed as following the signalling flow below.
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1. The AAA client issues an EAP-generic (non EAP-method-specific) identity request. (The AAA client is not aware of method specific processing.)

2. The terminal responds.

3. The 3GPP AAA server receives the identity, possibly after it has been passed between a(ny) number of AAA proxies and processes it.

4. Optionally, the 3GPP AAA server issues a method specific (e.g. EAP AKA specific) EAP identity request.

The 3GPP AAA server issues a method-specific identity request in case it fails to recognize the identity. This may occur due to manipulations of the NAI during AAA routing through the proxies. In fact, the EAP AKA specification RECOMMENDS the server to always issue such a request since the NAI in the identity may not be reliable. The method-specific is not touched by the proxies and is therefore reliable.
3. Possible Problem in 33.234
TS 33.234 specifies a full authentication and a optional fast re-authentication procedure based on EAP fast re-authentication IDs. 

In the case of a full authentication, TS 33.234 specifies, in agreement with the above discussion, that the 3GPP AAA server always issues a method-specific identity request as it cannot rely on the initial identity.
However, in the case of a fast re-authentication, it can be seen from 33.234 that the server does not issue a method specific identity requests. Clearly there is good reason to try to use the (fast re-authentication) identity, as otherwise, one would defeat the purpose of fast re-authentication.  
However, this does not preclude that the identity response, which is handled as a non method-specific response has been manipulated by the proxies, resulting in failure of the 3GPP AAA server to recognize the identity received. There is nothing in the EAP specifications that can guarantee that the identity is untouched by proxies. There is only a general recommendation not to trust the non method-specific identities. In summary, an exception. 

The only text in 33.234 that deals with “failures”, is that immediately following the description of the fast re-authentication procedure. This text states:

“The re-authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no response from the WLAN-UE after a network request. In that case, the EAP AKA process will be terminated as specified in ref. [4] and an indication shall be sent to HSS/HLR. “
This procedure, however, seems only suitable to deal with “security-errors”, e.g. faked messages, or network errors, which is clearly not the case when AAA proxies (non-maliciously) modify NAIs.
A better way in this case would be that the 3GPP AAA server, if failing to recognize the received (fast re-authentication) identity issues a new, method specific identity request as in the full authentication case. If the server does recognize the identity, then the fast re-authentication can proceed according to TS 33.234. 

This handling will at least enable the WLAN UE to always keep the connection, though perhaps with some “glitch” in case the exception occurs.
4. Conclusions and Proposal

There appears to be a (benign) error condition that may occur when performing fast re-authentication according to TS 33.234. There should at least be specified one “default” way to handle this error, should it occur. Other ways of handling could be perhaps envisioned, but could probably be left to implementation.  

It is proposed that TS33.234 is updated according to the attached CR.
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