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1 Introduction
In this document we propose a working assumption for a key hierarchy for SAE/LTE. 

Over the past few SA3 meetings, several contributions containing proposals regarding the establishment and handling of keys in SAE were submitted. Some of them were very detailed and proposed methods of derivation of low-level keys with specific input parameters and for specific uses, while not addressing high-level keys. Others addressed issues of key handling during handover or postulated general requirements. However, the overall picture is still missing. 

We therefore think that it is now advisable for SA3 to agree on a working assumption on the SAE key hierarchy to avoid potential inconsistencies created by isolated decisions. We hasten to add that a working assumption is, as always, still subject to discussion and change if better proposals come up in the future.

2 Structure of this document
In section 3, we explain what this document is meant to address and what not. In section 4, we present the proposed key hierarchy without justification in order to give the reader an overview of the result first. The justification is provided in section 5. At the end of the document, we present conclusions and an overview of further work.
3 Scope of this document

This document deals with the establishment of user-related keys in SAE/LTE. User-related keys are keys shared between the UE and a network entity. We consider the establishment of keys shared with entities in or at the border to the SAE core network and keys shared with entities in the LTE access network. We do not consider the establishment of any keys shared with entities inside non-LTE access networks here as these are dealt with in the standards relating to these other access networks. In order to have a common name for a key management entities at the border to the SAE core network we define:

An Access Security Management Entity (ASME) is an entity which receives the top-level keys in an access network from the HSS. 

For LTE access networks, the role of the ASME is assumed by the MME. This is the only case, for which detailed information is available at present and which we consider in this document. Another example for an ASME may be an AAA server or a gateway residing in the home or visited network and serving a non-3GPP access network, e.g. a WiMAX network. (In the work on EAP-VKH [S3-060662], it has been proposed to also consider AAA servers in the visited domain. This is ffs.) 

If the access network is UTRAN the key hierarchy proposed here does not apply, as it shall be possible for a legacy UMTS UE to attach to any UTRAN even if the UTRAN is connected to an MME. (With this statement, we want to allow for the possibility that an MME may also have the functionality of a 3G-SGSN to which a UTRAN is attached. We do not require this, though. This would be similar to the situation in UMTS, where a GERAN may be attached to a 3G-SGSN.)

New user-related keys will be established as a result of a new run of the user authentication and key agreement protocol. In particular, an AKA shall be run at initial attachment. But not all keys in the SAE hierarchy will necessarily be established at the same time. E.g. RRC keys may need to be established only when switching to active mode. 

We assume, in accordance with the decisions of 3GPP SA3 that AKA is used for user authentication. Our considerations do not depend on the decision between UMTS AKA and EAP AKA, which is still pending at the time of writing this document. 

This document does not deal with conditions for when to run AKA. Such conditions (e.g. operator defined conditions, conditions depending on active to idle transitions, conditions depending on timers, e.g. for connections of long duration) will have to be decided upon separately. 
Key lengths are not considered in the present version of the document, but fit with the scope and could be added later.

Key derivation functions are not considered in the present version of the document, but fit with the scope and could be added later.

The focus on user-related keys implies that network-domain security in SAE is outside the scope of this document.

This document does not consider key handling on mobility events within an access network or between different access networks. This key handling will be addressed in separate documents.  Key handling at mobility events may consist in a mere transfer of an already established key, or in a further key derivation from an already established key, or in a new run of the authentication protocol. 

It makes sense to consider key establishment separately from key handling at mobility events because

· it helps the analysis and presentation of key-related issues by breaking the problem down into smaller problems; 

· it allows to take into account the potentially different trade offs between risk of key compromise and complexity or performance for key establishment and handling of already established keys.

4 Proposed hierarchy of user-related keys in SAE/LTE

Keys for all SAE access networks: 

Keys shared between UE and HSS:
· K  is the permanent key stored on the USIM and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an SAE context or a legacy context, as follows: 

· If the AKA is run over LTE or a non-3GPP SAE access network, CK, IK shall not leave the HSS. 

· If the AKA is run over a UTRAN access network, according to 3G TS 33.102, or a WLAN according to 3G TS 33.234, then CK, IK shall be transferred from the HSS to VLR, SGSN, or AAA server respectively. 
Note: whether this applies even to UTRAN attached to MME or a Release 8-SGSN is ffs. If it does not then the ME needs to be able to signal its capability to perform SAE key derivation. 

· CK, IK from an AKA run in one context (SAE or legacy) shall not be usable in key establishment procedures in the other context. The UE shall be able to check this condition.  

Intermediate key shared between ME and ASME: 

· KASME is a key derived by UE and in HSS from CK, IK during an AKA run. KASME shall depend on the identities of the radio access technology. We assume here and in all companion contributions, that KASME  additionally depends on the identity of the ASME itself (ffs). If the RAT is LTE then KASME shall also depend on the PLMN identity (MCC + MNC). If the RAT is not LTE then it is ffs what a PLMN identity known to UE and HSS could be. The identities become known to the UE during the attachment procedure. They are transferred from the ASME to the HSS as part of an SAE-specific authentication vector request. (Which protocol will be used in SAE for authentication vector requests, and how the above mentioned identities are carried in this protocol, is ffs.)  The key KASME is transferred from HSS to ASME as part of an SAE-specific authentication vector response (remember that, for LTE, the MME is the ASME. Other cases are ffs). 
Keys for LTE access networks: 

Keys for NAS traffic: 

· KNAS,int is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular integrity algorithm. 

· KNAS,enc is a key derived by UE and MME from KASME . It may only be used for the protection of NAS traffic with a particular encryption algorithm. 

Keys for UP traffic: 

· KUPE is a key derived by UE and MME from KASME. It may only be used for the protection of UP traffic. It shall depend on the identity of the UPE requesting it from the MME. It is an intermediate key which is only needed if the MME does not perform the derivation of KUPE, enc (cf. next bullet). This is ffs. 
· KUPE, enc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. There are two options for generating this key. It is ffs which of these options is to choose.

a) KUPE, enc may be derived by UE and MME directly from KASME. KUPE, enc shall depend on the identity of the UPE requesting it from the MME. 
b) KUPE, enc may be derived by UE and UPE from KUPE if the MME does not derive KUPE, enc directly. 

Keys for RRC traffic: 

· KeNB is a key derived by UE and MME from KASME. It may only be used for the protection of RRC traffic. It shall depend on the identity of the eNB requesting it from the MME. This is ffs. 
KeNB, int is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm. KeNB, enc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KeNB, int and KeNB, enc may be derived by UE and eNB from KeNB including the C-RNTI shared between the UE and the eNB. 
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Figure 1: Overview on proposed key hierarchy
5 Justification of proposed key hierarchy 
5.1 Binding of a context to a key: 

As a guiding principle we propose to 

· bind context information to an established key in such a way that the compromise of the key cannot be exploited by an attacker in a key establishment procedure in a different context. 

The decision which context information to bind to the key depends on a trade-off between the reduction of risk achieved by the binding and drawbacks, if any, regarding e.g. complexity or performance, caused by the context binding.

The binding discussed in this document is meant to apply to key establishment. Whether this binding shall also imply that the use of this key is only allows in the context in which the key was established is a separate issue. When we propose here that the use of the key shall always be bound to the context of establishment we explicitly say so.

Example: a context to which a key is bound may be a PLMN identity. The binding may be achieved by deriving this key from a higher-order key using the PLMN identity as input. When this key is stolen from one PLMN then an attacker cannot use this key to impersonate another PLMN when the user tries to attach to this other PLMN. However, whether or not this key may be transferred to a different PLMN in handover is subject to a separate discussion. A different handling may be justified by a different trade-off between risk and performance.

5.2 Top-level key in the system

It follows from the SA3 decisions to use AKA for authentication and to allow Release 99 USIMs for access to SAE that the top-level user-related key in the SAE/LTE key hierarchy is the key K stored in USIM and Authentication Centre, as defined in 3G TS 33.102. 
5.3 Binding CK, IK to SAE 

In section 4 we proposed the following. 

1. If the AKA is run over LTE or a non-3GPP SAE access network, CK, IK shall not leave the HSS. 

2. If the AKA is run over a UTRAN access network, according to 3G TS 33.102, or a WLAN according to 3G TS 33.234, then CK, IK shall be transferred from the HSS to VLR, SGSN, or AAA server respectively. 
Note: whether this applies even to UTRAN attached to MME or a Release 8-SGSN is ffs. If it does not then the ME needs to be able to signal its capability to perform SAE key derivation. 

3. CK, IK from an AKA run in one context (SAE or legacy) shall not be usable in key establishment procedures in the other context. The UE shall be able to check this condition.  

The reasons for these requirements are explained in this section. 

Requirement 2 above simply states that from Release 8 onward, authentication defined for pre-Release 8 access networks should continue to be done in the same way as before. This requirement is necessary because pre-Release 8 UEs shall be able to use these access networks even if the core elements to which they are attached are Release 8. 

In order to explain the rationales for requirements 1 and 3 we need to provide some more background information. 

The 3G TR 22.978 “All-IP Network (AIPN) feasibility study” explains the motivation and drivers for SAE as well as the expected changes in technology and business models. The expected changes in business models affect the trust models and threat analyses, which in turn provide the rationales for design decisions for a security architecture. These changes are therefore relevant in our context. In particular, 3G TR 22.978 states: 

“…, an AIPN will need to follow architectural principles that facilitate operation of AIPN, access system and services by separate stakeholders.”

 “With 3G and upcoming extensions of it, many new players will enter the scene. Small and very large AIPN operators and service providers will work together to offer the services the users expect in a competitive way. At the same time, the equipment of the end-users will become more complex and capable. … In this environment, attacks may occur in many different places and in many different ways.”
“Transforming today’s 3GPP system into an AIPN will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen as having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. …” One of the examples listed in this context is “System heterogeneity and multi-access (GSM, UMTS, WLAN, new accesses, etc)”

3G TS 22.278 “Service requirements for evolution of the 3GPP system” goes one step further and derives one central requirement from the considerations in TR 22.978:

“Any possible lapse in security in one access technology shall not compromise security of other accesses.”

We conclude from this that, in particular, a lapse in security in an LTE or any other SAE access technologies shall not compromise security of pre-SAE access technologies, and vice versa. In particular, the security lapse we discuss in this section is “stealing an authentication vector on SAE (or pre-SAE) networks and using it to impersonate a valid pre-SAE (or SAE) network. 
Compromise of pre-SAE systems shall not affect SAE systems: 

In 3GPP specifications before Release 8, 3G authentication vectors are handed out to various entities of 3G operators: VLRs, SGSNs and P-CSCFs in home and visited networks, S-CSCFs, I-WLAN AAA servers and BSFs in home networks. In HSPA, base stations will obtain CK, IK. With the decision of ETSI TISPAN to accept IMS AKA as their long term security solution, there is also the possibility for P-CSCFs serving fixed access networks to obtain 3G authentication vectors. As IMS AKA is access independent, P-CSCFs obtaining 3G authentication vectors may be, in principle, connected to any access network. If CK, IK were stolen from any of these entities they could be used in key establishment in an SAE network.  In order to make use of stolen CK, IK an attacker would have to be able to set up a false eNB (at a bearable cost), attract the user to this eNB during the validity of the AV, and mount a network impersonation attack (for details of this discussion cf. S3-060716). The expected lower cost of LTE radio network equipment will make it easier to set up false eNBs, the expected larger amount of operators will make it more difficult to detect false eNBs and the lighter radio access network equipment will make it easier to set up false eNBs in the vicinity of victim users. Thus, without binding authentication vectors to their use within SAE, the effect of further key bindings within SAE could be easily defeated. E.g. it is argued in the next section that binding the PLMN identity to an LTE key in key establishment is useful. However, if keys are not bound to SAE usage, CK, IK stolen from a UTRAN network could be used to impersonate an SAE network during user attachment. 

This can be prevented if AKA authentication vectors given by the HSS to pre-SAE entities are verifiably different from those given to SAE entities and cannot be used in SAE systems.

Compromise of SAE systems shall not affect pre-SAE system: 

The quotes from TR 22.978 above show that it is difficult to predict what business relations, and in particular trust relations, among operators we may assume for the lifetime of SAE systems. It seems likely that the current model of large operators with long-lived, stable business relations may not hold in the future. Some of the operators may be more trustworthy than others, and it may be difficult to assess their trustworthiness or rely on legal recourse when things go wrong. It therefore seems very advisable to design SAE in such a way that a security compromise in one SAE network affects the rest of the world as little as possible. We argue in this section that such a compromise should only minimally affect pre-SAE systems. We argue in the next section that, in addition, other networks or RATs within SAE should not be affected either.  

This can be prevented if CK, IK in AKA authentication vectors used for SAE never leave the HSS.

A possible mechanism to achieve a binding of AKA authentication vectors to SAE is the use of a bit in the AMF field. This is described in detail in a companion contribution. 

We assume for this section, as for the next section, that a reasonable level of core network signalling security is provided such that e.g. HSS can authenticate the requesting PLMN or such that no AVs can be snooped in transit between home and visited network. Otherwise, it will be very difficult to guarantee good security with any architecture.

When trading off the expected security gain with the added complexity, we should also remember that, if we do not introduce key separation now, we will probably not be able to do it later for terminal backward compatibility reasons. 

5.4 Binding top-level key for access network to PLMN, RAT and ASME / MME identities

A detailed rationale why binding SAE keys to the PLMN identity during key establishment may be useful was given in S3-060716, which has become part of TR 33.821 on “Rationale …” (S3-060839).

The main reason given in S3-060716 was future-proofing SAE against network impersonation threats which were not practically relevant in UMTS, but may become relevant in SAE. The impersonation threat may be realised by stealing authentication vectors from one network, with possibly sloppy enforcement of security, and using them in another network. One should bear in mind that SAE/LTE is designed for use beyond 2015 and that the environment in which SAE/LTE will operate may be subject to drastic changes, including the business models and the assumptions on trust relations on which the UMTS security architecture was based. In particular, it is desirable for SAE that the dependency of the security in one network on the security in other networks shall be minimized. 

If it is true that the security of one LTE network shall not depend on that of another LTE network, it is a fortiori true that it shall not depend on the security of a non-3GPP access network. Therefore the binding of the access network technology to the highest key available in an SAE access network is also advisable. 

The binding of the identity of the ASME (MME in LTE) ensures that the compromise of one ASME / MME under the control of an attacker does not affect other ASMEs / MMEs in the same access network. However, one may assume a uniform level of security for entities of the same type in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed lower. We propose just the same to also bind the ASME identity to the top-level key in an access network if the moderate gain in security comes almost for free: including an additional parameter in the key derivation function does not increase complexity on key establishment, but operational aspects may also need to be considered here. This assumes that the ASME identity is easily available to both, UE and HSS. 
It is important to note that including the ASME identity in the top level key on key establishment does not imply that this top level key or derived keys cannot be transferred to other MMEs during mobility events. 

5.5 Binding keys to traffic type in LTE

It is proposed that for NAS, UP and RRC traffic in LTE, specific keys are derived which may be used only with the specified traffic type. As the risk of compromise is different for the different traffic types it seems advantageous to limit the effect of a compromise to one traffic type. As separate keys are needed anyhow because the different traffic types terminate at different entities, the additional cost of binding the traffic type to the key seems low. 

This binding was also proposed in S3-060648 and included in the TR 33.821 on “Rationale…”.

5.6 Binding keys to cryptographic algorithms in LTE

It is proposed that LTE keys may be used only with a particular cryptographic algorithm. The advantage of such a binding is that a compromised algorithm which allows retrieving the key would not affect traffic using stronger algorithms. This requirement is motivated by the experience with the very badly broken A5/2 algorithm in GSM. Similar attacks are believed not to be possible in UMTS because the cryptographic algorithms in UMTS are stronger and bidding down attacks are not possible due to signalling integrity protection. But, although no immediate risk is seen in LTE, it seems prudent to introduce this binding as it does not seem to cost much.

This key binding was also proposed in S3-060476 and included in the TR 33.821 on “Rationale…”.

5.7 Binding keys to identities of network entities in LTE

It is proposed to make LTE keys dependent on the identities of the network entities for which they are generated. In accordance with the scope of this document described in section 2, this requirement does not preclude that these keys are transferred to and used by different network entities in handover. 

The binding ensures that the compromise of one network entity would not affect other network entities of the same type in the same access network. But on the other hand, one may assume a uniform level of security in one access network, and the consequences of a compromise of security would be felt only within one administrative domain, so the risk may be deemed relatively low. We propose just the same to use this binding because (as already stated in Section 5.4) the moderate gain in security comes almost for free. This assumes that the relevant identities are easily available to entities deriving the keys.

This binding was also proposed in S3-060648 and S3-060692 and included in the TR 33.821 on “Rationale…”.

5.8 Binding keys to temporary identities of the UE

It is proposed to make LTE keys dependent on the temporary UE identities (i.e. C-RNTI for RRC). The binding ensures that the keys are renewed e.g. between multiple idle-to-active mode transitions under the same eNB. We propose to also consider whether the binding of S-TMSI to a further intermediate key derived from KASME could be beneficial to achieve key renewal at a higher level in the key hierarchy without a new AKA run. But this is not included here as it needs more discussion.

6 Conclusion and further work

Conclusion:    In this document we proposed and justified a key hierarchy for SAE. We propose that SA3 agrees to use this key hierarchy for SAE as a working assumption and that this working assumption is included in a new section of the TR 33.821.
Companion contributions:

· Binding authentication vectors to SAE use 
by using the AMF field in authentication vectors 

· Key handling on mobility within an SAE/LTE network and between two different SAE/LTE networks

· Key handling on active to idle and idle to active transitions in SAE 

Furthermore, the open issues marked ffs in this document need to be investigated further. It is our impression, though, that the proposed key hierarchy does not critically depend on the resolution of these issues. 
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