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1. Introduction

SA3 currently has the working assumption that use of 2G SIM application shall not be supported for LTE access to SAE. However, SA3 does not preclude that an added requirement to support 2G SIM could come from SA. The purpose of this contribution is to discuss some security impacts of supporting 2G SIM. At the same time, non-security issues must be taken into account (e.g. business aspects), and the contribution should therefore not be understood as taking the standpoint that 2G SIM must not be supported. 
2. Security Drawbacks of 2G SIM
The following are believed to be the fundamental security drawbacks of 2G SIM.

2.1 Small key size

The new GSM-Milenage algorithms can produce 128 bits keys, similar to USIM application. However, considering that GSM-Milenage is not (widely) deployed and since the only imaginable reason for supporting 2G SIMs in LTE would be to limit the need to physically distribute new UICCs, it is clear that allowing 2G SIM access to LTE will in practice imply a 64-bit security level. Put differently, if distribution of new 2G SIMs can be assumed, then one may as well assume distribution of USIMs. 

In 1998, special-purpose hardware machine was available that would retrieve 56-bit (DES) keys in about a day, [1]. The machine, a special-purpose ASIC design, was built at a cost of about US $250,000. The machine’s cost/performance agreed well with predictions based on Moore’s law and hardware proposals done already in 1993, [2]. It might seem that the 64-bit level of GSM would still remain secure, considering the cost/effort to break such keys. However, development has continued.
In 2006, a similar (but FPGA-based) machine was presented that could be built at a cost of under € 9,000, and the machine would find 56-bit keys in a matter of a few days, [3]. Quite recently, an enhanced machine, specially targeted at dedicated stream ciphers (of which the A5/1, and UEA2 algorithms are examples) was presented, [4]. Using additional speed-up possible due to the nature of dedicated stream ciphers, it can be predicted that the effective security of LTE algorithms in general is even less.

Assuming continued development, it can be predicted that breaking 64-bit keys will be “common place” in at most 10 years, but probably much earlier, to attackers with quite moderate resources.

The conclusion is that 2G SIM key sizes will not remain secure for the economic life-time of SAE/LTE. Moreover, if 2G SIM support is kept in SAE/LTE, it can be envisioned that the practical problems of phasing out 2G SIMs is just pushed ahead, and when the “next-generation” systems are to be designed, the problem of the “SIM-legacy” will still exist. 

2.2 Lack of Mutual Authentication

As is well known, 2G SIM application does not support (home) network authentication. In SA3 it has been discussed whether in LTE, it should be possible to authenticate even the visited network. In any case, use of 2G SIM is clearly a major security risk.
2.3 Lack of replay protection

Related to the issue of network authentication is the issue of replay protection. This is one of critical aspects that makes the side-effects of the attacks on A5/2 so serious as it can spread also to other algorithms. Again, a significant risk is taken by using 2G SIMs.
3. Conclusions and Proposal

We again stress that the purpose of this contribution is only to highlight security issues associated with use of 2G SIM in SAE/LTE. It is acknowledged that other requirements may exist to still speak in favor of supporting 2G SIMs. However, these requirements should be weighted against the security drawbacks above. 
It is proposed that the above discussion (Section 2) are included in the SA3 security rationale tracking document and it is proposed that the text is revisited in case a future LS is sent to SA3 on the issue of 2G SIM usage.
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