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1.
Introduction

Even though it was decided early 2006 that the ciphering of user plane in LTE should terminate in a node above eNB, the discussion has continued in many working groups. This contribution summarises the arguments for sticking to the agreed placement for the UP ciphering termination point.

2. 
Placement and performance of ciphering
2.1 
Security considerations
There is a strong consensus in 3GPP that security of SAE/LTE shall be at least as high as that of 3G (in fact it is even stated as a requirement in clause 11.1 of TS 22.258). The main problem in terminating UP ciphering in the base station is that it introduces a threat that is not present in today’s UMTS networks. It may be possible to provide a security level which is close to that of UMTS, but it is clear that it implies additional cost and complexity. The minimal requirement is that a mandatory to support “second-hop” ciphering is added between the eNode B and some node in a “protected” location, e.g. in the CN. We foresee that the main implications come from key management point of view, some of these key management aspects are elaborated below. 

Each eNode B needs to handle keys for UP ciphering. These keys must, if a security level anywhere near that of UMTS is to be obtained, be stored in protected hardware in the eNode B. If a security level approaching that of UMTS is desired, the entire security processing must be done in “tamper-resistant” hardware. Moreover, to transfer UP ciphering keys from the CN (MME) to the eNode B also implies a strong protection of the eNode B-CN signalling links. While such protection may be needed anyway for transportation of the RRC keys, the protection level is more critical as the whole UP security becomes dependent on it. The same considerations apply for user context (key) transfer on the inter-eNodeB links, and are probably even more critical from cost / scalability point of view. It cannot be strongly enough emphasized that the value gained by hacking an eNB is multiplied manifold when the UP traffic (or its keys) is available in the eNB compared to "only" the RRC keys.
A problem of special importance is that it appears that eNode B deployments where an inexpensive eNode B would be of high importance (e.g. “pico base station” scenarios) are precisely those deployments where the threat of eNode B-capture is most likely to occur, implying the strongest security requirements on the eNode B implementation. 

Legal interception issues that arise when the UP is available in clear text in the eNB needs to be studied by SA3-LI.
2.2 
Comparison to HSPA evolution
In HSPA evolution there are architecture options being considered where the end user ciphering is moved down to the eNode B. An important aspect however is that the HSPA evolution architecture would still allow a separate implementation with security in a central location making it possible for the operator to choose what level of security to apply (basically making it a deployment or implementation issue).

Another important aspect motivating some of the architectures considered for HSPA evolution is the need to implement the architecture changes in a backward compatible manner (e.g. smooth protocol stack evolution, supporting legacy terminals). This makes it difficult to break out the ciphering from the rest of the RNC functionality in HSPA, in LTE this is however trivial since there is no legacy to consider. From the ongoing work on inter-RAT mobility in SA2 it is clear that it would still be possible to support good inter-working between HSPA and LTE.
2.3 
Performance and Costs
Similarly to the header compression, the ciphering algorithm must re-start (or at least be re-synchronized) at eNodeB change and run the key set-up procedure.
Although the actual HW processing of ciphering and header compression might be small in future networks it is still reasonable to assume that an eNode B placement would in total require significantly more processing HW in the network than a centralized solution, due to the trunking efficiency achievable with centralized nodes: each eNode B would need to be equipped with HW capable of handling peak load. This efficiency gain was one of the reasons for moving the trans-coding functionality to the CN in UMTS (compared to GSM)
Having a centralized location would also make it easier to introduce newer more advanced security algorithms in the future. It might be unfeasible to upgrade all eNode Bs (e.g. pico base stations) in the future.
The specialized hardware required for tamper-resistant storage and processing, and the key management implementations will substantially increase the cost of the eNBs.
3.3 
Conclusion

We believe it is unwise to step back from the security enhancements that were introduced in 3G networks. The decision to not terminate UP security in the base station is one of the more important of these enhancements. The current work-in-progress to review the GERAN access security (TR33.801) reconfirms that termination of security in the base station is one of the most serious threats to security.
4.
Summary

This contribution addresses security aspects of moving ciphering to the eNode B in SAE / LTE with the purpose of summarizing the main arguments. It is concluded that there are serious security concerns with moving the UP security termination point down to the eNB.
In S3-050602 SA3 answered an LS from SA2/RAN2/RAN3, where the following text is taken from:
"SA3 strongly recommends that encryption of user plane data, and possibly some forms of signalling protection, are not terminated right at the edge of the “fixed” part of the network."
We understand and acknowledge that additional, non-security aspects have entered the discussion. However, the recommendation as such must certainly still be valid since no new facts or knowledge to the opposite have surfaced. All recently proposed countermeasures to secure the eNodeB - CN link and the eNodeB itself were known and taken into account when SA3 issued the above LS reply. No additional security mechanisms are available to affect the threat analysis. The recommendation is therefore still valid and should be included in the SA2 LS response.
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