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1. Introduction

It is well known that interworking with different access security solutions has a tendency to let the weakest access (from security point of view) set the overall security level. While UTRAN can be considered to offer a high level of security, there may also occur quite complex “chains” of handovers involving also GERAN. Since it is reasonable to assume that handovers to/from LTE shall be possible to perform without requiring a full re-run of AKA, some principles should be adopted to make handovers secure, yet efficient. This contribution proposes some high level principles to be adopted. 
2. Background 
2.1 Notational conventions

By "LTE AKA" we mean the (to be agreed) authentication and key management protocol for LTE RAN.  

GSM and pre-Rel8 UTRAN are considered to be "3GPP legacy access".
By "key separation" we refer to a set of key(s), derived by applying cryptographic function(s) to a key in such a way that knowing some of the derived key(s) still does not leak useful information about any other  key.

Below, some cryptographic functions, f, g will be used as part in providing key separation. The exact requirements are FFS, but for the purpose of this discussion we assume the functions are so-called one-way: f is one-way if given y (an output of f), it is difficult to find an x such that f(x) = y.
2.2 Agreed requirements

We first recall the following requirements which have already been accepted in TS 22.278. 
Req 1: Any possible lapse in security in one access technology shall not compromise security of other accesses.
Req 2: It shall be possible to authenticate a subscriber by the use of USIM application on the UICC in an evolved 3GPP system and hence allowing the user to get services in the evolved 3GPP system according to her/his subscription.
Req 3: Once authenticated via a 3GPP or evolved 3GPP system, the USIM shall not be required to re-authenticate upon changing between these systems, unless specifically requested by the operator (PLMN). 
Current 3GPP accesses support very fast handover, partly due to the feature of implicit authentication: the security context (keys) are transferred between accesses, and by "proving" knowledge of the key, the UE is automatically authenticated in the target access without the need for full AKA. Implicit authentication is required also for handovers to/from LTE.

We shall only describe the case of handover to LTE from a Rel8 SGSN as earlier legacy SGSNs cannot be assumed to support the necessary interfaces.
Finally, we assume new security functions and processing can be introduced for Rel8 SGSNs.
2.4 Problem description

Implicit authentication (Req 3) introduces a security threat. Even if one tries to convert the keys before context transfer (applying some cryptographic function g) it is impossible to recover from a compromised key. If e.g. the GSM key Kc has been revealed, it is simply impossible to completely regain security by using g(Kc) as a key, no matter what g we use.

At the heart of the problem lies that current (U)SIMs produce only one "level" of keys, the Ck, Ik for UTRAN or Kc for GERAN. I.e. exposure of these keys leaves nothing on which security can be rebuilt, except to involve the use of the (U)SIM-stored secret (K/Ki), i.e. run a full AKA.

As mentioned, implicit authentication by context transfer is required also for handover to/from LTE. However, we wish to improve the security.
3
Proposed Security Procedures
Unless otherwise noted, we below assume the UE is a Rel8 (or later) UE.
3.1 LTE Attach procedures

It is proposed that at initial attach in a LTE MME, a "master key", henceforth denoted Mk, is made available in a Rel8 UE and the MME. Mk could be a function of the USIM keys (Ck, Ik). This key Mk is transported in the authentication vectors from HSS to MME and produced as result of LTE AKA in the UE. 

From this key, specific keys for UP/NAS/RRC are derived in the UE and MME (i.e. needed instances of ciphering and integrity keys) by a cryptographic one-way function, for example:

(Ck, Ik)RRC = f(Mk, "RRC_keys", ….),
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(Ck, Ik)NAS = f(Mk, "NAS_keys", ….),














(2)


(Ck, Ik)UP = f(Mk, "UP_keys", ….).















(3)
(Note that Ik for UP may not be needed.) 
Note that even if the derived session keys are compromised in the LTE access, Mk is still secure by proper choice of f.
Attach in Rel8 SGSN is assumed handled as today using Ck and Ik directly (though see note in 3.2. below). Thus, conceptually, Mk = (Ck, Ik) in this case and f is the “identity” function. 
3.2 Security context transfer between Rel8 SGSN and LTE MME
As a partial solution to Req 1 above, it is proposed that the source system (Rel8 SGSN or LTE MME) "tweaks" the Mk for the target system before transferring it. I.e.




MkTARGET = g(MkSOURCE, ….)

For some suitable function g. In LTE, the MME system then applies the principle of equations (1,2,3) to Mk to derive actual session keys for UP/NAS/RRC.

This means that even if the higher level key, Mk, of the target system should be compromised, we still achieve "backwards" security, protecting earlier communication in the source system that may have been recorded "on tape" by an attacker.
Another advantage of this scheme is that it can simplify ciphering counter management: at hand-over to LTE, the ciphering sequence number can always start from zero.

After handover from MME to Rel8 SGSN, the Mk received by the Rel8 SGSN is used directly as Ck, Ik. The same keys, would subsequently be used also at handover from Rel8 SGSN to pre-Rel8 SGSN.
Conversely, at handover from pre-Rel8 SGSN to Rel8 SGSN, the source system will provide some Ck, Ik. These keys are used directly as Ck, Ik in the target access (RNC) without processing by the Rel8 SGSN. Note that these keys may have been (indirectly) used in less secure accesses such as GSM. It is therefore proposed that at handover from pre-Rel8 to Rel8 (or at handover from Rel8 to LTE, using keys originally provided by pre-Rel8 SGSN), the target systems should consider the option of a full re-authentication at the earliest possible convenience to establish fresh keys, but may rely on implicit authentication during the handover procedure to keep performance optimized. 

If the UE is aware of the release version of the SGSN, it can refrain from using Mk directly on the air link in case it is attached to a Rel8 SGSN, and instead derive encryption and integrity keys from Mk in the same manner as proposed for LTE. If the UE is not aware of the release version of the SGSN it is currently connected to, this is not possible, since a pre-Rel8 SGSN would unconditionally send Ck, Ik (as output from the USIM) to the RNC. Even if the UE connects to a Rel8 SGSN at attach time (and use keys derived from Mk to protect the air interface), it will not be aware of a possibly later move to a pre-Rel8 SGSN, and would hence not know which keys to use on the air interface (derived from Mk, or Mk directly). Since knowledge of the SGSN release version in the UE makes it possible to never use the Mk directly on the air interface in a pure Rel8 UMTS/LTE system, it is proposed that the UE is made aware of the SGSN release version from Rel8 and onwards.
4
Conclusion and Proposal
It is proposed that the above procedures are adopted as working assumption for LTE interworking with legacy systems, and that Sections 3.1 and 3.2 above are included in TR 33.821. 
Exact definition of the functions (f, g, etc) is FFS. 
It is also proposed that a more complete case-by-case analysis, considering all relevant combinations of UE/HSS/SGSN/MME release versions, etc, is performed to make sure the solution is interoperable with all combinations. 
























































































































