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1 Introduction

At SA3#45, some new developments of EAP were presented in [S3-060662], as a way to counteract two well know deficiencies of EAP i.e. the absence of efficient re-authentication and the absence of a visited domain AAA-concept. It was decided that a choice will be made between EAP-AKA/ER/VKH and UMTS AKA at this SA3-meeting. This analysis contributes to this goal. 

2 Overview (SA3#45 status)

The following table has been taken from TS 33.821v005, where some items have been deleted either because the items were not found relevant or because the comparison showed equality. Some reformatting was done, but no changes to the content has been performed. This table servers the goal to get the reader up to date with the relevant prior-SA3#45 comparison information. Some comments that were made on this table at SA3#45 are listed below the table.

	
	UMTS AKA NAS
	EAP-AKA

	High level Items
	
	

	H-1: Interworking with release 6 3GPP systems ….
	+ (more handovers to UMTS/GSM expected)
	

	H-2: Verification of authentication in HN or VN
	+ (less authentication delays for VN concept). 
	Ensures more home control.

	H-5: Authentication framework independence …
	Needs to be supported for UTRAN access anyhow.
	There seems to be no hard requirement for extensibility according to EAP.

Needs to be supported for I-WLAN access anyhow however not in an authenticator role.

	Particular EAP features
	
	

	P-3: Fast re-authentication versus security context transfers
	+ 

Allows handovers between 3G access systems without involving home network and without new authentication
	-

IDLE mode mobility and security context transfer against EAP framework.

	P-4: Amount of messages

Editor’s Note: The possibility of message piggyback for EAP AKA isn’t taken into account.
	
	-

Inherently more messages

	Detailed impacts/outstanding standardization work
	UMTS AKA
	EAP 

	I-1: Location of authenticator
	No such concept
	EAP authenticator in MME

	I-2: Necessity of further key derivations
	Needed for both UMTS AKA and EAP-AKA
	Needed for both UMTS AKA and EAP-AKA

	I-3: AKA over LTE
	Can be reused (TS 24.008)
	Extra work is needed in 3GPP or IETF


Note that the above table does not take into account the features of the new EAP enhancements as proposed by individual authored drafts [S3-060662] as were presented at SA3#45. We acknowledge (cfr [S3-060662]) that UMTS AKA and EAP AKA offer the same level of security, and that variants of EAP AKA seem to offer a similar (though always less) performance as UMTS AKA if derived keys are distributed among core network elements.

The EAP variants proposed by [S3-060662] try to remove the performance drawbacks of not enhanced EAP-AKA, while relying on a strict key hierarchy as proposed by [EAP-VKH]. This is described in [AAA-HOKEY-PS].  [EAP-VKH] requires the support of [EAP-ER].  The [EAP-VKH] involves a key hierarchy that the home domain shall support in order to give out key material to the visited domain, to aid in future authentications of the roaming user with the visited domain. The key hierarchy is based on the EAP-derived EMSK, and requires that the visited domain AAA-server employ the EAP-ER scheme in order to facilitate fast, EAP-method-independent re-authentication while in the visited domain. Note that SA3 concluded in their response LS [S3-060835] that integrity protection of NAS and RRC level signalling provides acceptable level of re-authentication, which seems to imply that there is no need to have EAP-ER like scheme in a trusted domain if security context transfer between MME's is acceptable.

3 Impacts of fitting EAP in LTE/SAE

3.1: Potentials impacts or overheads due to fitting EAP in the modular UMTS design

UMTS AKA is optimized for 3GPP networks with mobility, simplicity, and security in mind. EAP on the other hand adds complexity, message size overhead, more round trips, and higher end-to-end packet transmission delays. In UTRAN for example the cipher suite negotiation (UE capabilities) and user identity request/response protocol are not part of AKA. Meaning also that they can be run in a modular fashion (favouring UMTS AKA). On the other hand if taking EAP into the picture, this modular design has to be re-thought. There is a good probability that this introduces duplicated functionality in the system. Also, EAP introduces an additional protocol layer between EAP-AKA and the lower layers. 

3.2: EAP uses different identity formats than UMTS in general.

It is noted in the LS [S3-060835] from SA3 to RAN2 that there are number of possible identities in EAP, which makes the EAP framework even more complex and harder to adapt with SAE/LTE and legacy networks.  We quote from [S3-060835]: 

"SA3 are unsure about the second assumption, that the NAI can be inferred by the E-UTRAN.

Assuming that the NAI can be delivered by further network elements, SA3 view the delivery itself as consistent with EAP.  However, it should be noted that EAP contains several different concepts of identity (permanent, temporary, reauthentication identities, &c.), and normally the choice of what identity to use for authentication rests with the peer, i.e., the UE; further study is needed to decide if it is acceptable in the EAP framework to shift this decision to the network."

Different identities can potentially be used to differentiate local re-authentication and full authentications. UMTS already includes the concept of using IMSI and TMSI for other purposes as well, like paging.

3.3: The use of EAP requires at least the amount of messages as UMTS NAS AKA, but surely more if LTE follows 3GPP module approach.

If the NAI (See 3.2) cannot be safely inferred by the E-UTRAN than EAP AKA will need two round-trips across the core network if EAP is used to retrieve the UE’s identity, as opposed to one round-trip with MAP or DIAMETER (UMTS AKA NAS). So EAP has the potential to have more messages. 

When Using UMTS AKA, then the response to the challenge terminates in the MME and completes the authentication procedure. The effect is less severe if the AAA is in the VN, but there are still two additional messages i.e. the EAP-Response/AKA-Challenge has to go back to the AAA server (in home or visited) via the MME, which then has to send an EAP success to MME. 

Also the security mode command procedure would have to be performed after the EAP procedure if a module approach is taken, or else the EAP Success message would have to be encapsulated in NAS signalling such as the Security Mode Command message. It has not been demonstrated yet that the EAP success could be piggybacked to a message going to the UE. 
Selecting the EAP transport protocol is not a simple question either. For example when comparing (evolved) RANAP and Diameter protocols, Diameter or Diameter application protocols are missing many functionalities that are already available in RANAP. Using Diameter would require further standardization in IETF or making a new version in 3GPP.

3.4: Will 3GPP follow the AAA guidance rules i.e. that keys shall not be passed between authenticators?

For enhanced performance, EAP-ER relies on the existence of an EAP-server (V-AAA) in the Visited Network where the authentication state of a previous full authentication has been cached (cfr [S3-060662] figure 1). Following strictly the "guidance for AAA key management" [AAA Guidance], each change of MME will require an EAP-ER exchange with the V-AAA, as according to the guidelines (prevention of domino effect), keys shall not leave the authenticator. In other words, [AAA Guidance] forbids the transfer of a security context between MME's (authenticators).  But current 3GPP's use of security (as within UTRAN) is violating the [AAA Guidance] rules. The reason at hand is that a transfer of a security context between MME's (of the same trust network), is always the best choice from (re-)authentication point of view. 
3.5: The use of EAP-ER imposes new requirements on AAA/EAP-servers.

Off-the-shelf AAA/EAP-servers cannot be used, changes are requires for e.g. new key derivations, sequence number management to guard against replay attacks, etc…. To ensure that the state between peer and AAA/EAP-server is always correctly synchronized, EAP-ER should be run when there is a doubt about the state (e.g. in the absence of the server-id or if the peer want to check the trust in the server [EAP-ER]). This also adds to the delays caused by authentication. Also authenticator state machines need to be modified. [EAP-ER].

4 General issues: 

4.1: Is it more important to optimize handover between LTE and 2G and 3G networks or handover between LTE and non-3GPP networks?  

[EAP-ER] may be considered to be used for fast and efficient re-authentication between PLMNs (see for example the IETF HOKEY WG problem statement draft). However, for 3GPP architectures there exists an even more efficient mechanism than [EAP-ER]. That is transferring security contexts directly (in addition possibly providing key separation between the roaming entities of legacy and new network entities), like is the case with legacy interworking between 2G and 3G. Roaming from 3GPP access to non-3GPP access does not prohibit having [EAP-ER] in the non-3GPP access.

Conclusion: As it is more important to optimize handover with 2G and 3G networks, the use of UMTS AKA with security context transfer seems to be a better choice.
4.2: Extensibility for what purpose?

SA3#43 had decided to allow only AKA as the method for 3GPP authentication in SAE/LTE. Having an extensibility option (as delivered by EAP) sounds always nice, but the purpose of this feature is not seen. Having EAP in SAE/LTE may provide a future possibility to bypass USIM ownership with using alternative EAP methods. The security level of other known EAP methods is not similar as EAP AKA and thus extensions may open up the possibility for misuse when weak authentication methods are used. In that case the visited network should be able reject authentications with less secure EAP-methods.

Conclusion: Extensibility is a risk and an opportunity, but the direct benefit for SAE/LTE is not clearly known.

4.3: Can a new EAP method be plugged-in easily without many network impacts?

Adding a new EAP method later on will impact each visited network as the EAP-Server shall be located in the visited network to minimize authentication delays (SA3#45). This will impact the protocols between the EAP-Server in the visited network and the HSS that are used for forwarding of authentication vectors. These protocol impacts are similar as -if not the same- between the MME and the HSS.

Conclusion: Adding future authentication protocols will cause similar impacts on the '3G'- authentication framework and the EAP framework plus extensions (SA3#45). 
4.4: Can we still meet the standardization schedule when choosing the EAP enhancements road?

There exists a potential risk for the SAE/LTE standardization schedule as the set of EAP-enhancements is very recent and the work-in-progress individual internet drafts now have to be converted to workgroup views. IETF has just started to discuss about different possible ways to do re-authentication within EAP. EAP-ER is just one possibility. With regard to key hierarchy solutions, the draft [HOKEY-HIERARCHY] seems now to be an alternative to [EAP-VKH].

Conclusion: This is a risk on the standardization deadline as IETF standards completion tends to stretch in time. Also 3GPP has no direct control on the IETF draft progress both on the timeline and the included features set.
4.5: Can we safely estimate the involved complexity coming with the necessary extensions to EAP?

Individual submissions are still appearing and the set of required enhancements to EAP may be larger than anticipated now (cfr [EAP-EXT] which recently appeared and took into account re-authentication feature signaling over EAP). Also the concept of visited AAAL server as described in [AAA Roaming] is also in its initial proposal phase in IETF.

Conclusion: The base set of EAP-drafts (WG draft or individual submissions) against which UMTS AKA has to be compared has to be progressed a lot (not very stable from HOKEY WG point of view) at the moment, such that some complexity may still be masked by unknown issues. 

4.6: How good is the compliancy of implementations with RFC 3748?

For this we quote from a message of B.Aboba which was posted on one of the EAP mailing lists: 

"RFC 2284 was approved in March 1998; the first widely available implementation shipped in December 1999.  Major interoperability and security issues were being resolved as late as 2003; testing and certification began in 2005.  So it took 7 years to go from initial specification to certified interoperable implementations.

While I would expect that RFC 3748-compliant implementations will take less than 7 years to appear, we are still only at the beginning of the road. For example, there are no RFC 3748-compliant implementations shipping yet; we have not had an RFC 3748 bakeoff demonstrating interoperability between two distinct implementations with respect to new RFC 3748 features (including the EMSK); no open source RFC 3748-compliant implementations exist yet"

Conclusion: 3GPP SA3 should select a mature basis to start from.

5 Conclusion

The right choice between UMTS AKA (and possible enhancements) and EAP AKA (and enhancements) shall be based on finding the best balance between the provided security enhancement to the base concept, the involved complexity of that enhancement and the provided gain or loss in performance due to (re-)-authentication delays as well as the maturity of the enhancement and expected delay in standardization. The 3GPP concepts are much closer to that optimum balance from the beginning. It seems unjustified due to the EAP-complexity and EAP key hierarchy restrictions to go for a change in protocols and concepts for 3GPP. In addition it is unclear if all problems will be solvable within the 3GPP timeframe, as the scope of the enhancements (set of drafts) are still in initial WG or personal drafting.

We therefore propose to reuse UTMS AKA in LTE/SAE authentication and record this as the baseline for the future smooth progress and work in the SA3 Security Rationale document.
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