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1 Introduction 

In the TR 33.821 the threat related to broadcast of System Information and some considerations on solution are described. In this contribution some further countermeasures against this threat are proposed.

There are following ways, how an attacker can introduce wrong System Information (SI) (predefined configurations, other parameters such as constants, counters, etc.) :
· After the UE switch on / enter new PLMN using broadcasting wrong SI under the correct value tag. In LTE switching UE off/on might happen not very frequently, but vulnerable places such as airports should be considered. 

· By paging all UEs using unprotected powerful paging message (similar to PAGING TYPE 1 in UMTS) by indicating that the SI is changed. Once all UEs have read the SI the attacker can change back the value tag to the value tag of the real neighboring cells and this time introduce wrong SI.

· Introduce some wrong parameters on the SI, which UE reads every time when entering new cell (scheduling blocks, SFN, value tag, PLMN Id, measurement Cell IDs, cell access restriction parameters); the effect of this might be the same as camping on a false BS, and may result in detach of UE from the network.
The attacker should use false base station or produce standalone broadcast signaling, masking under the cell-ID of a real neighboring cell or different cell-ID, and transmitting with higher power than the real cells or in vicinity of the UE.
2 Solution
In LTE security association between the UE and the network is maintained when the UE is in idle state. RRC security context is established and started whenever the RRC connection is established [1].  Thus at connection establishment (switching from LTE_Idle to LTE_Active) every signaling message is integrity protected. 
Solution 1

This is reasonable to consider using integrity protected RRC message to verify the correctness of SI received by the UE while attaching to a new cell. In order to save critical uplink resources this might be not standalone message but an ordinary message sent for connection set-up, e.g. LTE RRC Connection Request.
This message in general can include the following information:
· Information for connection establishment 
· Information which SI parameters are needed to be verified 
· MAC-I, which is built on the following

· RRC Message, including SI parameters needed to be verified
· Checksum value calculated on the SI needed to be verified (agreed SI parameters; constants, timer values). The checksum is calculated in UE and it should be a unique identifier of the set of parameters which it was calculated on.
· Other parameters to build MAC-I (Integrity Key, COUNT-I, Fresh, etc.)
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Figure 1. MAC-I for check message
Thus, nothing new is sent to the network apart from the information on which pre-configuration IDs / system parameters were used to build MAC-I. But this information needs to be anyway signaled to the network in order to allow it to rely on the fact that the UE has received this information. The set of standard SI parameters needed to be verified can be specified to eliminate the need to communicate it to the network. 

In order the network to be able to calculate correctness of  MAC it is necessary that the UE before transmitting the message including the MAC-I is informed about which SI parameters / pre-configurations the network knows (this can be received directly with the System Information), and only calculates the check code basing on this information.
The drawback associated with this method is that in case if MAC is wrong, the network can not distinguish whether the UE is not authenticated or whether the SI is wrong. But in normal case this fact should never happen for the UE, otherwise this will be an error case for which UE actions should be defined, e.g. it can try to resend the message pretending that there is no SI / predefined configuration available in UE. In this case UE can erase the SI and re-read it or network can send it in unicast mode in integrity protected way.
There is no need to make such verification every time UE wants to connect to the network. This can be made only at the first time when UE accesses the network after new reading / change of system information / enter new cell. 
For example at first step the e-Node B would indicate the set of known configurations, then at second step the UE calculates the MAC-I adding information on its SI parameters / configurations and sends this information in the LTE RRC Connection Request message. 
Whether the check is immediately done in the e-Node B, or whether the check is done in the AGw, with the e-Node B sending the necessary information to the AGW should be FFS. But e-Node B checking is preferred since the AGw does not need to be aware of the system information which is broadcast on a cell.
The additional complications associated with this solution in normal case are minor and are as follows: 
1. Connections after new reading / change of system information / enter new cell: 
· Additional calculation operations in UE and e-NB to build MAC are needed; Some small information added to existing signalling messages might be needed to agree on SI parameters / configurations to build / verify MAC 

2. Subsequent connections: none
Solution 2
Suppose that attacker managed to introduce some wrong access parameters to the UE (e.g. RACH parameters), then even initial access can fail. Thus, in case that RRC message has failed for no clear reason (no reply from the network) the UE can erase all or some relevant IE and re-read it from the network. 

Subsequently, if RRC connection can not be established again in this cell, the UE can trigger itself to search for another available cell with lower transmission power level (Ignore current cell-ID). The drawback in this case is that false-BS can mask under the correct cell-ID and no other cells with acceptable power level can be found. But, in LTE network (e.g. in a city), presumably consisting of different pico-, micro- and macro-cells, and even different RATs, this problem will have less impact. (Anyway the attacker can substitute all the cell-ID in this area but it would require more efforts from his side).
The additional complications associated with this solution in normal case: None; it should be triggered upon an error case, when the UE can not make initial connection.
Thus, both solutions can be complementary to each other.
In case that UE is not authenticated to the network, i.e. after switch on, the both described solutions can be applied. In this case the verification of SI can be made in the same way after the integrity protection start. 
The checksum solution documented in [1] clause 5.1.6.2 can be used as an alternative in case when the UE is not authenticated to the network, but this is considered to be not bullet-proof (which is mentioned within a note).
3 Conclusion and Proposal
We propose to consider the described solution and to integrate it into the TR 33.821 clause “Threat related to system information”. The Annex contains the proposed changes to the TR.
4 References
[1] 3GPP TR 33.821 v.0.0.5. 

[2] R2-063077 “SI Classification” 
Annex. Pseudo CR to TR 33.821
-------------------------------BEGIN OF CHANGE --------------------------------
5.1.6.1
Threats

Broadcasts of SYSTEM INFORMATION are not protected in UMTS. If an attacker can imitate the network behavior and broadcast a set of SI, i.e. master information block, scheduling blocks and system information blocks having the same value tag and identities as in the current network, he can manage to introduce wrong SI parameters / predefined configurations to the UE. 
The attacker should use false base station or produce standalone broadcast signaling, masking under the cell-ID of a real neighboring cell or different cell-ID, and transmitting with higher power than the real cells or in vicinity of the UE.
There are following basic ways, how a potential attacker can introduce wrong System Information (SI) (predefined configurations, other parameters such as measurement configurations, constants, counters, etc.)

· After the UE switch on / enter new PLMN using broadcasting wrong SI under the correct value tag. In LTE switching UE off/on might happen not very frequently, but vulnerable places such as airports should be considered. 

· By paging all UEs using unprotected powerful paging message (similar to PAGING TYPE 1 in UMTS) by indicating that the SI is changed. Once all UEs have read the SI the attacker can change back the value tag to the value tag of the real neighboring cells and this time introduce wrong SI.

· Introduce some wrong parameters on the SI, which UE reads every time when entering new cell (scheduling blocks, SFN, value tag, PLMN Id, measurement Cell IDs, cell access restriction parameters); the effect of this might be the same as camping on a false BS, and may result in detach of UE from the network.

For example in UMTS network predefined configurations are broadcast in SIB type 16, which has multiple occurrences for each predefined configuration. Different parts of the system may provide the UE with one or more predefined UTRAN configurations, comprising radio bearer, transport channel and physical channel parameters. The UE should store all relevant IEs included in the SIB. The availability of predefined configurations is communicated to the network during the call establishment, and thus, if available the network relies on this information instead of transmitting the complete configuration to the UE.

Thus a potential attacker can send some wrong PhyCH ot TrCH parameters such as spreading factor (SF) or Transport Format Combination Set (TFCS) , which will be written under the same value tag and identity as in current network. At call establishment the configuration stored in the UE will be different from the configuration that the network supposes. The UE will apply the wrong configuration and the communication will be spoiled somehow or the UE will be detached from the network until the next switch off / switch on or entering of new scope area (next re-read of system information). The following scheduled broadcasts of system information by the network will be ignored by the UE due to the fact that the value tag and identities are the same.

Similar threats can be expected to other information that the UE uses based on the system information, e.g. measurement configurations. But this is less critical due to it is valid only for one cell. 






5.1.6.2
Countermeasures

The solution against the described threat can be based on the methods:

· Source origin authentication using Signatures / PKI;

· Source origin authentication schemes such as TESLA.

Taking into account the complexity and issues related to implementation of both schemes, the following countermeasures which can mitigate this particular threat should be considered. These protective measures can not help against first introduction of wrong system information by attacker, but at least can identify that the system information is wrong, so UE can take actions to reconnect to the network.

In LTE security association between the UE and the network is maintained when the UE is in idle state. RRC security context is established and started whenever the RRC connection is established [1].  Thus at connection establishment (switching from LTE_Idle to LTE_Active) every signaling message is integrity protected. 

Solution 1

This is reasonable to consider using integrity protected RRC message to verify the correctness of SI received by the UE while attaching to a new cell. In order to save critical uplink resources this might be not standalone message but an ordinary message sent for connection set-up, e.g. LTE RRC Connection Request.

This message in general can include the following information:

· Information for connection establishment 
· Information which SI parameters are needed to be verified 

· MAC-I, which is built on the following

· RRC Message, including SI parameters needed to be verified
· Checksum value calculated on the SI needed to be verified (agreed SI parameters; constants, timer values). The checksum is calculated in UE and it should be a unique identifier of the set of parameters which it was calculated on.

· Other parameters to build MAC-I (Integrity Key, COUNT-I, Fresh, etc.)
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Figure 1. MAC-I for check message
Thus, nothing new is sent to the network apart from the information on which pre-configuration IDs / system parameters were used to build MAC-I. But this information needs to be anyway signaled to the network in order to allow it to rely on the fact that the UE has received this information. The set of standard SI parameters needed to be verified can be specified to eliminate the need to communicate it to the network. 

In order the network to be able to calculate correctness of  MAC it is necessary that the UE before transmitting the message including the MAC-I is informed about which SI parameters / pre-configurations the network knows (this can be received directly with the System Information), and only calculates the check code basing on this information.
The drawback associated with this method is that in case if MAC is wrong, the network can not distinguish whether the UE is not authenticated or whether the SI is wrong. But in normal case this fact should never happen for the UE, otherwise this will be an error case for which UE actions should be defined, e.g. it can try to resend the message pretending that there is no SI / predefined configuration available in UE. In this case UE can erase the SI and re-read it or network can send it in unicast mode in integrity protected way.

There is no need to make such verification every time UE wants to connect to the network. This can be made only at the first time when UE accesses the network after new reading / change of system information / enter new cell. 

For example at first step the e-Node B would indicate the set of known configurations, then at second step the UE calculates the MAC-I adding information on its SI parameters / configurations and sends this information in the LTE RRC Connection Request message. 

Whether the check is immediately done in the e-Node B, or whether the check is done in the AGw, with the e-Node B sending the necessary information to the AGW should be FFS. But e-Node B checking is preferred since the AGw does not need to be aware of the system information which is broadcast on a cell.
The additional complications associated with this solution in normal case are minor and are as follows: 

1. Connections after new reading / change of system information / enter new cell: 
· Additional calculation operations in UE and e-NB to build MAC are needed; Some small information added to existing signalling messages might be needed to agree on SI parameters / configurations to build / verify MAC 

2. Subsequent connections: none
Solution 2
Suppose that attacker managed to introduce some wrong access parameters to the UE (e.g. RACH parameters), then even initial access can fail. Thus, in case that RRC message has failed for no clear reason (no reply from the network) the UE can erase all or some relevant IE and re-read it from the network. 

Subsequently, if RRC connection can not be established again in this cell, the UE can trigger itself to search for another available cell with lower transmission power level (Ignore current cell-ID). The drawback in this case is that false-BS can mask under the correct cell-ID and no other cells with acceptable power level can be found. But, in LTE network (e.g. in a city), presumably consisting of different pico-, micro- and macro-cells, and even different RATs, this problem will have less impact. (Anyway the attacker can substitute all the cell-ID in this area but it would require more efforts from his side).
The additional complications associated with this solution in normal case: None; it should be triggered upon an error case, when the UE can not make initial connection.

Thus, both solutions can be complementary to each other.

In case that UE is not authenticated to the network, i.e. after switch on, the both described solutions can be applied. In this case the verification of SI can be made in the same way after the integrity protection start. 

1) 

2) 

Alternative solution in case when UE is not authenticated to the network is using checksums for SI verification. UE can calculate checksum (using appropriate CRC or hash function) on received SI parameters / configurations every time when new SI is read. In the first RRC Connection Request message the UE can send this checksum, so the network can check whether the SI is correct. Also the indication on which SI parameters / configurations the checksum was calculated should be sent. In case that the UE has wrong SI, the network can instruct the UE to erase it and to re-read later or send the complete SI set which it wants to use. 
To prevent against further introduce of wrong SI by the attacker, the UE should potentially be able to store more than one SI / configurations set under same identities (namely, received from the network and received from the attacker) during some small time interval. Also it can compare its current “wrong” checksum with the checksums calculated on received new SI to prevent against repeated introductions of wrong information. If the UE has received two new configurations during this small time interval, it should store both and try to connect using the first one. In case that the connection using the first predefined configuration is failed the UE can use another predefined configuration. 
The complications associated with this method compared to today’s UMTS are additional processing operations needed to calculate checksums and additional overhead signaling for sending current checksum to the network in the first RRC message after re-read / change of system information. The other described protecting measures should be activated only when it is identified that wrong system information has been introduced.

Editor’s Note: The countermeasure is not bullet proof as the attacker can choose the checksum.

--------------------------------END OF CHANGE ----------------------------------
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