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	The countermeasure, identified to prevent physical attack threat on ENobeB, consists of storing ENodeB identity and long term keys in a tamper resistant module in the ENodeB. The smartcard is not listed among the possible solutions provided by TR 33.821, while the smartcard is a tamper resistant already under the operator control. The smartcard is designed to resist software and hardware attacks, it has a primary role for storing credentials, executing cryptographic algorithms and protocols. 
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5.2.4
Physical attack threat on ENodeB 

5.2.4.1
Threats

A) Breaking the ENodeB to get the keys and unencrypted data is theoretically possible, i.e. there may be some points in the ENodeB where the unencrypted data is exposed between two encrypted data pipes. The attacker may dig out the ENodeB-MME/UPE shared secret or a long term certificate from the ENodeB and tries to add another ENodeB (in the same or another network). 

By physically breaking into eNodeB the attacker will be able to circumvent RRC Integrity Protection and: 

· Launch RRC DOS attack against UEs (idle and/or active). For example, the attacker can force an active UE into the idle mode and in the absence of UP confidentiality protection direct UP packets to the fraudulent UE (theft of service);

· Get a hold of UE’s identities, thus compromising linkability and anonymity of the UE’s;

B) The attacker steals an existing and deployed ENodeB to sell or deploy for own use..

C) The attacker gains access to the OM&A security context at the eNodeB. This security context might be used by the attacker to reconfigure the attacked eNodeB, or can be used to attack other eNodeBs.

5.2.4.2
Countermeasures

For threat A) this kind of attacks can be protected with physical security measures such as alarm systems to protect unauthorized opening of the ENodeB, putting keys into a hard to break chips etc. The countermeasure is to use identification and separate private keys between MME/UPE and each ENodeB. ENodeB can have a secure module to store long term keys, which are used to bootstrap SA between ENodeB and MME. The identity of a ENodeB could be stored in a trusted physical module (TPM) or a smartcard. Then the MMEs and UPEs compare the ID of the ENodeBs against a list of valid and revoked IDs. Depending on the cost this solution can be implemented.

Use physical security. Solution as for A, i.e., using not reset TPM, could help identifying the ENodeB if it is connected to an operator

For threat B) Use physical security for ENodeB implementation (i.e. burn identification information into the ENodeB during manufacturing phase). The ID is in tamper resistance chip (e.g. smartcard) and can not be changed without breaking the chip. The secret key (used in asymmetric cryptography) can not be read from the chip. MME is able to detect if there are two ENodeBs using same keys. When using ENodeB identification, it necessitates that MME’s of different operators cooperate in detecting ENodeB’s with the same identity.

Security context at the eNodeB (i.e., RRC keys, S1-C/U keys, eNodeB OM&A keys, etc.) can be also protected by the means of ensuring Platform Security and/or Physical Security of the eNodeB.
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