1

3GPP TSG SA WG3 Security — SA3#46
S3-070065
13 - 16 February 2007, Beijing, PR China

--------------------------------------------------------------------------------------------------------------------------------------






  

Source:
Ericsson
Title:

Pseudo-CR: Updating the NAF_ID of the NAF Key Centre
Agenda item:
6.15.2
Document for:
Discussion and decision

-----------------------------------------------------------------------------------------------------------------------------------------------
Introduction

The UICC Hosting Device and/or the Remote Device needs to have an available NAF_ID of the NAF Key Centre in the home network.

This pseudo-CR proposes that is: 

1. shall be possible to configure the NAF_ID on the UICC and in the UICC Hosting Device; and 

2. it may be possible to configure the NAF_ID in the Remote Device.

Pseudo-CR:

------------------------------------------------
4.4
General requirements and principles for key establishment between a UICC Hosting Device and a Remote Device
4.4.1
General requirements 
The following requirements and principles are applicable to the procedure for key establishment between a UICC Hosting Device and a Remote Device: 

· The UICC Hosting Device and the Remote Device shall be able to establish a shared key (i.e. Ks_local_device);

· The UICC Hosting Device shall be trusted;

NOTE:
The definition of trusted UICC Hosting Device is out of scope of the specification. 
· The Remote Device shall be trusted;

NOTE:
The definition of trusted Remote Device is out of scope of the specification. 

·  The Remote Device and the network shall be able to authenticate each other;

· The server implementing the key establishment function needs to be trusted by the home operator to handle the authentication parameters and the shared key;
· The procedure for the key establishment between a UICC Hosting Device and a Remote Device shall be access independent;

· To the extent possible, existing protocols and infrastructure should be reused;

4.4.2
Requirements on the Remote Device
The Remote Device shall support certificate-based mutual authentication as defined in [7]. Furthermore, the Remote Device shall be equipped with a valid Client Certificate.
It may be possible to configure the NAF_ID of the NAF Key Centre in the Remote Device. 

4.4.3
Requirements on the UICC Hosting Device
The UICC Hosting Device shall implement GBA_ME and GBA_U as defined in TS 33.220 [3].

The UICC Hosting Device shall be capable of deriving the Ks_local_device key from the Ks_(ext)_NAF key.
It shall be possible to configure the NAF_ID of the NAF Key Centre in the UICC Hosting Device. 

NOTE:
The home operator could update the NAF_ID of the NAF Key Centre by utilising e.g. OMA Device Management.
4.4.4
Requirements on the UICC
In order to support GBA_U the UICC needs to implement GBA_U as defined in TS 33.220 [3].

It shall be possible to configure the NAF_ID of the NAF Key Centre on the UICC. 

NOTE:
The home operator could update the NAF_ID of the NAF Key Centre by utilising e.g. OTA commands.
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