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1 Abstract
Current baseline document “Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)” suggests use of source origin authentication schemes to counter the threats of unprotected bootstrap and multicast signaling in LTE as well as threat related to broadcast of system information.  In this document, we propose such a source origin authentication scheme in the form of a TESLA-based solution to address this issue.  
2 Classic TESLA
In TESLA, the broadcast source sends some message M such that:

M ( M ||  j || Kj–1 || MAC( j || Kj–1 || M)Kj
During some period j.  The broadcast destinations then cache the message received during period j, verify that the received key belongs to the hash chain such that Kj–2=H(Kj-1),  and use Kj–1 to validate the MAC of the previous frame received during the previous period j–1.

The self-authenticating one-way hash chain is pre-constructed in the following manner:


[image: image1]
3 Proposed Solution
Utilizing the key concepts presented in classic TESLA, we propose a similar construction.  We start with the use of self-authenticating one-way hashed key chain, and also use GBA to agree on the keys (Service keys, user keys, request keys, etc) that are needed to execute the proposed solution, using a key management architecture similar to that of the MBMS. After setting the initial value of the hashed key chain, we can then construct the rest of the key chain, Ki0…...Kin, using PRF to calculate the values of the hashed key chain such that Kj-1=H(Kj).
Since RRC is responsible for scheduling all the system information blocks in the UTRAN, RRC has knowledge of what system information blocks will be sent during a particular scheduling period.  It can schedule a “special” kind of system information block in the SYSTEM INFORMATION message during a validity period i: a system information block that contains the MAC that will be based on the system information data that will follow.  After which, the key to validate the MAC will be disclosed in the actual system information block(s) following the MAC.  The validity period of each key in the key chain is then defined to be a period which RRC sends this special system information block.  
On the receiver side, the receiver retrieve and cache MAC from the SYSTEM INFORMATION message during this period, verify that Ki = H(Ki+1), use Ki to validate the MAC of all the system information blocks received during this validity period.

[image: image2]
where SIB-MACi is the system information block containing the MAC of the SIB(s) to follow within the  ith validity period, SIBji is the jth system information block sent in the ith validity period (if more than one SIB are sent).
SIB-MACi = {MAC(Ki)(SIB1i | SIB2i)}

SIBji = {SIB data, Ki}

4 Conclusion

It is proposed to consider the above solution presented in this contribution for the protection of multicast signalling in LTE as well as broadcast of system information.  It is also proposed to incorporate the same in appropriate sections in 5.25 in the baseline document TR33.821 “Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)”.
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