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1 Introduction

In LTE/SAE system, Encryption/Integrity of NAS signaling was moved into PDCP entity which located in MME, Encryption of user data was moved into PDCP entity which located in UPE. So the START value has to be transferred from UE to CN node at session beginning to initialize COUNT value which is as an input parameter of Encryption/Integrity function. 
In this document, some method of transfer of START was introduced for discussion.
2 Discussion
2.1 Why does START value have to transfer from UE to CN 
In UMTS, START value is defined to record the amount of data that is protected by a set of cipher/integrity keys. When START value reaches maximum value, THRESHOLD, the cipher/integrity keys shall be updated. 
When a radio connection is set up, this START value should be transferred from UE to RNC to initialize COUNT-C and COUNT-I, which is as an input parameter of f8 and f9 respectively in ME and RNC. Upon radio connection release and when a set of cipher/integrity keys is no longer used, the ME updates STARTCS and STARTPS in the USIM with the current values.
But in LTE/SAE system, Integrity/Encryption of AS signaling function is located in eNB, Encryption function of user data is located in UPE, and Integrity/Encryption function of NAS signaling was located in MME. Each node need a COUNT as an input parameter of Encryption/Integrity function (in this document, encryption and Integrity function is assumed to share one COUNT). And the three COUNT can be called COUNTas, COUNTnas and COUNTup.
So in order to initialize COUNT in these nodes, START value should be transfer from UE to eNB, MME and UPE respectively. 
2.2 How does START transfer from UE to CN
In this subclause, two alternatives of solution to pass START value from UE to CN will be given:
A).Alternative 1: transmit START value to CN using initial L3 message
Because START value is used to initialize COUNT, which is an input parameter of Encryption and Integrity function, START value should be transferred to CN as soon as possible. Initial L3 message is the first message from UE to CN, so it seems reasonable that transmit START in initial L3 message.
B).Alternative 2: transmit START value to CN using RRC and RANAP message

When MME, UPE, and eNB use the same START to initialize their COUNT value, it is suggested to transfer of START through RRC and RANAP message directly. During Radio Resource Connection establishment message, START will be sent to eNB. eNB will save a copy of this START to initialize COUNT in the eNB, then the eNB forwards this START to CN in eRANAP message. MME save a copy of the START and then forwards the START to UPE. 
2.3 How many START value should be used
There are two possibilities for the number of START value. 

1) only one START value is defined in UE
In this solution, START can record the maximum of COUNT values of the three COUNTas, COUNTnas, COUNTup for all AS signalling protected using CKas/ IKas, NAS signalling protected using CKnas/ IKnas, and user data protected using CKupe. When a session is set up, the START is used to initialize the three COUNTas,COUNTnas, and COUNTup. 
In this solution, START value can not record the exact amount of data being protected by each key pair (Key for AS protection/or Key for NAS protection /or Key for UPE protection). And when the START reaches its THRESHOLD, all these Keys should be updated.

 2) Three STRAT Values are defined in UE 

In this document, the three STRAT value can be called STRATas, STRATnas and STRATupe. And each can be used to record corresponding COUNT value. i.e., STRATas record COUNTas value.
In this solution, each of the three STRAT values can record the exact amount of data being protected by each key pair. And eNB/MME/UPE can initialize its COUNT according each START, and each key can be update independently. 
3 Conclusion and Proposal
We proposed SA3 to discuss these two solutions and record the discussion in TR 33.821.

























































































































































































































































































































































