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1. Introduction
SA3 thanks SA2 for the LS (S2-070590) on the security impacts of placing the LTE User Plane Encryption function in the base station (or at the base station site). SA3 understands that such a change in the LTE architecture is brought by potential architectural improvements to the system performance and improved overall cost efficiency, as well as the need to minimize the implementation options in the evolved architecture. 
2. Discussion
The move of user plane encryption and IP header compression into the Base Station may introduce security threats that are not present in the separate eNodeB and LTE User Plane Encryption architecture. It is the view of SA3 that the LTE Evolution architecture with PDCP in the eNodeB could be made secure., The threats can be addressed by applying suitable countermeasures, e.g. providing security for the backhaul (possibly using TS33.210 NDS/IP), providing suitable physical security or platform security or a combination of both to an eNodeB. Platform security includes secure (tamper resistant) storage/management of security context (e.g. keys), and deciphering/ciphering executed inside a secure domain. 
At this stage SA3 believes that platform security technology, similar to that which is currently designed for mobile phones and other consumer devices, would provide an adequate level of security. We therefore believe that the cost impact on the eNodeB hardware should not be prohibitive. There may also be an increased complexity during provisioning of the eNodeB due to the need to provide enhanced protection of the security credentials that would need to be loaded onto the eNodeB. Should SA2 require further information to help in the evaluation of the collapsed architecture option, then SA3 can provide such information. For the specification phase, SA3 can co-operate with RAN2/3 and provide more details of the associated risks and corresponding security requirements.
3. Actions:

To SA WG2, RAN WG2 and RAN WG3
ACTION: 
SA WG3 kindly asks SA WG2, RAN WG2 and RAN WG3 to take into account conclusions of this LS. In addition, SA WG3 would like to know whether TSG SA WG2 and TSG RAN will go forward into the specification phase with LTE Evolution architecture incorporating PDCP in the eNodeB.. Should TSG SA WG2 and TSG RAN decide to follow up with this architecture, SA3 will collaborate with TSG SA WG2 and TSG RAN on the specification phase in the area of security.
4. Dates of Next SA WG3 Meetings:

SA WG3#47
 15 – 18 May 2007

<TBD>
