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1 Introduction

TS 33.223v020 describes two possibilities to sent GBA-PUSH-INFO towards a UE. In the first alternative the BSF will sent GBA-PUSH-INFO towards the UE, while within the second alternative GBA-PUSH-INFO is first sent via Zpn towards the NAF, and then the NAF sends GBA-PUSH-INFO towards the UE. The first alternative we call Home-controlled pushing (aka BSF- controlled pushing), while the second alternative we call NAF-controlled pushing. Note that in both cases the home operator stays in control of generating the GBA-PUSH-INFO. This contribution compares the alternatives and proposes to adopt NAF-controlled pushing.
2 Analysis

2.1 Overview

Two cases are being analyzed in the next two subclauses. In the first one the pNAF (push-NAF) uses a broadcast bearer, while in the second one the GBA-PUSH-INFO may be sent over a reliable ptp bearer from the BSF to the UE.

For case 1 we assume that the UE has cellular radio access reception functions like UMTS or GSM, and has implemented in addition a pure broadcast reception function e.g. DVB-H. For case 2, the implementation of a pure broadcast reception function is not necessary.

2.2 Case 1: pNAF uses a broadcast bearer.

We consider here the use case where the NAF is part of a serving network using a pure broadcast network for transmission and with a UE which has both cellular and pure broadcast reception capabilities.

When using the Upb-reference point then the BSF will have to use the cellular radio network to route GBA-PUSH-INFO towards the UE. This cellular network may also be an access network associated to a visited serving network. In most cases the coverage of cellular radio access will be perfect when relying on GSM, but only partially for UMTS or in future for LTE. This means that Home-controlled pushing is not always possible (depending on the cellular radio capabilities of the UE). This would also be the case when the UE would have no cellular radio capabilities. A similar case is one whereby a user has deactivated cellular access or whereby the user is unreachable via the cellular network for some time. Of course in the pure broadcast network the reception of a particular message to a particular user can't be verified either.
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Figure 1: GBA push for a UE having simultaneous access to a cellular and pure broadcast network.
Even when the Home-controlled pushing via cellular access is not always possible due to unreachability of the user, Home-controlled pushing could be able to provide more reliability for GBA-PUSH-INFO delivery while an uplink feedback channel is available and could be used. On the other hand there seems to be no reason to provide more delivery reliability over Upb reference point then via Upa reference point if GBA-PUSH-INFO and Ua-message are to be delivered at the same time. We need to avoid that separate delivery of GBA-PUSH-INFO and Ua-message would lead to failed reception of the former, consequently leading the latter (eventually when received successfully over broadcast) to become unprocessable. Therefore Home-controlled pushing also has to ensure that GBA-PUSH-INFO has been delivered to the UE before the NAF starts using the NAF keys on the Ua-reference point. To ensure this, this may require the implementation of extra functionality in the serving cellular network i.e. when the GBA-PUSH-INFO would be routed via another serving network. This extra functionality is needed is to provide a feedback to the Home Network from the Serving Network in order for the BSF to inform the pNAF of the delivered status of GBA-PUSH-INFO or for the Home Network to wait for providing an answer on Zpn until GBA-PUSH-INFO has been delivered. We call this delivery success reporting. Depending on the choice of the protocols for Home-controlled pushing, this function may already be available. To give an example, OMA WAP PUSH uses a PPG (Push Proxy Gateway) that can provide feedback to the message sender about the message delivery. In a solution with NAF-controlled pushing, the associated network already has to provide message pushing functions, but there is no need to maintain any delivery status. However the delivery status notification imposes a larger load on the BSF, e.g. in case that a large number of subscribers need to be provisioned with key material for a larger event. Also this functionality is very different from the other BSF functions. Direct reporting to the NAF, without BSF involvement might be an alternative.

To summarize the issues: 

1) Home-controlled pushing without support for delivery success reporting to NAF will be less reliable than NAF-controlled pushing.

2) Home-controlled pushing with support for delivery success reporting to NAF requires serving networks to support the related delivery functions. When the BSF has to act as proxy to forward/evaluate the delivery notifications, then this imposes extra load upon the BSF especially when doing mass provisioning in a short time frame. Hence NAF-controlled pushing of GBA-PUSH-INFO will be less complex to realize and operate than BSF-controlled pushing. We see this as the biggest disadvantage of Home-controlled pushing.

3) Only the NAF-controlled pushing method seems to serve well the use case where Information needs to be pushed down urgently. Home-control pushing may delay the establishment of a GBA security association.
4) The extension of the Zn interface to accommodate GBA-PUSH-INFO are minor, especially for the web service based Zn interface (NAF-controlled pushing).
2.3 Case 2: pNAF uses a ptp bearer.

We consider here the use case where the pNAF is part of a serving network using a cellular network for Upa/Ua in which it is possible to setup a bidirectional channel and where the UE has cellular reception capabilities and may have pure broadcast reception capabilities.
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Figure 2: GBA push for a UE having simultaneous access to a cellular and pure broadcast network.
In case of Home-controlled pushing, the GBA-PUSH-INFO would still need to be transmitted via the cellular network attached to the Serving Network B. Hence the functions that are needed for coordinating the GBA-PUSH-INFO delivery success would still need implementation. Note that the delivery success from network viewpoint means only that the message has been delivered to the user via a ptp (or broad channel), but it does not mean that the message has been successfully processed. A successful execution of GBA-PUSH-INFO requires that the UE sends back a message indicating the successful processing, which then has to be processed by the BSF. Such functionality is not available in current GBA and inherently also not in typical broadcast applications. All issues that were brought forward within the previous section seem still valid.

3 Conclusions

The conclusion is that NAF-controlled pushing has advantages over Home-controlled pushing. We propose to drop the Upb-reference point from TS 33.223. A Pseudo CR is available in the companion contribution S3-070040. It is proposed to accept this pCR for inclusion into TS 33.223.
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