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1
Introduction
This discussion paper outlines the main differences between Liberty ID-FF 1.2 [1] and OASIS SAMLv2.0 [2]. The intent is to add description GBA and SAMLv2.0 interworking to TR 33.980.  Also attached a working draft from OASIS on SAMLv2.0 Technical overview, where in chapter 6 the differences between SAMLv2.0 and ID-FF 1.2 are also described. Figure 1 below describes the relationships and convergence between ID-FF, SAML, and Shibboleth [3].
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Figure 1. Convergence of Liberty ID-FF, Shibboleth, and SAML [4]

2
ID-FF 1.2 and SAMLv2.0 similarities and differences
Since SAMLv2.0 was specified with ID-FF 1.2 taken as an input, SAMLv2.0 is a superset of ID-FF 1.2 and SAMLv1.1 with some relatively small differences (mostly extensions) compared to ID-FF 1.2. But since the elements are in different XML namespaces, an ID-FF processor (IdP/WSC/WSP) will not ( as it is ( be able to participate in SAMLv2.0 conversations.

The main similarities and differences between ID-FF 1.2 and SAMLv2.0 (regarding only the ID-FF 1.2-related parts of SAMLv2.0) are:

-
Both ID-FF and SAMLv2.0 operate with an <AuthnRequest> element. There are certain differences in their subelements, but TR33.980 refers to these elements at a higher level hence these differences do not have an effect on TR33.980. 

-
ID-FF uses <AuthnResponse> whereas SAMLv2.0 uses <Response>. This makes a small difference in the scenario descriptions.

-
Both ID-FF and SAMLv2.0 use <LogoutRequest> and <LogoutResponse> for single logout. This scenario is not mentioned in TR33.980, though.

-
Both define a possibility for artifact transfer (called Artifact Resolution Protocol in SAMLv2.0).
3
Changes needed in TR 33.980
Regarding TR33.980, we see the need for the following changes:

-
Update section 4.2 so that SAMLv2.0 is also incorporated. This should best be done in a light way, i.e. by drawing the attention to SAMLv2.0 and its relation to ID-FF but not repeating the description and related figures. Section 4.2 is anyway on a high level (architecture). Section 4.3 is on a more detailed level (protocol details), so it is worth putting some more details on SAML as well into this section, as follows --- still doing it in a light way.

-
Update the XML protocol elements in section 4.3.3.1 and 4.3.3.2 (including Figures 4.3-1 and 4.3-1a) with the namespace prefix ‘lib:’.
-
Update the XML protocol elements in section 4.3.4 (including Figure 4.3-2) with the namespace prefix ‘lib:’.
-
Add section 4.3.6
 “SSO scenario: SAMLv2.0 with <samlp:Response> transfer”, with its subsections 4.3.6.1 and 4.3.6.2 (following the structure of section 4.3.3)
-
Add section 4.3.7
 “SSO scenario: SAMLv2.0 with artifact transfer (resolution)”
-
Section 3.2 Abbreviations: indicate which term comes from where (if GAA or LAP), e.g.:

-
AS:
Authentication Service (LAP)

-
BSF:
Bootstrapping Server Function (GAA)
-
etc.

Some further changes that are not directly related to SAMLv2.0 but would be important for the sake of clarity:

-
Clause 4.2.1: There are these statements: "Thus in Liberty Alliance ID-FF the Identity Provider (IdP) is counterpart of GAA. In Liberty Alliance ID-WSF [...] the Authentication Service (AS) is counterpart of GAA", which sound a bit odd; proposed formulation: "Thus the machinery provided by GAA is a natural extension to a Liberty Alliance ID-FF Identity Provider (IdP) or a Liberty Alliance ID-WSF Authentication Service (AS)".
4
Conclusion and Proposal
This contribution listed the differences between Liberty ID-FF 1.2 and OASIS SAMLv2.0. We propose that TR 33.980 is updated to include descriptions how GBA is used with SAMLv2.0. The necessary changes are implemented in the corresponding CR.
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