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Introduction

During the last SA3#45 meeting the wish was raised to have a improve the scope section of the TS on Key establishment between a UICC Hosting Device and a Remote Device to emphasize more strongly the differences to other work. 
Pseudo-CR

1
Scope

The present document describes the security features and mechanisms to provision a shared key between a UICC Hosting Device and a Remote Device connected via a local interface. The shared secret is then intended to be used to secure the interface between the remote device and the UICC hosting device. Candidate applications to use this key establishment mechanism include but are not restricted to Personal Network Management (see [4]). 

The scope of this specification includes an architecture overview and the detailed procedure how to establish the shared key between the UICC Hosting Device and the Remote Device. This is different from the Technical Specification 33.110 [8] that describes an architecture overview and the detailed procedure how to establish the shared key between the UICC itself and the terminal hosting the UICC. The use cases utilizing the mechanisms described in this specification are seen to be different to the use cases where "Key establishment between a UICC and a terminal" [8] is utilized. 
The solution described in this document is built on the existing infrastructure defined in "GBA" [3]. 
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****NEXT CHANGE****
4.1 Procedures
4.1.1 Initiation of key establishment between a UICC Hosting Device and a Remote Device
If the Remote Device has a Ks_local_device key stored for a particular UICC Hosting Device, then the Remote Device should attempt to use it with the UICC Hosting Device. If this fails due to the UICC Hosting Device not sharing the same Ks_local_device key, then the Remote Device shall initiate a new request to the UICC Hosting Device to establish a new key establishment procedure as described in chapter 4.5.2.

4.1.2 Key establishment procedure

Editors Note: 
The procedures defined in this specification are at some points very similar to the procedures defined in "Key establishment between a UICC and a terminal" in [8] and therefore alignment with these two specifications is desirable to ease the task of the implementations of these specifications. 
 1. The Remote Device has no valid Ks_local_device key stored.

2. The Remote Device sends a request to the UICC Hosting Device to send a  list of available NAF_ID’s with NAF Key Centre functionality stored in the UICC Hosting Device. 

3. The UICC Hosting Device sends its list of available NAF-ID’s with NAF Key Centre functionality to the Remote Device. 

4. The Remote Device selects a NAF-ID with NAF Key Centre functionality from the list provided by the UICC Hosting Device or proposes a NAF-ID stored in it’s own memory.

5. The Remote Device sends a request to the UICC Hosting Device for a B-TID. The Remote Device includes parameters NAF_ID and Device_ID in order for the UICC Hosting Device to be able to calculate a new Ks_(ext)_NAF and Ks_local_device key. 

6. If the UICC Hosting Device does not have a valid B-TID, then the UICC Hosting Device performs a new bootstrapping procedure. The UICC Hosting Device asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_ME – or a GBA_U - NAF Derivation procedure.
7. When the GBA run has been completed then the UICC provides a Ks_ext_NAF key to the UICC Hosting Device if GBA_U has been used; or the CK and IK to the UICC Hosting Device if GBA_ME has been used. If GBA_ME has been used, then the UICC Hosting Device further derives Ks and Ks_NAF.

8. The UICC Hosting Device calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally.

9. The UICC Hosting Device sends a response including the B-TID and NAF_ID to the Remote Device.
10. The Remote Device and the NAF Key Centre establishes a HTTPS tunnel with certificate based mutual authentication. Confer TS 33.222 section 5.5.
11. The Remote Device sends a “service request” message to the NAF Key Centre node in the mobile operator network. The message is sent within HTTPS tunnel.

The request contains the following payload: the identity (B_TID) and the Remote Device identifier (Device_ID) requiring the establishment of key Ks_local_device.
12. The NAF Key Centre contacts the BSF and sends the identity B_TID in a credential request. 
Editors Note: Authorization of the Remote Device in the NAF Key Centre is FFS.

13. The BSF returns the shared secret Ks_(ext)_NAF to the NAF Key Centre.

14. The NAF Key Centre calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally.
15. The NAF Key Centre sends within HTTPS tunnel a request response message to the Remote Device with the following payload: B-TID, Ks_local_device, Key Lifetime.
16. The Remote Device stores Ks_local_device and associated Key Lifetime.
17. The Remote Device sends a response to the UICC Hosting Device to indicate that the key establishment procedure is now completed. 
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Figure 4-2: Key establishment procedure 
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