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The IMS defines IPsec for the secure signaling between UEs and edge proxies. The security mechanism is negotiated using RFC 3329 SIP Security Agreement. However, the only mechanism allowed for negotiation in IMS is ipsec-3gpp. 

In order to support different client types in different access networks, TLS is required as an option for signaling security between the UE and the P-CSCF. TLS is meant to be used in tandem with SIP Digest and certificate based authentication. The support of TLS by the UE is optional and is based on the following advantages:

· TLS is the recommended security mechanism specified in RFC 3261.

· There is a general shift towards the use of TCP to better handle longer messages.

· TLS supports NAT traversal at the protocol layer.

· TLS is implemented at the application level instead of the kernel level, which provides some advantages such as easier support in multiple environments.

Server authentication in TLS requires the P-CSCF and the UE to support PKI features, such as certificate validation and certificate management. 
Adding support for TLS also leads to the consideration of TLS port assignments and TLS connection management. IMS TLS will use the standard SIP ports for UDP, TCP, and TLS. UEs negotiating optional TLS before SIP messaging connect to the SIPS port of 5061. Otherwise, UEs use the standard SIP UDP/TCP port of 5060 and then switch to TLS within the existing TCP connection. Requests and responses are performed according to procedures in http://www.ietf.org/internet-drafts/draft-ietf-sip-outbound-07.txt.

This architecture supports an optional TLS session prior to SIP signaling, if the UE and P-CSCF support it. This provides security on the initial register message. RFC 3329 headers are still used during the registration process, to provide security against bid-down attacks and maintain consistency with the existing IMS registration message flow.

Figure 1 shows signaling security negotiation during a successful register dialogue. Only signaling security headers are shown for simplicity.
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Figure 1 - Transport Security

To support TLS for signaling security between the UE and the P-CSCF, the IMS specifications must be enhanced to allow TLS as an optional SIP security mechanism to be negotiated. RFC 3329 includes TLS as a security mechanism that can be negotiated; thus the only change is to IMS specifications.

As shown, TLS capable UEs may negotiate server-side authenticated TLS before SIP messaging, for instance when a user requires privacy. RFC 3329 headers are used to negotiate signaling security during the SIP registration, to protect against bid-down attacks, and to maintain consistency with current IMS message flows. 

At a high-level, the impacts to IMS components are:

· UE must support the ability to negotiate TLS using RFC 3329;

· UE may establish TLS before SIP messaging;

· P-CSCF must support the ability to negotiate TLS using RFC 3329;

· P-CSCF may support TLS before SIP messaging.

UE Impacts

In order to support the negotiation of signaling security, UEs must support TLS as defined in RFC 2246. UEs must support the construction and interpretation of RFC 3329 headers containing the mechanism-name of 'tls'.

P-CSCF Impacts

The P-CSCF must be able to establish TLS sessions based on a request from a UE. The P-CSCF must not request UE certificates, as not all UEs will have certificates. The current CR proposed by CableLabs defines procedures that state if TLS is established, the P-CSCF will set integrity-protected=yes in Authorization headers. One alternative considered is to only set the integrity-protected flag=yes for re-authentications over an existing TLS session where the client has already been authenticated, or to consider new values for the integrity-protected flag. TLS is meant to be used for certificate authentication, where client authentication during TLS establishment is possible. If TLS is not established, the P-CSCF sets integrity-protected=no. These rules are in addition to the existing rules for IPsec establishment. 

The P-CSCF must support the RFC 3329 mechanism-name of 'tls'. 

Certificates must be validated according to RFC 3280.
