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1 Overview

The Open Mobile Alliance Mobile Broadcasting Services sub working group (OMA BAC BCAST) is working on broadcast services over IP, including service and content protection. Initial consistency review period will be finalised mid December 2006. The specifications are expected to be finalised in April 2007.
As we have communicated earlier, BCAST defines two profiles for service and content protection; the BCAST DRM profile and the BCAST Smartcard profile. The service and content protection solution for both DRM Profile and Smartcard Profile download protection of DCF is inspired from the mechanism in section 6.6.3 "Protection of download data" of [3GPP TS 33.246-680].
We have identified a consistency problem relating to the different use of the DRM 2.0 DRM Container Format (DCF) in DRM 2.0, in 3GPP MBMS, and in OMA BCAST. We will fix the problem between OMA DRM 2.0 and OMA BCAST 1.0. We outline the issue and suggest below two alternatives that MBMS could adopt and that would fix the problem also for MBMS in relation to OMA DRM and OMA BCAST. 

2 Proposal

OMA BAC BCAST is making great efforts at guaranteeing interoperability between DRM Profile and Smartcard Profile, but also at guaranteeing interoperability as much as possible with other fora. In particular, BCAST has three adaptation documents for operation over MBMS, BCMCS and IPDC over DVB-H networks. We have defined a BDS specific adaptation section that currently guarantees compatibility at the SRTP level. We are attempting to provide a similar compatibility with the use of DCF for protection of download data, both for service protection and also for content protection.

We have identified the following problems with the current MBMS solution:

· MBMS uses OMA DRM V2.0 fields to indicate the key-id, namely the RightsIssuerURL in the CommonHeader box. This breaks compatibility with OMA DRM V2.0.

· We also note that MBMS has differentiated the DCF file format through the use of minor version 0x00000003, while the current OMA DRM V2.0 minor version is 0x00000002.

· OMADRMSignatureBox has a 4CC code "odfssign" that exceeds four characters. We believe this is a mistake. Is SA3 aware of this issue, and has this possibly been corrected for Release 6 / 7 specifications? 

OMA BAC BCAST has sought guidance on this from the OMA BAC DLDRM group with which we collaborate on a regular basis. We have agreed on the following solution:

· Use of the ExtendedHeaders field to create new boxes that are ignored by OMA DRM V2.0 agents; one box for the DRM profile (4CC code “drmb”) and one for the Smartcard profile (4CC code “scpb”), which provide very similar functionality.
· The new boxes contain the following information

· keyID for DRM Profile or Smartcard Profile and potentially MBMS 

· Optional keyissuerURL used by DRM Profile or Smartcard Profile. It appears MBMS would not use this.

The use of the new boxes allows the existing OMA DRM V2.0 DCF file format to be respected, with the additional box providing all information for BCAST protection profiles.

DLDRM group and BCAST group would kindly request that SA3 consider this proposal as a solution to ensure interoperability between OMA DRM V2.0, OMA BCAST DRM Profile and Smartcard Profile and hopefully with 3GPP MBMS. The option for MBMS could be to use the OMA BCAST Smartcard profile box, complemented  by an identifier reserved for MBMS in OMA BAC BCAST specification. BCAST would be willing to open the Smartcard profile for that purpose. Alternatively, MBMS could use a separate box using a separate 4CC code, to be placed in the ExtendedHeaders field of DCF so as not break DRM V2.0 compatibility.

The following documents may be of use to better understand our specification:

OMA BCAST 1.0 Architecture Document:
http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/Permanent_documents/OMA-AD-BCAST-V1_0-20060329-D.zip
OMA BCAST 1.0 Service and Content Protection specification:
http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/Permanent_documents/OMA-TS-BCAST_SvcCntProtection-V1_0-20060412-D.zip
Agreed definition of two new boxes, for the DRM profile and the Smartcard profile:


" 

http://www.openmobilealliance.org/ftp/Public_documents/BAC/BCAST/2006/OMA-BCAST-2006-0954R04-CR_DRMv2.x_DCF_KeyID_box.zip



OMA BCAST kindly suggests that SA3 considers a change to your definition and to your way of using the DRM 2.0 DCF for protection of file transport in MBMS. The alternatives we suggest are
· Adopting the concept of the new Smartcard box, with an additional  identifier defined for MBMS 

· Definition of a separate MBMS specific box using a separate 4CC code, to be placed in the ExtendedHeaders field of DCF, similar to the concept of the new boxes
3 Requested Action(s)

OMA BAC BCAST and OMA BAC DLDRM kindly request to SA3:

· to consider the interoperability problem identified above
· to consider one of the two options for maintaining compatibility with OMA DRM V2.0 and OMA BCAST DRM Profile and Smartcard Profile, as outlined at the end of section 2
4 Conclusion

OMA BAC BCAST and OMA BAC DLDRM look forward to your reply. We thank you in advance for your response.
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