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Introduction

RAN3 thanks SA3 for the response on NDS/IP and S1 connectivity.
RAN3 discussed the matter in RAN3#54 but it was felt that additional clarification was needed from SA3 in order for RAN3 to further progress the work.

From S3-060834:

Action 2: Feedback/comment regarding RAN3’s concern on the relation between NDS/IP and IP Multicast transport 

Response: As such Multicast traffic should not be affected by IPsec although the IPsec setting will impact the processing power required at the tunnel ends. In the following possible options for using IPsec and Multicast are given together with pros and cons:

1. One point-to-multipoint IPsec SA: In this case same keying material has to be available at all endpoints involved in sending and receiving the multicast traffic. Each multicast packet goes through IPsec processing only once at the multicast root and is then sent as a multicast packet. The issue lies in distributing/establishing keying material with more than two endpoints because traditional IPsec key establishment method (IKE) does not allow point-to-multipoint key establishment. Some work would be needed by IETF and SA3 in this area.

2. Multiple point-to-point IPsec SAs: Here each multicast packets will have to be replicated for each sink of the multicast tree, and then processed via the per-sink IPsec SA, before being transmitted encapsulated in an unicast IPsec packet. Thus the router will require more processing power compared to point-to-multipoint, and transmitting a packet will consume more network bandwidth because the underlying transport of IPsec packets is unicast. This solution has however the advantage that key establishment for these many SAs can be done using current IKE standard.

3. Do not use IPsec for Multicast if security is not needed.

RAN3 is considering the use of IP multi-cast as a transport network optimization and reduction of MME processing load for the delivery of paging messages which are transferred from MME to eNodeB. 

Although option 3 in S3-060834 “Do not use IPsec for multicast if security is not needed” is a general possibility, RAN3 was feeling unsure if SA3 had analysed this option together with the specific combination of IP multi-cast for paging messages on the S1 interface.

In particular, RAN3 discussed the possibility for Denial Of Service attacks, in where an attacker by sending fake paging messages to a IP multi-cast group in a network where option 3 is employed, could create a service outage for a multiple of cells (all cells belonging to the same tracking area).

Actions
RAN3 would kindly ask SA3 to take the above into consideration, and answer the following questions:

· Has SA3 analysed the specific case of option 3 together with IP multi-cast for paging messages on S1?
· Under the assumption of usage of IP multi-cast for paging messages, can such paging messages be sent unprotected or will they need some type of protection? 
RAN3 is planning to take a decision on the usage of IP multi-cast for paging messages for the next meeting.
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