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Discussion
This contribution concerns the choice of the authentication mechanism for SAE/LTE architecture. Two potential authentication mechanisms are identified: UMTS AKA and EAP ER. During the last SA3 meetings, there were discussions to determine the most appropriate authentication mechanism. Mainly concerns were focused on performance issues, and flexibility regarding the handover between 3G and non 3G access networks. This document raises another aspect to take into account as part of the decision, about the consideration of 2G SIM cards in the SAE/LTE architecture scope.  
As reported during the SA plenary, SA3 WG recommended excluding the 2G SIM cards from the SAE/LTE architecture scope and no company objected to this statement. Nowadays 2G SIM cards still represent a real percentage of the smartcards and this for many operators. As SAE/LTE architecture deployment is planned in a few years (around 2011), and then it is really difficult to guarantee in a reliable way that 2G SIM cards won't be anymore of one's concerns. As this statement depends highly on operators' deployment constraints then it is really difficult to ensure that 2G SIM cards won't be concerned by the LTE core network once the deployment will be launched. 
The statement excluding 2G SIM cards of the SAE/LTE architecture scope is directly related to business cases and companies specifically operators have to manifest in case of doubts regarding this issue. We strongly believe that 2G SIM cards will still represent a significant portion of the smartcards owned by operators at the launch time of the SAE/LTE architecture. 
As 2G SIM cards stand a good chance of being part of the smartcards owned by operators then it should be clarified and stated that they are considered in the SAE/LTE architecture scope. That way related specifications rely on this statement, and can build reliable and consistent technical solutions. This would enable to avoid unexpected additional requirements once specifications are finalized that may lead to quick and unreliable solutions. As specifications regarding SAE/LTE architecture are ongoing, this statement should be raised now so that technical solutions consider this feature as soon as possible.
Considering 2G SIM cards as part of the SAE/LTE architecture scope, the following section outlines whether both UMTS AKA and EAP ER can fulfil the requirement for handling 2G SIM cards.
· UMTS AKA: planned for USIM applications only. However it is possible to take into account 2G SIM cards relying on the GSM authentication mechanisms, with credential conversion algorithms cf. section 8.2 of [1]. Indeed for a GSM based authentication to UTRAN, once authentication and agreement are successful and lead to the generation of GSM cipher key Kc, UMTS keys (IK and CK) are derived by using standardized conversion functions cf. section 8.2 of [1].
       A first alternative would be to rely on these existing conversion algorithms. Then terminals with 2G SIM cards would be able to connect to an SAE/LTE core network, using GSM authentication mechanism, and credential conversion algorithms. However this procedure is not reliable as derived UMTS session keys do not have the same entropy as session keys generated thanks to a complete UMTS AKA authentication procedure. This leads to a degraded mode for the security features, and should be avoided for the definition of a complete new architecture. Cryptographic strength of keys derived from one GSM cipher key will likely be extremely weak by time SAE/LTE architecture as exhaustive search will likely be possible with quite low cost. 
By the way NIST recommendation [2] from December, 2005 advises to phase out 80 bits key ciphering before 2010. 3G handsets with 2G SIM cards will be able to provide only 54 long key, which would not follow this suggestion.

Then the definition of new and enhanced conversion algorithms and protocols could be considered. This would imply some specification and development work.
· EAP ER: IETF has specified EAP SIM as a solution for authentication mechanism regarding 2G SIM cards cf. RFC 4186 and 3748.
EAP SIM relies on the same authentication algorithms used in GSM: A3 and A8. Unlike standard GSM authentication, EAP SIM gives the possibility to take into account n (usually from 2 up to 3) triplets (Kc, RAND, SRES) issued by the authentication algorithm for the generation of the master key material, thus providing sufficient entropy. By the way the specifications mandate to use "fresh" triplets to avoid replay attacks for instance. The master key material generation then relies on different random values RAND and leads to a stronger key material, from which master key is then derived. 
Even if the key material is generated from several key materials issued from the different triplets, the real strength of the key material is not really similar to a 128 long key as reported by different studies on the subject e.g. [3] but still remains more reliable than keys issued from conversion functions, cf. previous solution. 
[1]: 3GPP TS 33.102

[2]: http://csrc.nist.gov/ispab/2005-12/ISPAB-Minutes-Dec2005.pdf
[3]: http://www3.ietf.org/proceedings/03jul/slides/eap-13.pdf  
Conclusions

We propose to include the 2G SIM cards in the SAE/LTE architecture scope, and to take into account this feature for any further discussion regarding the UMT AKA / EAP ER authentication mechanism decision.
SA plenary and other WGs should be advised adequately.
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