3GPP TSG SA WG3 Security — SA3#44 
S3-060566
11 – 14 July, 2006 Tallinn, Estonia
Title:
Reply LS to "LS on User and Control Plane Security Layer for E-UTRAN

"

Response to:

S3-060419 (R2-061793)




Release:
Rel-7
Work Item:


Source:
SA3
To:
RAN2
CC:
none
Contact Person:


Name:
Karl Norrman
Tel. Number:
+46 8 4044502
E-mail Address:
karl.norrman@ericsson.com
Attachments:
S3-060564
SA3 thanks RAN2 for the LS sent in S3-060419 (R2-061793), and below provides answers to the questions asked in that document.
Q1: "In which order need integrity protection and ciphering be applied?" 

A1: The choice for the order of integrity protection and confidentiality protection is usually more based on considerations like implementation effectiveness and simplicity of protocol design, than on theoretical cryptography reasons. SA3 notes that there has been theoretical work done on the problem, and that either order can be made secure according to the current knowledge of SA3. There are examples of both orders in protocols that are commonly regarded as secure, e.g., UMTS RRC and IPsec ESP.
Q2: "If integrity protection should be applied before ciphering, should the MAC-I be ciphered?"

A2: The output of the MAC-I function shall be indistinguishable from a random value, and shall not reveal any useful information about the message it is protecting. Hence, there is no need to encrypt the MAC-I for security reasons. However, if it simplifies, e.g., the protocol design or implementation, there is no harm in encrypting also the MAC-I.
Q3: "Do the same principles for integrity protection and ciphering used in Rel-6 apply to E-UTRAN or are improvements required? If so, which?"
A3: SA3 has agreed on that the network shall support 128-bit integrity/confidentiality keys and shall be prepared to support 256-bit keys. This may have implications on RAN protocols that transport these keys. SA3 refers RAN2 to Section 10.1.1 of the latest version of SA3's document "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution", which can be found in S3-060564. 

This is the, by SA3 so far, only agreed improvement, directly affecting to integrity protection and ciphering. 
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