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3GPP SA3 thanks SA2 for their LS S2-062008/S3-060531. SA3 would like to provide an answer to the following SA2 question:
SA2 kindly requests to clarify, if above scenario, where a device could act as a router, directly routing traffic coming out of the network of one service provider into the network of the other service provider can be seen as potential security threat.

There is no specific threat stemming from the fact that a device is connected to two different service providers (or home network operators). An operator needs to treat any traffic from a customer's device with care, because the device is not controlled by the operator. So there is no additional threat to one operator, if a customer's device is also connected to a second operator.

However, there is a generic threat to customers when their device is connected to more than one IP network, and trust and security level of those networks differ. A typical example would be a customer connected to a corporate network via one IP interface and to the Internet via another IP interface. This scenario, but related to multiple PDP contexts, has been extensively discussed throughout 2003 between SA3 and SA2. Final consensus was that device-based measures should be used (e.g. personal firewall) to mitigate the threat, but they should be complemented by network-based measures if easily possible. For the case of multiple PDP contexts, a countermeasure could be implemented on the network side when only one network operator is involved, and this eventually resulted in a CR to TS 23.060 (S2-034327).
There is no generic network-based method to protect a customer that connects to multiple IP networks and/or to multiple service providers. These customers need to rely on device-based security measures. It should be remembered, however, that in a 3GPP system there is only one home network per subscription. 
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