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3GPP SA3 thanks ITU-T SG for their LS COM 17–LS 107–E/S3-060417. SA3 would like to provide feedback on SOAP message filtering in the MWSSG (Mobile Web Services Security G/W) proposed by ITU-T SG.
Even though 3GPP does not specify where to insert firewalls within an operator's network, we can confirm that it is justified to place the MWSSG in a network as indicated in the ITU TD 2366 document. In general, it is recommended to filter any input from a user's terminal using a firewall or application layer gateway before it is processed by an application server.
Furthermore it was noted that the MWSSG terminates the TLS connection from the user terminal, which is a prerequisite to perform any filtering. We would like to point out that it would be beneficial to align the related key management in the MWSSG with a key management already existing in the network and, in particular, in the user's terminal. This also allows to ensure that all identities used on different protocol layers belong to the same user. We would like to mention that 3GPP defined a Generic Authentication Architecture (3GPP TR 33.919) and an interworking of this GAA with Liberty Alliance Security (3GPP TR 33.980) that might be useful in this respect.
2. Actions:
none
3. Date of Next TSG-SA3 Meetings:
SA3#45   
31st Oct – 3rd Nov 2006
USA
