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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by EF3.
2
Agreement of the agenda and meeting objectives

TD S3‑060188 contained the draft Agenda for SA WG3 meeting #43. This was introduced by the SA WG3 Chairman and was reviewed. 
The meeting objectives were:

· A major objective is to ensure a close and smooth co-operation and coordination with TISPAN WG7 also in the future;

· Another major objective is to make sure that we have sufficient progress in all those Release 7 work items where very tight time constraints exist. 

The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).

3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which are reflected in the document list.

4
Meeting reports

4.1
Approval of the report of SA3#43
TD S3‑060189 contained the Draft Report of SA WG3 meeting #42. There were some comments to the report and it was revised to TD S3-060333 and was approved.
AP 42.01
Mr. Rajadurai Rajavelsamy to initiate another email discussion on TDoc S3-060084. If it turns out that the activity is low, then the recommendation in this document be could the best solution.

Closed:
There is a liaison statement in TD S3-060246.
AP 42.02
Silke Holtmanns to kick off an email discussion regarding privacy on GBA based on documents TD S3-060124 and TD S3-060130.

Closed:
The email discussion did not lead to a clear decision. There are several inputs, but the action was concluded in terms of starting an email discussion.
AP 42.03
Anand Prasad to collect comments on TD S3-060082 for the next meeting. 

Closed:
The report in TD S3-060228 and the CR was in TD S3-060229.
AP 42.04
Dajiang Zhang to create a living document on the LTE/SAE security review for use in SA3 to document what was decided in this meeting. This draft is due 17/2/06 and comments to be provided by the 24/2/06. Comments will be incorporated and the baseline document will provide on 27/2/06.

Closed:
The result is provided in TD S3-060191.
AP 42.05
MCC to communicate to SA1 that further progress has been made on the new WI Key establishment for the secure channel. It was indicated that for WLAN a device can borrow the identity of the USIM, but that there shall be a detection mechanism to ensure that there is still a relationship still with the UICC.

Closed:
Duly communicated. 
AP 42.06
Marc Blommaert and All to identify which TSs refer to Kc and see how the change in the length of Kc would affect the TS. This should be documented and reported back to the next meeting.

Closed:
The report back with the summary was in TD S3-060277.
AP 42.07
MCC to check if CT4 agrees to send the Technical Report on feasibility of the implementation for Network domain security. If not, then the paragraph referring to this in the cover sheet needs to be removed prior to presentation to SA.

Closed:
CT4 did agree to do this. The paragraph was left in.
AP 42.08
All to provide comments on the SA3 workplan items in TD S3-060006 by 1st March.

Closed:
Comments were received and put into the workplan.
AP 42.09
Bengt Sahlin to provide a draft by 24th February, comments should be provided by 3rd March. The comments to be incorporated by 7th March. Checking to be done by 10th March. Final version to be provided by 14th March.

Closed:
A liaison statement was provided but there was 
4.2
Report from SA#30
TD S3‑060190 Report from SA#31 plenary. This was introduced by the SA WG3 Chairman and had been sent to the SA WG3 e-mail list after TSG SA meeting #31. The report was noted.
It was noted that regarding the consistent use of either “2G GBA” or “2G_GBA” that the TSs use 2G GBA consistently. 

It was commented that there was an action to SA3. It was reported that the security aspects of the Work Item on "USSD message delivery and transfer to USIM" had been covered in TS 31.115 for release 7.

It was noted that the UEA2 and UIA2 algorithms were not presented to SA, but the design and evaluation report TR 35.919 was submitted for information in SA plenary and was noted. Subsequent to SA a request was made by the GSM Association to allow the release of the algorithms. It was noted by Mr Brookson that an arrangement had been made to allow the GSM Association to post the algorithms on their GSM World site and he reported that this had been done. Permission to do so had been obtained from the Irish authorities. For the moment, the algorithms would not be available on the 3GPP site until permission is received from the French Authorities. At the last SA meeting, the chairman indicated that he would expect the algorithms to be made available at SA #32 for approval. Since the algorithms had been published in the GSMA site, a compromise was reached whereby the 3GPP TSs would point to the appropriate documents on the GSMA website. The status of the presentation to #32 SA was pending.
4.3
LI meeting in Tbilisi, Georgia
TD S3-060100 contained the report of the last meeting of LI held in Las Vegas, USA from 18-20 October, 2005. It was not available at meeting #42 and so it was submitted to this meeting. It was approved 
The CRs from LI were provided at the last meeting and were dealt with then. 
It was noted that Brye Bonner will no longer be the chairman and elections will be held at the next meeting. Also, the secretary Rupert Thoroughgood will also be retiring; there is currently no replacement for the secretary.

5
Reports and Liaisons from other groups

5.1
3GPP working groups

TD S3-060203 a reply LS on Identification of the authentication domains by the HLR from CT4 (C4-060425). CT4 is answering the SA2 LS on Identification of the authentication domains by the HLR. CT4 have agreed on the indicated change as a useful addition that will be helpful to specific implementations of the HSS (namely, those with an internal MAP interface to the HLR part of the HSS). However, given that the reserved values are not used in any interface between different functions of the architecture, CT4 believe that the change to Release 6 could be avoided. A reservation of these values in Release 7 seems to be in all respects equivalent to the reservation in previous releases since, once agreed, these values will not be used for anything else and it will be possible to use it for any HLR with this specific implementation. 

CT4 is asking SA3 to review the conclusions from CT4 and check if it is acceptable to make this change only in Release 7. If it is not acceptable, CT4 kindly asks SA3 to provide a case of frequent and serious mis‑operation that could be used to justify the approval of the CR to the frozen Rel‑6 specification.

The meeting agreed that the conclusion of CT4 was acceptable. This will be informed back to CT4 since it was thought that the LS did not imply a reply was necessary if it was acceptable. 
AP 43.01
Karl Norrman to contact the contact person from CT4 listed in TD S3-060203 and inform him that the conclusions from CT4 are acceptable. 
TD S3-060205 contained a response to ITU-R WP8F on PDNR ITU-R M [IP CHAR] from RAN (RT-060002). ITU-R WP8F is developing a deliverable (M.[IP CHAR]) on the essential technical and operational high level characteristics required in mobile systems to support IP applications. Based on the discussion at RAN#30, it was decided that 3GPP WGs would review M.[IP CHAR] during their February meetings.
The action on SA3 (amongst others) was to check the attachment. It was asked if the document 333 has been updated since the RAN meeting in March. It was agreed to check this (see below). Another question was what the relevance of this document was to SA3. It was not known although section 7 deals with security. Another comment that the scatter-gun approach of sending this to all 3GPP groups without looking at its relevance to that group is not conducive efficiency. Also, it was noted that this is the first time it has been seen on the eve of its adoption. 

Regarding the first question, it was reported that SA has sent a document to the ITU in SP-060199. A further review will take place at TSG level. If working groups need to be involved in the second review, they will be contacted directly by SA. Hence, there is no need for SA3 to review this document. It was noted.
TD S3-060207 contained a reply LS on 'Change of originating and terminating terminal terminology' from SA1 (S1-060233). SA1 is aware that CT1 has made changes in response to the LS from TISPAN. Based on the discussion in SA1, CT1 is being asked to undo the changes. It was noted; See also section 6.0. 
5.2
IETF

It was reported that there is a move to replace existing SHA-1 with SHA-256. Another comment that the internet draft regarding the roll-over counter still has some way to go before completions. It was added late as a dependency and is a candidate for being late. The name of the MBMS related internet draft that is currently in IETF editor's queue is The Key ID Information Type for the General Extension Payload in MIKEY <draft-ietf-msec-newtype-keyid-05.txt> (http://www.ietf.org/internet-drafts/draft-ietf-msec-newtype-keyid-05.txt). This document supports a requirement from the 3GPP MBMS architecture. It defines a new type within the General Extension Payload of MIKEY (which is specified in RFC 3830) to support a sub-payload to specify the Key ID type.
5.3
ETSI SAGE
There was nothing to report from SAGE. 
5.4
GSMA

Charles Brookson presented the work of GSM Association Security Group.
Charles Brookson said that the next meeting of GSMA SG was the 18-19 May in Oslo. One meeting had taken place in London since the last SA3.

Topics had included A5/2 issues, the action and communication plan for withdrawal and statement have been submitted to SA3 for information. It had been agreed with all interested parties that the new 3GPP draft algorithms would be published on the GSMA (www.gsmworld.com) website. In addition topics had been SMS and MMS spam, and progress on the 2006 work plan items (topics previously mentioned to SA3). It was noted that reports viruses and Trojans were increasing on mobile phones. An interesting variation was Flexispy (www.flexispy.com) which allowed user and call information to be monitored on the mobile.

5.5
3GPP2

Mr Anand Palanigounder reported that there was no major activity to report. 
5.6
OMA

There was no report from OMA.
5.7
TR-45 AHAG

There was no report from AHAG. It is possible a joint session will be held at the next SA3 meeting in North America. This will be confirmed.
5.8
TCG

Dr Silke Holtmanns gave a report on the TCG activities:
- 
Latest TCG Meeting was in Kauai in 28.3.2006 - 31.3.2006

- 
TCG MPWG specification work has continued with good progress in 2006

-
Consensus now on detailed description of commands

-
Pretty much all "text" written, what remains is cleaning, synching, fixing bugs and removing redundancies.

- Specification grew unwieldy and the MPWG decided to split it.

 - Final names have not yet been chosen, but the scopes are to be:
-
"Commands and Structures" 

-
Normative definition of a MPWG "mobile tpm" commands
-
"Reference Architecture" 

-
Description (partly normative) of a compliant embedding architecture

- Objective is still aiming for releasing a spec end-of-01H06, but releasing both looks very challenging due to increased work.

- Next Meeting is in June 2006 in Barcelona
 5.9
Other groups

TD S3-060244 contained (It was noted that TD S3-060242 and TD S3-060243 were allocated due to an error in ADN) a liaison statement from the IEEE (802.11-06/0344r2). This Liaison addresses comments and questions received from 3GPP SA2 and SA3, originally regarding the requirements of IEEE 802.11 Task Group u (Interworking with External Networks). 
It was noted that the liaison statement sent from SA3 in TD S3-050845 may have been misinterpreted by SA2. It was proposed that it is indicate to the ITU that the view of SA3 is correct and that interpretation of SA2 is erroneous. The response was provided in TD S3-060335. The liaison statement from the ITU indicated that a face-to-face meeting may be required. It was not thought that SA3 could accommodate the dates proposed by the ITU, but perhaps they could be invited to an SA3 meeting. It was agreed to send this liaison statement. 
TD S3-060296 contained a presentation on Security Architecture for WiMAX. The presentations meant to serve as a basis for future discussions in 3GPP in the context of SAE/LTE, specifically:
-
To provide an overview of the current security architecture developed by the WiMAX Forum Networking Group to SA3

-
To provide input for future SAE security discussion as WiMAX is expected to become an important non-3GPP radio access technology

-
To discuss iWLAN (Scenarios 2 and 3) mapping to WiMAX networks, and related issues

The overall goal is to improve interworking of WiMAX with future 3GPP networks within the frame of SAE. To support this, the presentation is meant to start discussion in SA3 on the related security aspects.
It was commented on slide 14 that there does not appear to be a mechanism to protect the identity of the device. This could be equivalent to protection of the IMEI. It was noted that currently this falls outside the scope of WiMAX; this could lead to some problems in the future. 
It was asked if there is a direct path between the Home AAA server and the FA. The answer was yes, but there may be AAA proxy servers in between. Also, on slide 22 there is a link R6 between the WLAN AP and the FA and it was asked if this was secure. The answer was that this is still under specification, but that it probably needs to be secured. 
On slide 26 it was noted that the IPSec tunnel appears to be proposed for deletion. SA3 relies on this and it was questioned. The answer was that this is what is being proposed, but is for further discussion. Another point (on slide 27) was the independence of the scenarios. SA3 makes the assumption that they are independent and the slide implies not. 

It was asked if there is any work on LI in WiMAX. The answer was that there does not appear to be any, but that this may not be the case. 

The chairman thanked the representative from WiMAX and the presentation was noted. 

6
Joint session with TISPAN WG 7
TD S3-060195 contained a liaison statement endorsing the joint meeting during SA3#43 in Athens and provides some terms of reference for the meeting. It was noted.
TD S3-060206 contained a Reply LS on UE definition to accommodate IMS and TISPAN from SA1 (S1-060189). SA1 has concerns regarding modification of 21.905 as outlined by in the CR from TISPAN and believes that modifying the TR in such a fashion would be inappropriate. This was seen in SA #32 and resulted in a liaison statement in TD S3-060332.
The liaison statement indicated a number of recommendations on how to handle this work (four in all) and all groups were asked to take them into account. It was noted. 
TD S3-060304 contained a liaison statement on Authentication mechanisms to IMS from SA (SP-060235). With respect to the two alternatives to document NASS-bundled IMS authentication 3GPP SA recommends alternative 1 of SP-060162, namely to document both stage 2 and stage 3 in a 3GPP SA3 TR. It is believed by SA that this way the consistency of IMS can be best achieved. Both a dedicated TR and the extension of the Early IMS TR 33.978 were considered but it is left to the discretion of 3GPP SA3 how to document it. The documentation of NASS-bundled authentication procedures in 3GPP normative stage 3 specs is inappropriate.
The chairman of WG7 indicated that it is unfortunate for TISPAN that a member has sent the liaison statements in the name of TISPAN without the authority of TISPAN. This notwithstanding, the NASS bundled authentication is already in TISPAN published document(s).

Regarding this, security requirements for NASS-IMS bundled authentication and a threat analysis is already documented in published WG7 deliverables. NASS-IMS bundled authentication is documented as a short term solution. For long term solutions the ISIM in UICC is to be used. 

Note: WG3 has documented stage 3 NASS-IMS bundled in TS deliverables. 

It was asked how long short term is. It was answered that the limit of NASS bundled in that it can only be used under a certain set of assumptions, will force the migration. In addition, it was commented that NASS bundling was never intended to be the long term solution and that it was always the intention of TISPAN WG7 to work on the endorsement principle of 3GPP TSs. It was asked if this is the view of TISPAN as a whole. The answer was yes, and this is documented in TS 187 001 and the TS resulting from WI number 01025.

The second bullet in the liaison statement from SA needs to be fulfilled also in the short term:

2
As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.

It was asked how this could be fulfilled. The answer was that this is something that TISPAN WG7 and SA3 need to work together on. However, it was noted that there are possibilities to fix this incompatibility in the future for release two. 
The meeting moved on to the procedure to move forward. Maybe a guideline TR for the co-existence of the two solutions (or indeed more from other parties) could be the way forward. It was commented that the NASS bundled authentication issue has been discussed to death and is essentially solved in that it should disappear as soon as possible. But there is another point in the LS from SA; probably the fourth bullet is more important:

4
Access independence is a key concept of the IMS. In order to achieve convergence this concept must be preserved. Therefore both 3GPP and non-3GPP IMS specifications / systems should consider IMS-AKA as the authentication of choice and other mechanisms only as preliminary.

The TISPAN WG7 chair stated on behalf of WG7 that WG7 needs to study the solution presented in S3-060298 (3GPP solution for IMS security extensions to enable NAT traversal) regarding the UDP encapsulated IPsec solution to ensure that it works for TISPAN. If the solution is compatible, then, yes, TISPAN considers this as the long-term solution also for fixed broadband access. 
Another point was that the specification and deployment issues are getting confused here. Essentially, there should be one IMS which can be applied to any number of domains. The point was made that NASS bundled authentication cannot support 3G IMS subscribers. It was agreed that NASS bundled authentication and early IMS are not compatible, as currently specified, but it was further commented that early IMS and full IMS can co-exist and there is no reason why this cannot be extended to NASS bundled authentication. 

The point of this work is fixed-mobile convergence and this is what the two groups should work towards. However, it was commented that some companies do not want NASS bundled authentication. It was asked if these companies would resist the move to try and have these co-exist on the same S-CSCF and the succinct answer was that as long as it does not undermine 3G security. Of course, at the end of the day, when all is said and done, there is no analysis as to whether this is possible. It was stated that a technical solution is likely to be possible, but what needs to be solved is the joint working procedures between SA3 and WG7 to ensure that the work is done efficiently and effectively. 
Another point was that SA3 does appear to be allowing all sorts of authentication mechanisms including username and passwords or even soft ISIMs. These were extensively discussed in SA3 and it was originally agreed that they would not be documented in 3GPP TSs. 

The document from CableLabs highlighted the need for some flexibility to encompass other organisations that are using IMS. The discussion document was provided in TD S3-060230. To follow up on the presentation of CableLabs high-level requirements at the February SA3 meeting, this informational document provides more detail on the security requirements. 
It was noted in the presentation that there is a solution that implies a soft ISIM. It was clarified that this term has not been used, but essentially some other mechanism would be adopted. This caused a comment that this is not something that SA3 should really re-discuss. The decision was made and should not be re-opened. The answer was that this document was intended to elicit comments and that CableLabs would like to work with SA3 in order to solve this problem of legacy equipment. 
Another comment was that the architecture in the document is a proposal by CableLabs and it has not yet been agreed in SA2. One of the first steps would be a requirements document and a threat analysis. This will be taken back to the cable operators. It was also noted that hardware clients are being shipped with digital certificates. It was answered that this was some future proofing put into the hardware and it was answered that CableLabs are looking in to ways to use these in conjunction with SA3. It was clarified that the certificates are X.509. Another clarification was that there will be a release soon of CableLabs specifications and these will be public. 
It was concluded that this document represents a starting point and SA3 neither endorses nor rejects the authentication mechanisms in it. But it was reiterated that this is a good example for the need to a flexible approach to other mechanisms for authentication in IMS.

On NASS bundled authentication, it a proposed way forward was that:
1
the five principles in the LS in TD S3-060304 should be endorsed and, although the long term solution will be 33.203, other mechanisms may be adopted in the interim;

2
each authentication mechanism has a home in either TISPAN or 3GPP,


(on this point, the joint meeting agreed that NBA should be documented in a dedicated TISPAN document, but that this needed confirmation from TISPAN. WG7 took an action to confirm this with TISPAN. Furthermore, it was agreed that the responsible groups should forward all relevant CRs to the other group for comment);

3
an analysis of the authentication mechanisms should be made and this should be put into a TR (33.8xx in the beginning) to document the result on compatibility issues with release 1 of TISPAN - this may result on CRs to the TISPAN TSs using a CR procedure similar to that used in 3GPP;

4
a 33.9xx TR is provided in order to document how the authentication mechanisms can work together;

5
in the meantime, some mechanism is devised by which SA3 can have access to TISPAN documentation.


This was agreed as a way forward in principle. It would be nice if CableLabs can adopt the same process, but this would be taken back to the CableLabs groups. 
On the single document for NBA, it was commented that this would need to be taken back to WG3. In principle, there was agreement in WG7, but this will need to be discussed with WG3. It was agreed that WG7 would take this back as a proposal.
Miss Sylvie Fouquet was volunteered to look after the 33.8xx series TR named “Compatibility of IMS access authentication mechanisms”. A first draft was provided in TD S3-060385. It was noted.
6.1 
NASS-bundled authentication (incl. presentation from WG7)
TD S3-060350 contained a presentation on Issues with Coexistence between NASS bundled authentication (NBA) and Early IMS Security (EIS). This is was a revision of TD S3-060192 (10bTD070). During TISPAN #10 there were discussions in WG7 regarding the consistency between NASS-IMS bundled authentication and other solutions: Early IMS (EIS), IMS authentication, and NASS-IMS bundled (NBA). A drafting group created a contribution showing the scenarios and where each of the solutions work at simplified and detailed level to see if they can coexist. An initial drafting session on this topic was held at TISPAN10, and the output can be found in 10TD281. The draft produced during TISPAN#10 has been distributed on the mailing list for comments by February 20th, followed by two weeks for comments. The final revised version is attached to this TD. This contribution intends to clearly expose the differences between the three scenarios and the sets of limitations/assumptions for use of each.

There was a question on the last slide regarding user differentiation and if this is a limitation that does exist or one that is being solved. The answer was yes it does exist, but there is work in WG7 to solve this. There does not appear to be a solution at this time. 
There was as comment that for the standard, IMS will not be available unless an ISIM in a UICC is somewhere in the chain. It is possible, however, to have access with another security mechanism and in this case the long term solution may not arrive. This is something that will be left up to the market. It was clarified that there is a long term plan and this involves full IMS as well as early IMS.
In conclusion, the issues on the last two slides should be used as a basis for the 33.8xx TR. The presentation was noted.
The next contribution was provided in TD S3-060349 from Nokia. This was a revision of TD S3-060248. One of the listed issues is the handling of the network deployment scenario when both NASS-bundled Authentication (NBA)-aware and NBA-not-aware P-CSCFs are present in the network that is the focus of this contribution. The fraud scenario is discussed in more detail in the attached presentation slide set. Two solutions for this problem are also proposed.

The meeting proceeded to TD S3-060294 which contained an alternative proposal. It contained a number of questions that are directed at TISPAN WG7. It was agreed that these questions will be brought to TISPAN. It was asked how a P-CSCF could distinguish between authentication schemes. Essentially the question is if there is a trusted link between the P-CSCF and the S-CSCF. Indeed, can a P-CSCF be in a visited network? This is an issue that needs to be clarified as there appears to be some indecision in TISPAN. The answer given by WG7 was that no, it could not. 

TD S3-060270 contained a further discussion document on the coexistence of NBA and Early IMS from Huawei with yet another proposal. There was some doubt if the first bullets in 2.1.1 and 2.1.2 are a reasonable approach. The answer was that it is not feasible for all P-CSCFs are compliant to NBA. 
TD S3-060302 contained a discussion document on determining authentication schemes in S-CSCF. 
So TD S3-060349, TD S3-060294 TD S3-060270 and TD S3-060302 were passed to TISPAN WG7 (in conjunction with WG3) for some discussion and some proposals for a way forward. It was proposed to have each of these documents inserted into the proposed TR in the appropriate place based on the structure from the presentation from TISPAN in TD S3-060350. 

They were noted for the purposes of SA3. Comments should be provided on the mailing list or via a company delegate from WG7.
6.2
NAT/FW traversal issues (incl. presentation from SA3)
TD S3-060298 contained a presentation on 3GPP solution for IMS security extensions to enable NAT traversal. It was noted for information.
6.3
Other issues
TD S3-060202 contained a proposal for IMS Rel-7 User Plane Security. Up to now, no solution for bearer-independent user plane security could be envisaged for 3GPP Rel-7 IMS. With the control plane security being on a good track now it is about time to address the user plane in order to meet the Rel-7 time frame. There was a proposal in S3-050501, but SA3 concluded in the discussions that any approach involving one or more central network elements and transitive trust relations (user – operator –operator – user) to provide UP security will cause a lot of effort and cost without providing real benefits to users in terms of end to end security. This document proposes a new way to provide user plane security in a both open and user-friendly way using the ZRTP Internet-Draft; i.e. voice recognition. There was some concern that this approach is not as secure as it could be.
There was a commenting document in TD S3-060327 from Ericsson. The general feedback was that SA3 should collect a set of basic requirements for user plane security, keep close co-operation with other SDOs and start a feasibility study to look at different solutions. There was some support with the approach illustrated by Ericsson. It was commented that there is a parallel approach in TISPAN also. 
In document TD S3-050501, there was an issue related to end-to-end encryption and it was asked if these would go away. The answer was no, but what the new proposal from T-Mobile does do is provide end-to-end security. What needs to be done is to determine if this is a requirement. 
Both documents were noted and contributions invited. If TISPAN has anything report on this, SA3 would welcome a liaison statement. 
7
Work areas

7.1
IP multimedia subsystem (IMS)

7.1.1
TS 33.203 issues

TD S3-060197 contained a liaison statement on the Realm parameter in WWW Authenticate and Authorization header from CT1 (C1-060504). CT1 has discussed the usage of the Realm parameter during the user authentication procedure and what happens in case of a UE having no ISIM application on the UICC. It is suggested that the UE uses a realm that is derived from the IMSI and two proposals are being put forward. 
TD S3-060318 contained some comments to S3-060197 from Siemens. The two solutions in the liaison statement are dealt with. The conclusion was that both solutions presented by CT1 appear to be equivalent from a security point of view. The modified solution 2 seems closer to the text of RFC 2617. Solution 2 also seems to have a certain implementation-related advantage. It was suggested that CT1 takes the final decision between the alternatives. 
It was decided that a liaison statement in reply should be sent and a proposal based on TD S3-060318 in TD S3-060351. It was agreed to send this liaison statement. 
TD S3-060199 contained a liaison statement on the use of temporary public user identity in registration procedures from CT1 (C1-060619). CT1 has been discussing temporary public user identity in registration procedures and there was a proposed CR to restrict the use of the temporary public user identity to initial registration procedures, if the temporary public user identity is barred upon successful registration. It was proposed that one of the implicitly registered public user identities shall be used for subsequent registration procedures, but using a different public user identity in subsequent registration procedures would break the procedures described in RFC 3261. Rather than change TS 24.229, CT1 is asking SA3 to change the use of public user identities in the REGISTER request as required by RFC 3261 and to examine the use of the temporary public user identity in all registration procedures when the UICC does not have an ISIM.
It was noted that the reason why the stage 2 restricted the sending of the identities was not clear. In full IMS IP-Sec is used and so this is not an issue. Hence, it was suggested that the stage 2 be brought in line with the stage 3. This approach was agreed by the meeting. A short reply was provided in TD S3-060352. It is possible that some CR would be required for the early IMS implementation TR, but it was decided to wait until a response is received from SA2. It was agreed to send this liaison statement. 
TD S3-060218 contained a CR to 33.203 on correction to the description of network hiding (R7) (Huawei). In latest version of specification 23.228, IBCF is added to IMS specification. THIG will be incorporated into IBCF. However, specification 33.203 has not reflected the change. In order to keep in line with 23.228, the related description in specification 33.203 should be changed in order to keep in line with 23.228. There were some issues with the cover page. It was asked if I-CSCF is for signalling only and the answer was yes. The follow question was if IBCF is for media as well as signalling. The answer was yes. It was revised to TD S3-060353 and then to TD S3-060358 and it was agreed to be sent to SA for approval as CR 092.
TD S3-060299 contained a discussion document on security Header Parsing in IMS (Qualcomm Europe). Annex H of TS 33.203 defines the BNF of three new SIP headers, namely, Security-Client, Security-Server and Security-Verify. All these three headers have the same syntax. However, the use of these three headers is totally different. SA3 is requested to study the problem and add text to 33.203 that clarifies how the UE and the P-CSCF should parse the Security-Server and the Security-Client header contents respectively, when they contain fields that occur multiple times.
It was noted that the compact form is not compliant to the requirement in section 7.3.1. It was asked if the error is in the syntax as defined in the RFC or in the way that 3GPP makes of it. It was clarified that it is the way 3GPP uses it. It was decided that this should be checked with the RFC to ensure that there is an ambiguity. This was done off-line. There was a suggestion to involve CT1. Delegates were asked to contact their CT1 delegates to discuss it.
7.1.2
Security for early IMS

7.2
Network domain security: TCAP layer (NDS/TCAPsec)

TD S3-060237 contained a CR to TS 33.204(Rel-7) to remove detailed SSN numbering. It was revised to TD S3-060336 and it was agreed to be sent to SA for approval as CR 001.
TD S3-060238 contained a CR to TS 33.204(Rel-7) regarding the updating references to Stage 3 and removing the Editor’s Note. It was revised to TD S3-060337 and it was agreed to be sent to SA for approval as CR 002.

TD S3-060307 contained a CR to 33.204 (Rel-7) on the clarification of message routing between PLMNs. It was revised to TD S3-060338 and it was agreed to be sent to SA for approval as CR 003.

7.3
Network domain security: IP layer (NDS/IP)

TD S3-060291 contained a CR to TS 33.210 (Rel-7): Checking the validity of DiameterIdentity. This CR adds the requirement for checking the validity of DiameterIdentity for relevant cases is added to the specification. If this CR is agreed in SA3, then a corresponding CR to CT4 will be sent.
There was some confusion as to what the threat for this really was and if it adds extra security. The most dangerous situation is when this application is being used as a third party server. If this is the case, then this change is required. Pehaps is would be better to send a liaison statement to SA2 to ask. Another way out of this is to restrict the requirement of this CR to the cases when the application server is not the operator’s application server. 
It was decided to send a liaison statement to SA2. This was provided in TD S3-060339. It was agreed to send this liaison statement. 
7.4
Network domain security: Authentication Framework (NDS/AF)

TD S3-060308 contained a discussion document on Extending NDS/AF to support TLS. The current NDS/AF specification (TS 33.310) defines a method for issuing certificates to IPsec gateways that are used to secure inter-operator communications. A draft work item to extend NDS/AF, so that it could also be used to issue TLS certificates, was last discussed at the SA3 meeting in February 2005 (S3-050050). Only Nokia and Vodafone were listed as supporting companies. During the meeting some companies expressed concern that the justification was not strong enough. Consequently, the work item was not approved. This document provides arguments why this should be adopted. The author indicated that there was a mistake in the contribution and that “3GPP specifications mandate IPsec or TLS for IMS interconnection” is not correct. 
There were two other supporting companies for this. However, there was no work item description. It was noted that a WID is required. Besides, there is no point in having supporting companies without one. There was some concern that this work is not required. This was countered with the comment that there is a risk that this could be done outside of 3GPP. 
It was decided that the work should continue with the provision of a WID. Peter Howard agreed to collect comments between now and the next meeting with a view to providing a WID and a CR at the next meeting. 
Going on from this, there are some non TLS issues in section 4.2 of TD S3-060308 that could be considered corrections and would likely candidates for TEI CRs. 

AP 43.02
Peter Howard to extract the non-TLS related changes in TD S3-060308 into a separate CR for provision to the next meeting. This is not for email approval but may be discussed on email.
7.5
UTRAN network access security
TD S3-060246 contained a proposed liaison statement to CT1 on Denial of Service attacks through NAS Registration Reject messages. A false base station can send a high value for the timer T3302 to a UE in a NAS Registration Reject message in order to deny PS services to that UE. The false base station can make the DoS attack more effective by sending specific reject cause values which would lead the mobile to immediately act on the provided value for T3302. While SA3 is willing to continue to study solutions to mitigate this attack, SA3 feels that CT1 should take the final decision on how to address this problem in the CT1 specifications.

It was noted that in the last meeting this would not be a release 6 change and the liaison statement indicates that it should be from Rel-6 onwards. The answered that this decision should really be given to CT1 based on their ability to change their TS or not for Rel-6. It was noted that CT1 has not seen the CR attached in the liaison statement. However, it is clear that CT1 is the group to make the decision. 
It was revised on line to TD S3-060340 and it was agreed to send this liaison statement. 
7.6
GERAN network access security
TD S3-060204 contained a liaison statement from RAN2 (R2-060651) on removal of GPRS algorithm info. Currently, the GPRS security capabilities are not included in the relevant UL radio messaging by means of a transparent container, though they are available in the Security Mode Command message. Since the RNC does not have access to these capabilities there is no possibility to include them in the Security Mode Command and allow the UE to perform the check. RAN2 has concluded on the removal of this GPRS security capability information from the radio messaging as shown in the attached CR and is asking SA3 to review this.
It would appear that the IEs for GEA0 to GEA2 were added in Rel-6 and now are being removed from Rel-6 in the attached CR (this was confirmed by checking 25.331 in 5.16.0). Since nothing is really done with this information, then perhaps it is possible to delete the IEs. Of course, it is possible that this information was put in to the TS to fulfil a purpose, but it was not sure what that purpose was. Also, it is possible that this is only part of the solution and that more needs to be done. However, whilst there is in sufficient knowledge on what the form of the attack is, then some time may be needed to check. On the other hand, even if it is deleted in Rel-6, it could be put into Rel-7 later.
A reply liaison statement indicating that RAN2 could go ahead, but that SA3 reserves the right to put them in Rel-7 if an attack can be identified. The reply was provided in TD S3-060342. It was agreed to send this liaison statement. 
TD S3-060239 contained a proposed CR to 42.009 on Support of ciphering algorithms. SA3#42 has approved CR’s to introduce the ‘Recommendation not to support A5/2 in new terminals.’ With the approval of these CR’s the references to TS 02.07 were removed and explicit A5/1, A5/0 support was introduced in TS 03.20 (CR A002 for Rel-99) and TS 43.020 (CR7/8 for Rel4/5). As a consequence, related text in TS 42.009 which references TS 02.07 is no longer needed. Furthermore, it is inappropriate to reference 02.07 in Rel-4 neither 02.07 (nor 42.007) exists in Rel-4. There was some concern that this could cause some problems in SA and that the reason for change needs to be strengthened. It was noted that SA did ask for this. A revision was provided in TD S3-060343. 
It was found out that a R99 CR was required. This was provided in TD S3-060382 and It was agreed to be sent to SA for approval as CR A009. TD S3-060343 It was agreed to be sent to SA for approval as CR 001. 
TD S3-060277 contained a E-mail discussion report regarding 128-bit ciphering for GSM/GPRS. SA3 needs to decide first whether potential GSM/GPRS security enhancements (according TR 33.801) should be introduced alongside with the 128-bit keys. Not only some of the TR 33.801 described security enhancements might have bigger impacts than just introducing 128-bit keys, but more importantly is that they address some issues with higher identified security risk. Also some thought on priority of features needs to be given e.g. whether to introduce 128-bit for GPRS before and independently of 128-bit for GSM CS. The answers on these questions seem all related to the completion of TR 33.801.

It was commented on the accuracy of the text on getting the 128 bits on and off the SIM. This may not strictly be correct and may need to be reflected in the conclusions. 
AP 43.03
Karl Norrman to add the information from section 2 of TD S3-060277 to the TR in 33.801.

This also means that the GEA4 TS is kept on hold for the time being.
TD S3-060290 contained a CR to TS 43.020 (Rel-5) on the mandatory A5 algorithms for terminals. SA3#42 agreed to modify the CR on “Recommendation not to support A5/2 in new terminals” and replace the reference to GSM 02.07 by the list of required algorithms (A5/0 and A5/1). However, this change was included only in the Rel-4 CR (CR007) but not to the mirror CR in Rel-5 (CR008). GSM 02.07 mandates the support of A5/2 in terminals and reference to it is in contradiction with the required algorithms to be supported in new terminals and the agreement to discourage support of A5/2 in new terminals. 

There was some discussion on the wording and whether A 5/0 should be considered an algorithm. It was decided that the English could be corrected, but the text should be essentially the same. It was revised to TD S3-060344 and it was agreed to be sent to SA for approval as CR 010.
However, the concern that A5/0 should not be considered an algorithm was re-addressed and it was decided to make the change back to R99. Therefore:

TD S3-060378 which contained CR to TS 03.20 (R99): Clarification on A5 Algorithm support was agreed to be sent to SA for approval as CR A025.
TD S3-060379 which contained CR to TS 03.20 (Rel-4): Clarification on A5 Algorithm support was agreed to be sent to SA for approval as CR 011.
TD S3-060380 which contained CR to TS 43.020 (Rel-5): Mandatory A5 algorithms for terminals was agreed to be sent to SA for approval as CR 010r1.
TD S3-060381 which contained CR to TS 43.020 (Rel-6): Correction and clarification of requirements relating to A5 algorithm support was agreed to be sent to SA for approval as CR 012.
7.7
Immediate service termination (IST)

No input received on this agenda item.

7.8
Fraud information gathering system (FIGS)

No input received on this agenda item.

7.9
GAA and support for subscriber certificates

7.9.1
TR 33.919 GAA

No input received on this agenda item.

7.9.2
TS 33.220 GBA

TD S3-060287 contained a discussion document on UICC removal. SA3 approved a CR in S3-060152 at SA3 #42 on deletion of GBA related key and corresponding NAF_IDs, B-TID, and key lifetime when the UICC is removed from the ME. If SA3 decides to keep the requirement on UICC removal, then it is proposed to update the requirement to apply only when ME is in power on state, as proposed in the CRs also in TD S3-060287. In addition, it is proposed that SA3 sends a liaison statement to CT6 (and cc SA1) to ask them to define a UICC presence detection mechanism during the GBA session. 

The CR was provided in TD S3-060345. It was agreed to be sent to SA for approval as CR 092. A mirror was provided in TD S3-060346. It was agreed to be sent to SA for approval as CR 093.
The liaison statement to CT6 indicating that this is being done was provided in TD S3-060347. It was agreed to send this liaison statement. 
TD S3-060292 contained a discussion document on different lifetimes of adapted key material in UE’s and NAF nodes. This paper attempts to raise some issues in TS 33.220 for REL-6 and REL-7, related to the lifetime of the adapted key material in the UE’s and Ua applications in NAF nodes.

This was put on hold since the only impact in terms of CRs is in section 2.1 of TD S3-060292. However, some checking was be done off line as to whether the clarification is required or not.
Two CRs to 33.220 resulted from this in TD S3-060376 for Rel-6 and one for Rel-7 in TD S3-060377 on Minimum lifetime of Keys. TD S3-060376 was agreed to be sent to SA for approval as CR 094 and TD S3-060377 was agreed to be sent to SA for approval as CR 095.
TD S3-060293 contained a discussion document on GBA selection of UICC application procedure. When reviewing the section 4.4.8 in TS 33.220 from an implementation point of view, the specified procedure for UICC application selection in GBA is very difficult to understand, very complex, hard to follow and lack a full description in some use cases. The implications are not very clear, specifically when you need to activate a new USIM when the UE already has an active USIM in case the UICC application type uses a “Label”. Therefore, this paper proposes some simplifications and additional clarifications of the UICC selection procedure in GBA, specified in TS 33.220. These changes are proposed for REL-6 and REL-7.
In section 2.2 the first bullet implies it is random process of showing the dialogue window and there is no user input. Also, it is not sure that there is a requirement only to have one ISIM active at a time. This is not a requirement although there is a requirement for only on USIM active at a time; this is in 22.101 (in section 13.1.4). There did not appear to be any major objections, but it was proposed that this go to an off line discussion together with the CRs in the same document. 
It was taken off line and eventually agreed to bring this back to the next meeting. 

TD S3-060259 contained a CR to TR 33.920 (Rel-7) on removal of editor's notes. It was revised to TD S3-060348 and it was agreed to be sent to SA for approval as CR 001.
TD S3-060260 contained a CR to TS 33.220 (Rel-7) on USS management. USS management has to be done manually by the operator today, since no automated procedure is available. Typically an application server (i.e., NAF) that is hosting a service also handles the initial registration and further information handling of the user data. 
There was a fair bit of discussion on email on the use cases and this came back to this meeting as well. Also, it is not clear why GBA should be extended to cover the use cases that were identified. This appears to be opening up an interface which could be a little dangerous. It was answered that this is intended to automate the process of allocating USSs; it is possible that there will be proprietary solutions to do this, but this should be avoided. 
It would appear that there is a problem with the requirement. There was a document at the last meeting, but apparently there is still some concern. It was decided that this will be discussed over email. The CR will come to the next meeting. 
TD S3-060267 contained a CR to TS 33.220 (Rel-6) to ensure that the NAF shall verify identity sent by UE over Ua. If the UE sends an identity inside over the reference point Ua that indicates its identity, the NAF shall verify that it belongs to the subscriber. 
A commenting paper was provided in TD S3-060325. Whether the NAF should request USSs from BSF is optional. But if it wants to verify the identities, it must request USSs from BSF. In this case, if the BSF has a local access control policy for the NAF, and doesn’t send USSs to the NAF or sends an error message to the NAF, then it is impossible for the NAF to verify the identities.
It was commented that this could be a misunderstanding. It was suggested that some text be added to protect against identity spoofing and ensure that USS is received from the BSS. It is possible that this should be put into 33.919. Also, in 29.109 does appear to have the identities transferred over the Ua interface. This was checked off line. 
It was decided that this should be brought back to the next meeting. TD S3-060267 was postponed. TD S3-060325 was noted. TD S3-060268 contained a mirror to TD S3-060267. The same conclusion should be applied and will be done for the next meeting. 
TD S3-060222 contained a discussion document on Identity error indication. In the current GAA specification, if the User-Name (IMPI) from the BSF is totally unknown to the HSS, the error situation 5401(DIAMETER_ERROR_IMPI_UNKNOWN) is used, but there is no corresponding statement about how BSF handles this message next in GAA related specification. In this document, it is proposed to add an identity error message form BSF to UE in order to make the specification better. It was commented that this is an additional feature and so should not be for Rel-6. There were some questions as to the practical benefit to this and the extra feedback. Also, a privacy hole could be introduced. It was noted for the time being. 
TD S3-060223 contained a CR to 33.220 on addition of the identity error message form BSF to UE for Rel-6. A mirror for Rel-7 was provided in TD S3-060224. The CRs, that related to TD S3-060222, were also noted.
TD S3-060193 contained a CR to 33.220 with some clarifications of when to initiate a Bootstrapping procedure. In terms of the text that bootstrapping procedure will be initiated when the lifetime of the Ks in UE has expired in subclase 4.5.2 and the text that the lifetime of Ks_NAF is shorter than or equal to lifetime of Ks in subclause 4.4.9, we can conclude that Ks will be update before its lifetime has expired when one or more of Ks_NAF derived from the Ks are using. (i.e. NAF will send bootstrapping renegotiation message to UE when lifetime of Ks_NAF in it has expired. This message will initial bootstrapping procedure and update the Ks). On the other hand, we can also conclude that Ks shall not be updated before its lifetime has expired when no Ks_NAF is using. In this case, Ks shall be deleted directly at the end of its lifetime. It was noted that the old version of the TS has been used and the changes have been made. It was noted. 
TD S3-060194 contained a CR to 33.220 on to delete the requirement of roaming. The Requirement for bootstrapping procedure is only IP connectivity from UE. Roaming of subscriber shall be transparent to GBA. i.e., GBA shall not take care of subscriber’s roaming, because roaming issue only concerns with lower layer. Therefore, it was proposed to delete the paragraph. There were several comments that this paragraph is actually useful. Also, it is to the wrong version of the TS. It was noted. 
7.9.2.1
Credential Storage Issues

No input received on this agenda item.

7.9.2.2
GBA Privacy

TD S3-060295 contained a discussion document on the need for new privacy related features proposed for GBA. The document addresses the privacy features listed in the Siemens comment contribution S3-060124 “Comments on new privacy-related features proposed for GBA” to the 3GPP SA#42 meeting. These features were contained in other contributions by Ericsson (S3-060089), Huawei (S3-060010 and -130), Qualcomm (S3-060111), and Siemens (S3-060112). It was suggested in the document that changes to GBA should be avoided if threats can be mitigated by already existing means or if the mitigation would essentially require changes much beyond GBA, e.g. in the access technology. It was concluded that for most of the privacy issues result in too much complexity on GBA. 
TD S3-060330 contained some comments to TD S3-060295. The arguments appear to rely on lot of trust between a NAF and the BSF. Another point is that the Ub protocol may not be advantageous.
TD S3-060225 contained another document on privacy. In the last two meetings, SA3 has discussed some user privacy problems in GAA. This contribution is aim to solve two important issues among these problems. One is permanent user identifier privacy; the other is B-TID protection.
On this document, it was suggested that the suggested solution does not help against eavesdropping. 
TD S3-060301 contained a discussion document on Authenticating Key Requests in GBA. The solution proposed in S3-060111 was to one of the issues is for the mobile to add a MAC to the B-TID, to establish to the BSF that the mobile had contacted that NAF and wishes to share keys with it. In the case of privacy, this stops a NAF requesting keys and other material, e.g. identities, from a BSF with a B-TID sent to a different NAF. Authenticating the key request has value outside of privacy and hence should be considered in its own right: for example, and operator may bill a subscriber based on the fact that it is provably requesting keys for use with a NAF, and then share a portion of the revenue with the NAF. Other issues covered are how to include this in GBA and discuss the issues of backward compatibility.

Regarding TD S3-060301 and TD S3-060330, it was commented that more would be required to organise non-repudiation (or incontestability) for billing purposes particularly for premium rate fraud. In this case, the keys are paid for prior to determination that the premium rate service is not wanted. There were a few other comments such as there appears to be some specific solutions to some specific services. However, there was some interest also. More justification is required on the incontestability. 
On the privacy issues, no conclusion could be reached. Perhaps the threats as listed in TD S3-060295 should be addressed in order to map a way forward. Further contributions are invited based on TD S3-060295. 

7.9.2.3
2G GBA Issues

TD S3-060219 contained a discussion document on 2GGBA usage on Ua reference point. In last meeting, a contribution (S3-060011) was proposed which discussed the unnecessary burden which 2G GBA may bring, as UE and NAF do not agree on whether 2G GBA can be used or not over Ua reference point, and a solution is also proposed. But it is commented by SA3 that more things including backwards compatibility and complexity should be considered. So in this document, these two issues are discussed. In addition, another new method is also been introduced. 
TD S3-060319 contained comments to this document. There is a fundamental comment that it cannot be determined by the GAA application server if the USIM is available or not and without this, the proposal does not work. Some comments on the comments were provided in TD S3-060329.
It was asked if there is an optimisation in these proposed changes. It was answered that there is as the mobile claims to support 2G GBA and the NAF will not accept it, then the NAF can terminate the connection. There are some doubts about this. It was decided that more input is required on whether this type of optimisation is required or not. There were some claims that this can be done and so the chairman asked for more information at the next meeting. To progress the issue it would help to clearly show which type of signalling can be saved.

Based on this, TD S3-060220 and TD S3-060221, which contained the CRs related to this issue, were noted. 
7.9.2.4
HTTP based Zn Reference Point Issues
No input received on this agenda item.

7.9.2.5
Ua Security Protocol Identifier

No input received on this agenda item.

7.9.2.6
GBA Push Issues

TD S3-060226 contained a discussion document on GAA push. In last two meetings, “GBA Push mechanism” was been discussed. But no solution has been accepted. So in this contribution, a new solution is proposed in which a Ks can be reused by different NAF and DoS attack to UE or BSF can be avoided at the same time.

It was noted that it the attacker gets the IMPI, and then the Ks becomes vulnerable. It was noted that the AFPush could be derived using the IMPI or the Ks; they are alternatives. This solution would appear to be complementary to an existing one in that it relies on there already being a bootstrapping session. It was asked why the sequence number is encrypted if it is protected by the MAC (i.e. integrity protected)? Some further evaluation needs to be done. It was noted. 
TD S3-060261 contained a discussion document on GBA Push. It introduces TD S3-060263 and TD S3-060264. There are two approaches; when there is a return channel and when there is not. It is possible to have S3-060263 only or S3-060264 only or to have both together. It was noted that there is and assumption in TD S3-060263 that the NAF knows the subscriber’s IMPI in order to get the key material. Also in both solutions, there is no mechanism to modify the key lifetime.
TD S3-060320 contained a commenting document on this. Point 3 indicated that if TD S3-060264 there could be a replay attack by reusing AV can not be avoided. Currently the changes are restricted to 3G GBA, but if accepted, some investigation is required to determine if the risk applies to 2G GBA. It was suggested to restrict the PUSH mechanisms to 3G GBA due to the replay attack.

After a little confusion, it was determined that the CRs should really be taken together as S3-060263 alone will not work. The discussion boiled down to whether a new TS is required to describe this. It was suggested that this is the way forward, but would require a new work item or an update of the existing WI. The next question was if both scenarios should be catered-for; both with and without a return channel. It was suggested that the solution in TD S3-060264 is fundamental to the OMA requirement. 
The new TS will be created based on S3-060263 and S3-060264. This will be provided by email in the two weeks after this meeting and comments are expected by 21st April. The comments will be included and the commented baseline will be provided by the 5th May. This will be used as the basis for further contributions. The updated WID was provided in TD S3-060360. It was agreed to be sent to SA for approval. 
7.9.2.7
Further GBA Issues

No input received on this agenda item.

7.9.3
TS 33.221 Subscriber certificates

No input received on this agenda item.

7.9.4
TS 33.222 HTTPS-based services

No input received on this agenda item.

7.10
WLAN interworking
TD S3-060208 contained a liaison statement on Incorporating support for WiMAX in 3GPP I-WLAN specifications to WiMAX from SA2 (S2-061218). SA2 is liaising with WiMAX Forum NWG on support for WiMAX in 3GPP I-WLAN specifications. For Scenarios 4 and 5 (i.e. interworking with service continuity) can be considered in the context of Rel-7 I-WLAN work, SA2 wants to point out that these scenarios are being considered in the context of the study of System Architecture Evolution (SAE). It was noted.
TD S3-060196 contained a liaison statement on the impact on TS 24.234 of support for simultaneous WLAN direct IP access sessions from CT1 (C1-060445). CT1 is reporting that there is no significant technical changes are required to enable simultaneous WLAN Direct IP Access sessions, in answer to an LS from SA2. It was noted.
TD S3-060201 contained liaison statement on impact analysis of support for simultaneous WLAN direct IP access sessions from CT4 (C4-060343). CT4 are answering a LS from SA2 on support for simultaneous WLAN direct IP access sessions. CT4 are listing the required changes in their specifications if simultaneous WLAN Direct IP Access sessions are allowed. It was noted that SA3 does not envisage simultaneous sessions to different AAA servers. This is implied in the text for SA3 though not specifically stated. A response was provided in TD S3-060363. It was agreed to send this liaison statement. 
TD S3-060198 contained a reply to SA2 and OMA DM regarding WLAN service configuration parameters for mobile devices from CT1 (C1-060445). SA3 has already provided an answer. It was noted. 

TD S3-060247 contained a draft Reply LS on MAC anonymity from SA3 to IEEE 802.11 TGu WG. This is in response to a liaison statement in meeting SA3 #41 in TD S3-050735. Comments were provided in S3-050845 (sent 12/01/2006), but there was one outstanding issue that was addressed by this liaison statement. 
The proposed liaison statement seems to relate to the same thread of documents as TD S3-060244 and TD S3-060335 (see 7.25). It was commented that there is some doubt that the IEEE group will be interested in LTE. However, it was clarified that the linkage would be in a terminal that supports both. TD S3-060247 was noted and the response will be provided as part of TD S3-060335.

TD S3-060214 contained a CR to 33.234 to add description of reference point Wg and Wp and a description of these two reference points should be added. It was noted that there is a duplication of the SA2 text is being proposed. The others are specifically relevant to security which is why this one was left out. TD S3-060215 contains a mirror. Both were withdrawn. 
TD S3-060216 contained a CR to 33.234 on correction of reference. Some listed references are not used in specification. It is suggested to remove them or insert reference in specification in order to improve the quality. A mirror for Rel-7 was provided in TD S3-060217.
TD S3-060216 was revised to TD S3-060364 and it was agreed to be sent to SA for approval as CR 077. TD S3-060217 was revised to TD S3-060365 and it was agreed to be sent to SA for approval as CR 078.
TD S3-060228 contained a report of the E-mail discussion regarding tunnel setup procedures for the private network access from WLAN 3GPP IP Access. Regarding the private network access from WLAN 3GPP IP Access, procedures for PAP capability, CHAP capability, and EAP capability that described in S3-060082 was discussed in last SA3#42 meeting. Then collecting more comments and progress of this study was agreed. According to this agreement, NTT DoCoMo held e-mail discussion on SA3 ML, received fruitful comments, and consequently drafted a CR for the procedures for making same consensus among delegates. It was noted and the meeting turned to the CR in TD S3-060229. 
TD S3-060229 contained a CR 33.234 on Tunnel setup procedures for the private network access from WLAN 3GPP IP Access. The tunnel setup procedures for the private network access from WLAN 3GPP IP Access is added to 3GPP TS 33.234 by this contribution. It was commented that is not certain if the PLMN-initiated tunnel is correct in the definitions section. It was revised to TD S3-060366 and it was agreed to be sent to SA for approval as CR 079.
AP 43.04
The IETF co-ordinator to be informed about the introduced dependency with the IETF draft by Mr Dajiang Zhang.
TD S3-060306 contained a CR to 33.234 with a clarification on PDG requirements for in-band OCSP support and update of reference. It is currently specified that the UE may support the extensions to IKEv2, which enable the use of OCSP for in-band signalling of certificate revocation status. However the requirements on the PDG are not explicitly stated. It was revised to TD S3-060367 and it was agreed to be sent to SA for approval as CR 080.
AP 43.05
CR to be prepared to update the references for the draft RFCs by Mr. Alec Brusilovsky for 33.234.
7.11
Visibility and configurability of security

No input received on this agenda item.

7.12
Push

No input received on this agenda item.

7.13
Priority

No input received on this agenda item.

7.14
Location services (LCS)

No input received on this agenda item.

7.15
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices 

No input received on this agenda item.

7.16
Open service architecture (OSA)

No input received on this agenda item.

7.17
Generic user profile (GUP)

No input received on this agenda item.

7.18
Presence

TD S3-060300 contained a CR to an editorial CR to 33.141. This CR proposes a number of editorial changes to TS 33.131, including correction of editorial errors, addition of abbreviations and deletion of a number of unused references. It was revised to TD S3-060368 and it was agreed to be sent to SA for approval as CR 006.

7.19
User equipment management (UEM)

No input received on this agenda item.

7.20
Multimedia broadcast/multicast service (MBMS)
TD S3-060209 contained a reply LS on Handling several status codes in one response message from SA4 (S4-060149). SA4 is asking SA3 to review a CR on Handling several status codes in one response message, which SA3 asked for.
AP 43.06
The contact person in TD S3-060209 to be informed that the review is positive by Vesa Lehtovirta.

TD S3-060328 contained a CR to TS 33.246 on clarification to MTK ID reset (which replaced TD S3-060286). The clarification added by CR84 during SA3#42 has introduced a sentence that may be misleading: ’When a new MSK (with a new MSK ID) is taken into use in the service, the BM-SC cannot set the MTK ID of the first MTK (under that MSK) to a value “equal or higher than SEQl+1” since that is a UE specific parameter and all UEs can have a different SEQl as received by Key Validity Data. Instead the BM-SC should set the first MTK ID to a ‘service’ specific value, which need not necessarily be the lowest possible value, in accordance with the already (or to be distributed) SEQl values of the Key Validity Data, when a new MSK with new MSK ID is taken into use. Also the number of possible MTK-ID’s is clarified.
It was revised to TD S3-060369 and it was agreed to be sent to SA for approval as CR 085.

TD S3-060326 was noted as the comments were included in the update of TD S3-060286 into TD S3-060328. 
TD S3-060310 contained a discussion paper on SIM access to MBMS. It is very important to include the option in the MBMS standard for operators to be able to provide MBMS services to customers that have not yet been upgraded to USIMs. We believe that an acceptable level of security can be achieved based on 2G GBA. The consequence if 2G GBA is not allowed in the standard may well be that proprietary solutions are developed. This would be highly undesirable. The CR was provided in TD S3-060311. It was revised to TD S3-060370 and it was agreed to be sent to SA for approval as CR 086.
It was decided to carry out the study that was suggested in the last paragraph of TD S3-060310. Contributions were invited for the next meeting. It was noted that it is important to minimise the number of connections to the core network. 

7.21
Key Management of group keys for Voice a Group Call Services
 TD S3-060235 contained a CR to 55.236 (Rel-6) regarding a missing bit in MIL3G RAND test set 1 example and correcting used functions. The introduction mentions two function were only A8_V is specified in TS 55.236. Section 5 mentions the two function of UMTS MILENAGE are used, where only the f3 function is being used. It was revised to TD S3-060372 and it was agreed to be sent to SA for approval as CR 001
7.22
Guide to 3G security (TR 33.900)

No input received on this agenda item.

7.23
Selective disabling of UE capabilities

TD S3-060210 contained a discussion document on Selective Disabling of UE capabilities in the Initial Security Review of TR23.805. In S3-050738 from SA3#41, SA2 asked for SA3 for a review of the security related aspects of the selected solution for selective disabling of UE’s in TR23.805. AP 42.09 “Draft LS on Selective Disabling of UE capabilities” from SA3#42 has looked at the use of OMA DM and made recommendations on options in OMA Device Management security V1.2. However, this contribution looks at some more general issues raised in the TR. 

It was noted that it is possible that this document may have an impact on the liaison statement in TD S3-060224. This email discussion regarding a liaison statement resulted in the last version of which was provided in TD S3-060224. It was noted. 
There was a comment that there was some history on the turning off of mobiles. At the time, there was an issue of only allowing the turning off of mobile within the network only to avoid denial of service. This may not have an impact, but was listed as a concern. 
Another point was the trust that is placed in the mobile and not the USIM or some other trusted entity. It was noted that there are some fundamental security concerns with this approach and SA2 should made aware of them. The decision to use OMA DM by SA2 assumes that SA3 has no problems with it and hence this liaison statement. It not certain that the concerns that were directed to SA1 were actually made available to SA2. The liaison statement to SA1 was in document S3-040683. 
There was a comment that the liaison statement to SA1 should also be sent to SA2, which should be asked if the concerns have been taken into account. Also, it should be made clear that a review is being made as per TD S3-060210.
A revised version of the liaison statement was provided in TD S3-060371. It was agreed to send this liaison statement. 
7.24
Trust requirements for open platforms

TD S3-060255 contained a New version of TR 33.905. This new version of the TR 33.905 takes into account the full discussion of last SA3 meeting. After the posting of S3-060177, it was commented that some aspects of the discussion integration could be improved. Especially, the “generalization” of the last meeting comments to the GBA recommendations to the generalized recommendations sections were improved. This contribution reflects these improvements, these were in its basic form already discussed and agreed during the last SA3 meeting. Since the final detailed wording has not been yet reviewed by SA3, we ask SA3 to review and approve the details.
A pseudo-CR to TR 33.905 on the addition of recommendations for I-WLAN was provided in TD S3-060256. The intention was to remove the editor’s note with the details. It was approved to be included in the TR. There was as comment that a malicious application can access the UICC directly and get the “master secret”. It was not sure what this master secret really was and if the application can get. The consensus was that CK and IK constituted this master secret. This change caused a few consequences to the CR. It was noted that ME is used and perhaps it should be a UE; this was refuted since what is intended is the actual mobile and not the TE connected to the mobile.
It was asked if this is ready to be sent for information to SA. It was decided it was, and the revised version with the pseudo-CR included was provided in TD S3-060373. It was agreed to be sent to SA for information. It will be raised to version 1.0.0 by the MCC in TD S3-060384.
7.25
Liberty-3GPP security interworking

TD S3-060252 contained a CR to TR 33.980 (Rel-7) on adding a reference to Authentication Context in CT4 TS. The Liberty Authentication Context has now been specified by CT4 (CR0027r1 R7 to TS29.109) in an informative Annex. It was revised to TD S3-060354 and it was agreed to be sent to SA for approval as CR 001
TD S3-060253 contained a CR to TR 33.980 (Rel-7) on addition of interworking details. Missing of interworking details between GAA and LAP, especially USS details. In section 4.2.4 it was asked how the IDP differentiates between the three cases. The answer was that there were several ways specific to the circumstances. It was revised to TD S3-060355 and it was agreed to be sent to SA for approval as CR 002.
TD S3-060312 contained a discussion document on the liberty-3GPP interworking security. The document contained a proposed CR which has some editorial texts errors, to add a GBA indication and to add artefact transfer mode for ID-WSF. It was commented that in section 4.3.6 the change does not appear to fall in the scope of 3GPP. It was suggested that without this, the interworking may be unclear. It was commented there is an assumption that the Liberty Alliance specifications would be read in conjunction with this. There were some uncertainty regarding the relationship with GBA. The CR in the document was revised to TD S3-060356 and it was agreed to be sent to SA for approval as CR 003. 
TD S3-060313 contained a discussion document on Message flow for SSO scenario of ID-WSF authentication service. In it there was a CR to 33.980. There is no message flow for SSO scenario of ID-WSF authentication service. Such a message flow should be added to help understand the ID-WSF authentication service. The CR in the document was revised to TD S3-060357 and it was agreed to be sent to SA for approval as CR 004.
TD S3-060314 contained a discussion document on Liberty Alliance ID-WSF and GBA architecture which contained a CR 33.980 to modify the Liberty Alliance ID-WSF and GBA architecture so that the SSOS is colocated with the AS. 
It was commented that according the Liberty Aliance specifications, the single sign-on may be co-located, but this need not be mandated. The CR indicates that according to Liberty Aliance the SSOS “should” be co-located. The CR was noted for the time being while off-line checking can be done. It will come back to the next meeting if required.
7.26
SAE/LTE security
TD S3-060241 contained a liaison statement from SA3 LI on SAE/LTE interception (S3LI06_023). SA3 LI is sending this LS to SA2 with some information on SAE/LTE. Lawful interception does not change the architecture but works within it. However, architect choices that make interception more efficient and economical are favoured. The LS goes on to indicate some requirements from TS 33.106. It was noted. The LI SWG are encouraged to carry on. 
TD S3-060341 contained a liaison statement on UE identities used in LTE from RAN2 (R2-061100). SA3 is being asked to take the attached contribution into account when discussing the security aspects related to the usage of these identities, keep RAN2 informed of progress and whether Integrity Protection of RRC signalling support in the specification is required or not.
It was noted that the UE identity is required as well as the RNTI but it cannot be encrypted as the base station does not know the keys used to encrypt it. The potential issue is tracking the user between cells if the same C-RNTI is used between cells. Another question was how to allocate a new RNTI if there is not ID information on the UE in the new cell. It was answered that there is a random channel, and this implies that there is no security for this allocation.

There is an understanding that this is required based on the joint meeting and if something has changed, it would handy to know what it was. The reply was provided in TD S3-060361. It was agreed to send this liaison statement. 
TD S3-060359 contained a liaison statement on "RAN3 Position on MME UPE Split" statement from RAN3 (R3-060518). During RAN3#51 & RAN3#51bis meetings, the subject of physical separation of the MME and the UPE within intra-AS Mobility discussions took place. The liaison statement provides some pros and cons of separating the MME and UPEs. RAN3 recognises that SA2 is the group to make the decision, but is indicating that there are no technical issues to prevent the consideration of a physically separate MME & UPE
SA3 has to bear in mind the likely possibility that the elements will be separated in the end. There has been some discussion in R3 related to security if the elements are split (see R3-060458). It was noted until some input from SA2 is received on the final decision.
The baseline for the SA/LTE TR was provided in TD S3-060191. It was noted. 

A contribution to this TR was provided in TD S3-060200. The pseudo CR to S3-060191 adds a section that considers a way to counter the handover attack, and the architectural impact of a proposed countermeasure. In order to counter the forced handover attack in the described way, an architectural decision must be made that allows a UE to utilize (NAS, UP) security over legacy RATs. This means that the NE that terminate the respective security associations must be above the interworking point with legacy RAT. The figure above does not assign these security anchors and the interworking point to the LTE RAN or to the SAE CN, because discussion on their assignment is still ongoing in SA2. It was queried if there is really a threat here. In addition, it was asked why not enhance the 2G security that SA3 is already working on. It was commented that it was not sure that there is a threat for the legacy 3GPP systems and for other RATs another solution could be utilised. A reference to TS 33.801 for 2G would be used.
It was suggested that this be put into the TR with some notes that the 3G RNCs are not supposed to be touched and the implications of this are not known yet. The conclusion section will be moved up to be a part of the counter-measure section (3.1). 
TD S3-060212 contained a Pseudo-CR on Countermeasures to packet injection attack. In LTE/SAE, a mechanism is needed to detect the attackers who perform packet injection/deletion attacks. In UMTS, counter check procedure is used to check that the amount of data sent in both directions (uplink and downlink) is identical at the network and at the UE. In this way, a possible attacker who injects or deletes packets can be detected. This paper discusses how to introduce counter check procedure to LTE/SAE so that the risk of packet injection/deletion attack in user planes can be mitigated.
It was commented that this appears to be a detection mechanism and not a counter-measure. It was asked if bullets 1 and 3 can be dropped. This was agreed and an editor’s note was added that this is only useful if the integrity protection is not there. Also the complexity of maintaining counters throughout the network needs to be investigated. Some other issues of the feasibility have to be added as well. With this it was to be added to the TR. 
TD S3-060213 contained a Pseudo-CR on solutions to protect user identity. In last SA3 meeting, confidential requirement of user identity is discussed. SA3 agreed that if there is need to protect the confidentiality of user identities, there may be other ways than ciphering all RRC messages, such as allocating IDs with a suitable scheme or only the identities themselves could be confidentially protected. The TMSI mechanism is a thought to be a good way to mitigate the threat of catching identity and it was proposed to use mechanism similar to TMSI in LTE/SAE. In TMSI mechanism, procedure of allocating user temporary identity should be provided confidential protection. This paper lists several solutions to protect the procedure.
It was noted that the term “TMSI catching” is used in SA3 as a description of an active attack. Also, some description of the attack should be added for either active, passive or eavesdropping attacks. Solution 2 will be added with an editor’s note regarding the possibility of collisions and if it is still feasible. On solution 3, it was decided that further insight is required, and so it was not added.
TD S3-060231 contained a discussion document on User Identity link ability and the need for RRC ciphering. This contribution studies User Identity Link ability. It concluded that adhering to the presented TMSI reallocation requirements can already defend against a passive attacker linking the user’s behaviour between different active sessions, following an unexpected IMSI-TMSI disclosure by the network. The requirements do not protect against an active attacker. But when the presented requirements are adhered too, the active attacker needs to remount his attacks again during each next idle period. Under the assumption that only protection against passive attackers is necessary, the need for RRC ciphering is questionable.

In table 1 there are global IDs and IMSI is included. This could be the target of an active attack, but it was answered that it is in for emergency call requirements. There was some debate as to whether the LTE is in idle state or not. Also, if TMSI is available in idle state. There were some reservations to the requirements until RAN can be consulted as SA3 was second-guessing the content of the RAN TSs. But the requirements were still endorsed and will be put into the TR.
There should be an editor’s note that RNTI has to be protected so that it does not give link ability. It was noted that active attacks are difficult to protect against and the solutions are very complex. It was suggested that the IMSI active attack should be mitigated somehow. It was decided to include this contribution into the TR in a suitable place with some editors’ notes. 
TD S3-060232 contained a proposal for addition of abbreviations to the TR. It was agreed to add this to the TR.
TD S3-060233 contained a discussion document on threats of unprotected bootstrap and multicast signalling in LTE. Considering that there may be other solutions to these (potential) problems than “naïve” use of PKI/signatures., it is proposed that rather than assuming the same (in)security as in UMTS is acceptable, the threats related to bootstrap and multicast signalling in LTE, and possible solutions thereto, should be documented in Section 2 (Threats to UE) in the “Rationale and track of decision” working document.
The document was endorsed. It was agreed that all the possibilities to identify threats related to broadcast and multicast should be identified in order to affect the design of the system. 
TD S3-060234 contained a discussion document on Threats of user tracking in LTE. It is proposed that the text in Section 2 is incorporated in the document "Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution". This was agreed. 

Documents S3-060236 (Ericsson), S3-060249 (NOKIA) and S3-060297 (Siemens) were taken together. 
TD S3-060236 contained a discussion document on Key management for LTE RRC. With the split of security processing between the aGW and eNodeB (eNB) in LTE, there is a need to provide keys from the aGW to the eNB for protection of the RRC signalling. 

TD S3-060249 contained a document on security measures and analysis for intra-eNB handover signalling in LTE_ACTIVE. This contribution is based on the previously submitted S3-060033 contribution for SA3#42 (Bangalore) and it presents some security measures for an intra-eNB handover procedure. 
It was questioned if the RLC is ciphered or not. It was answered that this is not a problem; it makes no difference.
TD S3-060297 contained a discussion document on Common vs. separate keys for RRC signalling between UE and eNodeBs. This contribution shows that the threats arising from the use of keys common to all eNodeBs to protect RRC signalling are not severe enough to justify the complexity of handling separate keys. Furthermore, a threat is identified which is present even if separate keys are used and is similar in effect to the threats arising from the use of common keys. Claimed advantages of the use of separate keys made in earlier contributions are discussed, and they are found not decisive or not present at all. It is therefore concluded that keys common to all eNodeBs shall be used to protect RRC signalling in LTE. It is proposed to add the threats, discussions and conclusions contained in this document to the SA3 document on ‘Rationale and track of security decisions in Long Term Evolution’. 
One of the main issues was if the keys should be used should be common or separate in the RRC signalling between the UE and eNB. Point 3 in TD S3-060249 highlights the difference between the TD S3-060249 and TD S3-060297. There appears to be some difference, but is it significant to justify the separation of the keys. One node could be exposed if a cell coverage is artificially enlarged (by hijacking and eNodeB) to overlap other cells around it. There are other consideration such as managing the synchronisation (which is more difficult with common keys). However, the key here is to quantify the extra security by using separate keys. 
There was a green light to the RAN groups to go ahead with the assumption that common keys would be used. There has not been enough information to justify a change in this and that separate keys should be used. Therefore threat 1and 6 will be included in the TR. 
Documents S3-060236 (Ericsson), S3-060249 (NOKIA) and S3-060297 (Siemens) were noted. 
TD S3-060245 contained a discussion document on Network Domain Security for LTE. During the joint SA3/RAN2/RAN3 meeting in Sophia Antipolis in January, SA3 and RAN3 agreed ’to work on network interface security aspects linked to IP transport’ i.e. the protection against threats on the IP-based interfaces between eNodeB and aGW, and between eNodeBs. Now that SA-plenary has decided that RRC terminates in eNodeB and that RAN decided that the aGW will not be involved for intra-LTE mobility, the work on applying Network Domain Security (TS 33.210) on the LTE architecture can start. The structure of this analysis is as follows. An overview of the NDS/IP architecture was given, then the IP based threats on each of the reference points and how TS 33.210 can be used to protect against these threats is described.

TD S3-060322 contained a discussion document on BS-BS C-plane Security (updated version of TD S3-060254). As agreed in RAN plenary #31, the Evolved UTRAN functionality is distributed into BSs. This document discusses the security for C-plane signalling between BSs. Here it is assumed that there exist security associations between each eNodeB and one or more core network nodes (AGW). These SAs are needed for securing the signalling traffic between Core Network and E-UTRAN.
There did not appear to be any conflict between TD S3-060245 and TD S3-060322. In the end, it was decided that an liaison statement should be sent to RAN indicating that the TR will be available which will aide their discussions. 

It was decided that the threats and evaluations from TD S3-060245 will be added to the TR. The option 4 will also be added to the TR with an editor’s note that the description has to be improved and that contributions are invited. 
TD S3-060324 contained comments on S3-060191 and the rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution. It contained some proposals for changes to the TR. In 3.1.2 it was noted that the term block cipher is used and this should be changed. Also the threat in 3.3.1 could be reformulated. In 3.6.2 and threat b was not accepted but rate limitation will be added to existing text. With these comments, it was decided to include it in the TR.
TD S3-060250 contained a document on user plane protection. In the 3GPP RAN2, RAN3, SA3 joint meeting in Sophia-Antipolis (January 10.-11.1.2006) it was decided that user plane ciphering (encryption) will terminate above eNodeB (see also TR25.912 v0.1.0, section 9.3.2). However, there has been no remarkable discussion about integrity protection for user plane packets. In this contribution brings up some points regarding to the integrity protection necessity. It would be good to design a system in which the encryption and integrity protection mechanisms can be mandated from the network side. This was questioned. It was not accepted.
TD S3-060251 contained a discussion document on Re-use UMTS authentication and key agreement protocol in SAE. In this paper, UMTS AKA is considered to be a trusted protocol for authentication. The signalling sequence in high-level for re-use UMTS authentication and key agreement in SAE/LTE is described as well. Nokia believes that UMTS AKA is very secure protocol and could be used with SAE/LTE system. It is FFS any changes are needed. For use case of Laptop users in SAE, TPM (Trusted Platform Module) is proposed to be used.

There was some confusion on the laptop part of the conclusion. This results from the scenario where there are no smart cards available. It was suggested that AKA should be considered along with EAP AKA as protocol of choice.There may be some security advantages to have AKA embedded in EAP, but the protocols in the LTE are not yet defined and could cause some issues if EAP is added. By mandating AKA as the authentication protocol, the group saw no constraint. From the security point of view, it does matter how AKA can be implemented and it could well end up in EAP AKA later. On TPM, more is needed.
TD S3-060257 contained a proposed baseline for the document on Security aspects for inter-access mobility between non 3GPP and 3GPP access network. The attached document is based on the proposed WID (S3-060030) in SA3#42. It was decided that the work could be done under the SA2 WID and was agreed in SA3#42 to create a document containing the study. The attached document is proposed as the baseline for further contributions. It was asked if this is based on the latest version of SA2 documents. The answer is that no. As the current baseline document does not consider NETLMM, it was agreed to use the latest version of 23.882 for the baseline document taking NETLMM in account.There were other questions but it was getting late and the secretary was falling asleep. The document was endorsed with an editor’s note that SA3 intend to minimise the overlap with the TR in SA2. Another editor’s note will be added on how the GBA interfaces are used in this context. 

There will be some email discussions on the document such that a stable version can be provided prior to the next meeting. 
TD S3-060362 contained a draft update to SAE time plan (as of 6/4/2006). A point of noted is that the SAE workplan says SA3 are expected to confirm USIM usage by June 06. At this meeting it was agreed that the terminal end point for AKA will continue to be the USIM application on UICC. Hence, the action is fulfilled. It was proposed that an liaison statement is sent to SA2. The liaison statement in document TD S3-060361 to RAN2 could be copied to RAN3 and SA2. The liaison statement could contain TD S3-060251 also; or better still the TR as this will include TD S3-060251. Based on this, the same schedule for the PUSH TR (see section 7.9.2.6). The comments should be included by 14th April. The document should be available by 21st April with the final version on the 25th April.

It may be needed to clarify to SA2 for what purpose the USIM is being used and where the key distributor point would be. These details will need some fine tuning and this could be put into the liaison statement.

The workplan was noted. 
7.27
Key establishment between UICC and terminal

TD S3-060276 contained a discussion document on Key Establishment Mechanism with a proposal for working assumptions. During SA3#42 meeting several proposals for the definition of a key establishment mechanism between a UICC and a terminal were discussed in S3-060015 and S3-060025. It was agreed that SA3 should ideally limit the number of technical solutions to one. This contribution discusses the four technical solutions introduced in S3-060015 and S3-060025 and proposes to adopt some working assumptions to progress the work.

There were two Pseudo-CRs to implement the alternatives in TD S3-060282 and TD S3-060283. The meeting tried to have a philosophical discussion, but the chairman decided it was too early in the morning. 
TD S3-060282 contained a Pseudo-CR 33.110 to implement alternative 1. This implies that there is endorsement of first alternative that GBA_U is used to generate the keying material. There was a query on the definition of the terminal and that it should be compliant with other versions of the definition within 3GPP. The text is useful, but an editor’s note is needed to check the consistency. This document appears to cover a situation where the device hosting the UICC and the device hosting the application is the same device. But it was asked what if it is different. This was apparently why the definition was added, but clearly some investigation is required. In SA1, the term Personal Network Element was coined. It was not agreed to use this term for SA3 for the time being, but rather add the editor’s note for the definition. It was also decided to put in editor’s notes for any requirements related to client certification. On the storage of the Keys in non-volatile memory, it was suggested that this should be tamper-resistant part of the terminal. Another proposal was to put it in trusted non-volatile memory. It was decided to insert “trusted” and put the “tamper resistant” in the editor’s note. With all of this, TD S3-060282 was approved with all the editor’s notes.
Based on this, TD S3-060283 which contained a Pseudo-CR 33.110 to implement alternative 2 was noted.
TD S3-060227 contained another Pseudo-CR on the same subject. In the last meeting, both solutions “key establishment between a UICC and a ME” proposed in S3-060025 and “GAA based peripheral equipment to UE key establishment” proposed in S3-060015 had been discussed. The main ideas of the two solutions are similar but with some detail different. And both solutions have some issues to be solved. So in this contribution, all above issues are solved by merging the two solutions. 
It was proposed not to have two different procedures depending if it is a relationship between a UE or PE. These could be merged. 
TD S3-060262 contained another proposal for a Pseudo-CR on the same subject of Key Establishment between a UICC and a terminal. During SA3#42 meeting several contributions were provided to propose a solution for the key establishment between a UICC and a terminal. This contribution addresses open questions identified during SA3 #42 meeting and provides more complete description of the TLS-based solution S3-060025 approved by SA3 as working assumption for further works. 

It was commented that TD S3-060265 contained a proposal that was very close to that in TD S3-060227. It was asked to remove step 12 and move step 13 to put the derivation mechanism after the step 3. It was proposed to put an editor’s note that step 13 could be brought forward, but that a study would be done to make sure the parameters are all available to allow this. An editor’s note will be put to step 4 and 5 that certificate based usage of TLS is to be confirmed. With these caveats, TD S3-060265 was agreed to be put into the TR. 
TD S3-060266 contained an extension of TD S3-060265 and it was decided to take this at the next meeting. 
TD S3-060258 contained a presentation with a number of open issues that remained as did TD S3-060309. It was decided that S3-060258 and S3-060309 should go into the TR as an informal annex much like a large editor’s note to be addressed later.
TD S3-060317 contained some comments to S3-060265 and S3-060266 and was a re-presentation of a document that was presented at the last meeting. It was suggested that the open issues document in TD S3-060309 covers this and so it was noted. 
TD S3-060280 contained a Pseudo-CR to 33.110 on requirements for counter. The usage of the established key Ks_local should be limited. This pseudo-CR proposes the usage of Ks_local counter. It was asked if the ME support is needed for OTA update of the counter. It was answered that this is why the work “may” is used as it depends on the ME features. Of course, these will need some security applied in order avoid denial of service attack. The OTA commands will be for further study in an editor’s note. Another editor’s note will be applied to indicate that there are some implementation specific text and this needs to be re-worded. A few other changes were made. Another point was that instead of “application uses” it should be “application requests”. It was answered that this is a usage counter. With this, the Pseudo-CR was approved and will be put into the TR.
TD S3-060303 contained a discussion document on NAF Key Centre in S3-060070. At the last SA3 #42, discussion papers on a central NAF Key Centre node in the network was presented from Nokia in S3-060070 and Huawei in S3-060015, due to the ongoing work on Personal Networks and Personal Area Networks in SA1. This paper discuss key management reuse between the proposed NAF Key Centre and the ongoing work on “Key establishment between a UICC and a terminal”. TD S3-060321 contained some comments and Refinement of S3-060303 NAF Key Centre of Ericsson. Both documents were noted.
7.28
Other areas

TD S3-060305 contained a result of an email discussion on a review of TS 22.259 “Service Requirements for Personal Network Management”. This was based on a liaison statement received from SA1 to which SA3 answered that a security review would be done. It was not done at the last meeting and so an attempt was SA). A liaison statement was provided in TD S3-060374. There was an objection regarding figure 4 in the SA1 TR 22.259. made to do this over email. The proposal was to send this in a liaison statement to SA1 (which already has an action from SA). It was agreed to send this liaison statement. 
TD S3-060315 contained a discussion document on consumer protection against spam and malware from Orange. TD S3-060323 contained comments to TD S3-060315 contained a on Anti Spam from Nokia and TD S3-060331 contained a comments to 323 from Orange.
Quite apart from the WI Police indicating that the template is wrong and that “centre” is spelt wrong twice, it was suggested that this should be study item. This was not agreed and it would be a feature. There was additional support from Gemplus, 3 and Rogers Wireless. However, it was suggested that the solution should be removed from the WI. The WID was provided in TD S3-060375. It was agreed to be sent to SA for approval. 
It was thought that perhaps a liaison statement to OMA may be appropriate. One was provided in TD S3-060383 and it was not agreed to send this liaison statement. (After the meeting the LS was in fact sent by mistake. It was put on the OMA server but was marked as withdrawn. The OMA has been asked for it to be removed.)
8
Review and update of work programme

This will still be formalised in the future if ever there is time in the meeting to deal with it. However, the document TD S3-060240 was provided before the meeting. It was noted at the meeting and delegates were asked to provide comments.
AP 43.07
All to provide comments on the SA3 workplan items in TD S3-060240 by 26th May. This has been determined by the workplan manager and is not under control of the secretary and so is not extendable.
TD S3-060211 contained a proposal for a permanent document to clarify the email approval process in SA3. The was noted, but the chairman indicated that the process has already been going on in SA3 and not to fix something that is not broken. However, it was endorsed that one objection to the existing process would result in the process stopping with no output document in the name of SA3 being approved. The document was noted. The secretary stated that if the process was to remain the same, then he would not be responsible for it. However, he requested that in the final process of the email approval, ask for objections to agreeing it rather than asking for comments. The reason for this is that the latter implies that it is agreed already rather than there is a chance to objection to it. 
9
Future meeting dates and venues
Deadlines for contributions to next meeting: First Deadline: Tuesday 4th July 2006, 16.00 CET. Comments deadline: Thursday 6th July 2006, 16.00 CET.
The planned meetings were as follows:
	Meeting
	Date
	Location
	Host

	S3#44
	11 - 14 July 2006
	TBD
	

	S3#45
	31st Oct – 3rd Nov 2006
	TBD Fairfax, Virginia, USA
	NAF

	
	
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#21
	25 - 27 Apr 2006  
	Lisbon, Portugal
	EF3

	SA3 LI-#22
	27 - 29 Jun 2006  
	Montreal, Canada
	

	SA3 LI-#23
	17 - 19 Oct 2006 
	Vienna, Austria
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs#32
	31 May – 2 Jun & 5 - 7 Jun 2006  
	Warsaw , Poland
	EF3

	TSGs#33
	20 - 22 Sep & 25 - 27 Sep 2006  
	TBD
	

	TSGs#34
	29 Nov - 1 Dec & 4 - 6 Dec 2006  
	Budapest, Hungary
	EF3

	TSGs#35
	7 - 9 Mar & 12 - 14 Mar 2007  
	TBD
	

	TSGs#36
	30 May - 1 Jun & 4 - 6 Jun 2007  
	TBD
	

	TSGs#37
	19 - 21 Sep & 24 - 26 Sep 2007  
	TBD
	

	TSGs#38
	28 - 30 Nov & 1 - 3 Dec 2007  
	TBD
	


10
Any other business

There was no other business. 
11
Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, EF3, for the excellent facilities in Athens. He then closed the meeting at 16.20.
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	NOKIA, T-mobile
	7.26
	None
	Agreed as baseline with some editor's comments

	S3-060258
	Open issues on UICC - ME channel protection
	Nokia
	7.27
	
	Noted

	S3-060259
	CR to TR 33.920 (Rel-7): Removal of editor's notes
	Nokia
	7.9.2
	348
	Revised to 348

	S3-060260
	CR to TS 33.220 (Rel-7): USS management
	Nokia
	7.9.2
	None
	This will be discussed over email. The CR will come to the next meeting, there will not be email approval of the CR.

	S3-060261
	GBA Push
	Nokia
	7.9.2
	263, 264
	See CRs in 263 and 264

	S3-060262
	Solution proposal for Key Establishment between a UICC and a terminal
	Gemplus
	7.27
	265
	Noted; see 265

	S3-060263
	CR to TS 33.220 (Rel-7): GBA Push when no NAF connection
	Nokia
	7.9.2
	360
	Noted; to be put into a new TR, also see new WID in 360

	S3-060264
	CR to TS 33.220 (Rel-7): GBA Push when no network connection
	Nokia
	7.9.2
	
	Noted; to be put into a new TR, also see new WID in 360

	S3-060265
	Pseudo-CR to 33.110: Key establishment procedure with complete GBA run
	Gemplus
	7.27
	None
	Agreed to be put in with editor's notes

	S3-060266
	Pseudo-CR to 33.110: Key establishment procedure with optimized GBA run
	Gemplus
	7.27
	Next meeting
	Noted: to be dealt with in the next meeting

	S3-060267
	CR to TS 33.220 (Rel-6): NAF shall verify identity sent by UE over Ua
	Nokia
	7.9.2
	None
	See comments in 325. Should be CRs to 33.919, Next meeting

	S3-060268
	CR to TS 33.220 (Rel-7): NAF shall verify identity sent by UE over Ua
	Nokia
	7.9.2
	None
	See comments in 325. Should be CRs to 33.919, Next meeting

	S3-060269
	Discussion about coexistence of NBA and Early IMS
	huawei
	6.1
	None
	Withdrawn: error in ADN

	S3-060270
	Discussion about coexistence of NBA and Early IMS
	huawei
	6.1
	None
	To be put into a TR for provision to WG7 for some discussion and some proposals for a way forward

	S3-060271
	Pseudo CR Liberty-3GPP interworking security
	huawei
	7.25
	314
	Revised to 314

	S3-060272
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060273
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060274
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060275
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060276
	Key Establishment Mechanism: proposal for working assumptions
	Axalto
	7.27
	282, 283
	See CRs in 282 and 283

	S3-060277
	E-mail discussion report regarding 128-bit ciphering for GSM/GPRS
	Siemens
	7.6
	AP 43.03
	See AP 43.03

	S3-060278
	Pseudo-CR to 33.110: requirements for counter
	Gemplus
	7.27
	280
	Withdrawn in favour of 280

	S3-060279
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060280
	Pseudo-CR to 33.110: requirements for counter
	Gemplus
	7.27
	None
	Pseudo-CR was approved and will be put into the TR

	S3-060281
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060282
	Pseudo-CR to TS 33.110: Introduction of new requirements (alternative 1)
	Axalto
	7.27
	None
	Approved, to be added to TS

	S3-060283
	Pseudo-CR to TS 33.110: Introduction of new requirements (alternative 2)
	Axalto
	7.27
	None
	Withdrawn in favour of 282

	S3-060284
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	HUAWEI
	7.25
	None
	Withdrawn: error in ADN

	S3-060285
	Pseudo CR to Liberty Alliance ID-WSF and GBA architecture
	huawei
	7.25
	None
	Withdrawn: error in ADN

	S3-060286
	Clarification of MTK ID reset
	Ericsson
	7.20
	328
	Revised to 328

	S3-060287
	GBA: UICC removal
	Ericsson
	7.9.2
	345, 346
	See CRs in 345 and 346

	S3-060288
	Pseudo CR message flow to SSO scenario of ID-WSF authentication service
	HUAWEI
	7.25
	313
	Revised to 313

	S3-060289
	Pseudo CR to Liberty Alliance ID-WSF and GBA architecture
	HUAWEI
	7.25
	312
	Revised to 312

	S3-060290
	CR to TS 43.020 (Rel-5): Mandatory A5 algorithms for terminals
	Nokia
	7.6
	344
	Revised to 344

	S3-060291
	CR to TS 33.210 (Rel-7): Checking the validity of DiameterIdentity
	Nokia
	7.3
	339
	Resulted in LS to SA2 in 339

	S3-060292
	Different lifetimes of adapted key material in UE’s and NAF nodes
	Ericsson
	7.9.2
	376, 377
	To be checked off line; see CRs in 376 and 377

	S3-060293
	GBA selection of UICC application procedure
	Ericsson
	7.9.2
	None
	To be discussed off line; to be seen next meeting

	S3-060294
	Discussion of compatibility of NASS-bundled authentication and Early IMS
	Siemens
	6.1
	None
	To be put into a TR for provision to WG7 for some discussion and some proposals for a way forward

	S3-060295
	Need for new privacy related features proposed for GBA
	Siemens
	7.9.2
	None
	Noted; Further contributions are invited based on TD S3-060295

	S3-060296
	Security Architecture for WiMAX
	Siemens, Lucent
	5.9
	None
	Noted

	S3-060297
	Common vs. separate keys for RRC signalling between UE and eNodeBs
	Siemens
	7.26
	None
	Noted: Common key approach maintained

	S3-060298
	Presentation on 3GPP solution for IMS security extensions to enable NAT traversal
	Siemens / SA3
	6.2
	None
	Noted

	S3-060299
	Security Header Parsing in IMS
	Qualcomm Europe
	7.1.1
	None
	To be checked off line; Noted, delegates asked to contact CT1 delegates.

	S3-060300
	Editorial CR to 33.141
	Qualcomm Europe
	7.18
	368
	Revised to 368

	S3-060301
	Authenticating Key Requests in GBA
	Qualcomm Europe
	7.9.2
	None
	Noted; Further contributions are invited based on TD S3-060295

	S3-060302
	Determining authentication schemes in S-CSCF
	Nokia
	6.1
	None
	To be put into a TR for provision to WG7 for some discussion and some proposals for a way forward

	S3-060303
	NAF Key Centre in S3-060070
	Ericsson
	7.27
	None
	Noted

	S3-060304
	LS on Authentication mechanisms to IMS
	SA
	6
	None
	Noted: the original LS should have been sent to 3GPP in the name of TISPAN

	S3-060305
	Review of TS 22.259 “Service Requirements for Personal Network Management”
	Vodafone, BT
	7.28
	374
	Revised to 374

	S3-060306
	CR on 33.234 (R7): Clarification on PDG requirements for in-band OCSP support and update of reference
	Vodafone
	7.10
	367
	Revised to 367

	S3-060307
	CR on 33.204 (R7): Clarification of message routing between PLMNs
	Vodafone
	7.2
	338
	Revised to 338

	S3-060308
	Extending NDS/AF to support TLS
	Vodafone, Nokia
	7.4
	AP 42.02
	Will result in WI and CR at the next meeting; AP 42.02

	S3-060309
	UICC-ME secure interface open issues
	Vodafone
	7.27
	
	Noted

	S3-060310
	SIM access to MBMS
	Vodafone, Telecom Italia, Rogers Wireless, Siemens
	7.20
	311
	See CR in 311

	S3-060311
	CR to 33.246 (R7): SIM access to MBMS
	Vodafone, Telecom Italia, Rogers Wireless, Siemens
	7.20
	370
	Revised to 370

	S3-060312
	Liberty-3GPP interworking security
	HUAWEI
	7.25
	356
	Noted and a new CR is expected at the next meeting; Revised to 356

	S3-060313
	Message flow for SSO scenario of ID-WSF authentication service
	HUAWEI
	7.25
	357
	Revised to 357

	S3-060314
	Liberty Alliance ID-WSF and GBA architecture
	HUAWEI
	7.25
	None
	Noted for the time being while off-line checking can be done regarding co-location; for the next meeting

	S3-060315
	Consumer protection against spam and malware
	Orange
	7.28
	323
	See comments in 323

	S3-060316
	Comments to S3-060265 and S3-060266
	Orange
	7.27
	None
	Withdrawn: error in ADN

	S3-060317
	Comments to S3-060265 and S3-060266
	Orange
	7.27
	309
	Noted: covered by 309

	S3-060318
	Comment on LS S3-060197 from CT1 on Realm parameter
	Siemens
	7.1.1
	351
	Response in 351

	S3-060319
	Comments to 2G_GBA usage at Ua reference point contributions S3-060219, S3-060220 and S3-060221 of Huawei
	Nokia
	7.9.2
	None
	Noted; not sure about the benefit, more input next meeting

	S3-060320
	comments to (S3-060261, S3-060263, S3-060264)
	Huawei
	7.9.2
	360
	Noted; to be put into a new TR, also see new WID in 360

	S3-060321
	Comments and Refinement of S3-060303 NAF Key Centre of Ericsson
	Nokia
	7.27
	None
	Noted

	S3-060322
	BS-BS C-plane Security (updated version of S3-060254)
	NOKIA
	7.26
	
	Option 4 will also be added to the TR with an editor’s note that the description has to be improved

	S3-060323
	Comments to S3-060315 on Anti Spam
	Nokia
	7.28
	331
	See comments in 331

	S3-060324
	comments on S3-060191 Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution
	DoCoMo
	7.26
	None
	To be added to TR with some comments.

	S3-060325
	Comments to S3-060267
	HUAWEI
	7.9.2
	None
	Noted

	S3-060326
	comments on S3-060286: clarification of MTK ID reset
	Siemens
	7.20
	None
	Noted as the comments were included in the update of TD S3-060286 into TD S3-060328

	S3-060327
	IMS: Proposal for User Plane Security: Comments by Ericsson
	Ericsson
	6.3
	None
	Noted and contributions invited

	S3-060328
	CR to TS 33.246: clarification to MTK ID reset
	Siemens, Ericsson
	7.20
	369
	Revised to 369

	S3-060329
	Comments to Comments to 2G_GBA usage at Ua reference point contributions S3-060219, S3-060220 and S3-060221 of Huawei
	Huawei
	7.9.2
	None
	Noted; not sure about the benefit, more input next meeting

	S3-060330
	Comment on Siemens’ “Need for new privacy related features S3-060295
	Qualcomm
	7.9.2
	None
	Noted; Further contributions are invited based on TD S3-060295

	S3-060331
	Comments to 323
	Orange
	7.28
	375
	Revised to 375

	S3-060332
	Liaison Statement on Recommended wording in 3GPP specs in the work item fixed broadband access to IMS (FBI)
	SA
	6
	None
	Noted

	S3-060333
	Report of SA WG3 meeting #42
	SA WG3 Secretary
	4.1
	None
	Approved

	S3-060334
	LS on Selective Disabling of UE capabilities
	Ericsson
	7.23
	371
	Revised to 371

	S3-060335
	Liaison to 3GPP SA2 and SA3 from IEEE 802.11
	SA3
	5.9
	Out
	Agreed to be sent

	S3-060336
	TS 33.204(Rel-7): Remove detailed SSN numbering
	Siemens
	7.2
	Out
	Agreed to be sent to SA for approval

	S3-060337
	TS 33.204(Rel-7): Updating references to Stage 3 (removing Editor’s Note)
	Siemens
	7.2
	Out
	Agreed to be sent to SA for approval

	S3-060338
	CR on 33.204 (R7): Clarification of message routing between PLMNs
	Vodafone
	7.2
	Out
	Agreed to be sent to SA for approval

	S3-060339
	LS to SA2 on Inter-operator Interfaces
	Nokia
	7.3
	Out
	Agreed to be sent

	S3-060340
	Denial of Service attacks through NAS Registration Reject messages
	SA3
	7.5
	Out
	Agreed to be sent

	S3-060341
	LS on UE identities used in LTE
	RAN2
	7.26
	361
	Response in 361

	S3-060342
	Reply LS on Removal of GPRS algorithm info
	SA3
	7.6
	Out
	Agreed to be sent

	S3-060343
	TS 42.009 (Rel-4): Support of ciphering algorithms
	Siemens
	7.6
	Out
	Agreed to be sent to SA for approval

	S3-060344
	CR to TS 43.020 (Rel-5): Mandatory A5 algorithms for terminals
	Nokia
	7.6
	380
	Agreed to be sent to SA for approval; Revised to 380

	S3-060345
	CR to 33.220 on UICC removal (Rel-6)
	SA3
	7.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060346
	CR to 33.220 on UICC removal (Rel-7)
	SA3
	7.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060347
	LS to CT6 on UICC presence detection
	SA3
	7.9.2
	Out
	Agreed to be sent

	S3-060348
	CR to TR 33.920 (Rel-7): Removal of editor's notes
	Nokia
	7.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060349
	Possible fraud scenario with NASS-bundled authentication and proposed solution
	Nokia
	6.1
	None
	To be put into a TR for provision to WG7 for some discussion and some proposals for a way forward

	S3-060350
	Issues with Coexistence between NASS bundled authentication (NBA) and Early IMS Security (EIS)
	WG7
	6.1
	None
	Noted; the issues on the last two slides should be used as a basis for the 33.8xx TR

	S3-060351
	Comment on LS S3-060197 from CT1 on Realm parameter
	SA3
	7.1.1
	Out
	Agreed to be sent

	S3-060352
	LS on the use of temporary public user identity in registration procedures
	SA3
	7.1.1
	Out
	Agreed to be sent

	S3-060353
	Correction to the description of network hiding(R7)
	Huawei
	7.1.1
	358
	Revised to 358

	S3-060354
	CR to TR 33.980 (Rel-7): Adding a reference to Authentication Context in CT4 TS
	Nokia
	7.25
	Out
	Agreed to be sent to SA for approval

	S3-060355
	CR to TR 33.980 (Rel-7): Addition of interworking details
	Nokia
	7.25
	Out
	Agreed to be sent to SA for approval

	S3-060356
	Liberty-3GPP interworking security
	HUAWEI
	7.25
	Out
	Agreed to be sent to SA for approval

	S3-060357
	Message flow for SSO scenario of ID-WSF authentication service
	HUAWEI
	7.25
	Out
	Agreed to be sent to SA for approval

	S3-060358
	Correction to the description of network hiding(R7)
	Huawei
	7.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060359
	LS on "RAN3 Position on MME UPE Split"
	RAN3
	7.26
	None
	Noted: we will see what happens with SA2

	S3-060360
	Updated WID for GAA Extensions (PUSH)
	Nokia
	7.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060361
	LS on UE identities used in LTE
	SA3
	7.26
	Out
	Noted, LS in 361 should cover the open issue on use of USIM.; Agreed to be sent; Wait for attachment.

	S3-060362
	Draft update to SAE time plan, 6/4/2006
	Vodafone [SA 2]
	7.26
	None
	Noted

	S3-060363
	LS on CT4 impact analysis of support for simultaneous WLAN direct IP access sessions
	SA3
	7.10
	Out
	Agreed to be sent

	S3-060364
	Correction of reference(R6)
	Huawei
	7.10
	Out
	Agreed to be sent to SA for approval

	S3-060365
	Correction of reference(R7)
	Huawei
	7.10
	Out
	Agreed to be sent to SA for approval

	S3-060366
	CR to TS33.234: Tunnel setup procedures for the private network access from WLAN 3GPP IP Acce
	NTT DoCoMo
	7.10
	Out
	Agreed to be sent to SA for approval

	S3-060367
	CR on 33.234 (R7): Clarification on PDG requirements for in-band OCSP support and update of reference
	Vodafone
	7.10
	Out
	Agreed to be sent to SA for approval

	S3-060368
	Editorial CR to 33.141
	Qualcomm Europe
	7.18
	Out
	Agreed to be sent to SA for approval

	S3-060369
	CR to TS 33.246: clarification to MTK ID reset
	Siemens, Ericsson
	7.20
	Out
	Agreed to be sent to SA for approval

	S3-060370
	CR to 33.246 (R7): SIM access to MBMS
	Vodafone, Telecom Italia, Rogers Wireless, Siemens
	7.20
	Out
	Agreed to be sent to SA for approval

	S3-060371
	LS on Selective Disabling of UE capabilities
	Ericsson
	7.23
	Out
	Agreed to be sent

	S3-060372
	CR 55.236 (Rel-6): Missing bit in MIL3G RAND test set 1 example and correcting used functions
	Siemens
	7.21
	Out
	Agreed to be sent to SA for approval

	S3-060373
	New version of TR 33.905
	Nokia, Gemplus
	7.24
	384
	Agreed to be sent to SA for information; Revised to 384

	S3-060374
	LS on Personal Network Management
	Vodafone (SA3)
	7.28
	Out
	Agreed to be sent

	S3-060375
	New WI on Consumer Protection against spam and malware
	Orange
	7.28
	Out
	Agreed to be sent to SA for approval

	S3-060376
	CR to 33.220 on Minimum lifetime of Keys (Rel-6)
	SA3
	7.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060377
	CR to 33.220 on Minimum lifetime of Keys (Rel-7)
	SA3
	7.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060378
	CR to TS 03.20 (R99): Clarification on A5 Algorithm support
	Vodafone
	7.6
	Out
	Agreed to be sent to SA for approval

	S3-060379
	CR to TS 03.20 (Rel-4): Clarification on A5 Algorithm support
	Vodafone
	7.6
	Out
	Agreed to be sent to SA for approval

	S3-060380
	CR to TS 43.020 (Rel-5): Mandatory A5 algorithms for terminals
	Vodafone
	7.6
	Out
	Agreed to be sent to SA for approval

	S3-060381
	CR to TS 43.020 (Rel-6): Correction and clarification of requirements relating to A5 algorithm support
	Vodafone
	7.6
	Out
	Agreed to be sent to SA for approval

	S3-060382
	TS 42.009 (Rel-4): Support of ciphering algorithms
	Siemens
	7.6
	Out
	Agreed to be sent to SA for approval

	S3-060383
	LS to OMA on "Consumer Protection against spam and malware"
	Orange
	7.28
	Out
	Agreed to be sent

	S3-060384
	New version of TR 33.905
	Nokia, Gemplus
	7.24
	Out
	Agreed to be sent to SA for approval

	S3-060385
	TR on Compatibility of IMS access authentication mechanisms
	Orange
	6
	None
	It was noted as the basis for future work
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	6.1.0
	

	33.900
	Guide to 3G security
	
	
	
	
	
	
	
	0.4.1
	
	

	33.901
	Criteria for cryptographic Algorithm design process
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	

	33.902
	Formal Analysis of the 3G Authentication Protocol
	
	
	
	
	
	3.1.0
	4.0.0
	
	
	

	33.908
	3G Security; General report on the design, specification and evaluation of 3GPP standard confidentiality and integrity algorithms
	
	
	
	
	
	3.0.0
	4.0.0
	
	
	

	33.909
	3G Security; Report on the design and evaluation of the MILENAGE algorithm set; Deliverable 5: An example algorithm for the 3GPP authentication and key generation functions
	
	
	
	
	
	
	4.0.1
	
	
	

	33.918
	Generic Authentication Architecture (GAA); Early implementation of Hypertext Transfer Protocol over Transport Layer Security (HTTPS) connection between a Universal Integrated Circuit Card (UICC) and a Network Application Function (NAF)
	
	
	
	
	
	
	
	
	
	7.0.0

	33.919
	Generic Authentication Architecture (GAA); System description
	
	
	
	
	
	
	
	
	6.2.0
	7.0.0

	33.920
	SIM card based Generic Bootstrapping Architecture (GBA); Early Implementation Feature
	
	
	
	
	
	
	
	
	
	7.0.0

	33.941
	Presence service; Security
	
	
	
	
	
	
	
	
	0.6.0
	

	33.978
	Security aspects of early IP Multimedia Subsystem (IMS)
	
	
	
	
	
	
	
	
	6.4.0
	

	33.980
	Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	
	
	
	
	
	
	
	
	
	7.0.0

	35.201
	Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specification
	
	
	
	
	
	3.2.0
	4.1.0
	5.0.0
	6.1.0
	

	35.202
	Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi specification
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.1.0
	

	35.203
	Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementors' test data
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	

	35.204
	Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data
	
	
	
	
	
	3.1.2
	4.0.0
	5.0.0
	6.0.0
	

	35.205
	3G Security; Specification of the MILENAGE Algorithm Set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.206
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
	
	
	
	
	
	
	4.0.0
	5.1.0
	6.0.0
	

	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors’ test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.215
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications
	
	
	
	
	
	
	
	
	
	1.0.0

	35.216
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 2: SNOW 3G specification
	
	
	
	
	
	
	
	
	
	1.0.0

	35.217
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors’ test data
	
	
	
	
	
	
	
	
	
	1.0.0

	35.218
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 4: Design conformance test data
	
	
	
	
	
	
	
	
	
	1.0.0

	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.919
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 5: Design and evaluation report
	
	
	
	
	
	
	
	
	
	1.0.0

	41.031
	Fraud Information Gathering System (FIGS); Service requirements; Stage 0
	
	
	
	
	
	
	4.0.1
	5.0.0
	6.0.0
	

	41.033
	Lawful Interception requirements for GSM
	
	
	
	
	
	
	4.0.1
	5.0.0
	6.0.0
	

	41.061
	General Packet Radio Service (GPRS); GPRS ciphering algorithm requirements
	
	
	
	
	
	
	4.0.0
	
	
	

	42.009
	Security aspects
	
	
	
	
	
	
	4.0.0
	
	
	

	42.033
	Lawful Interception; Stage 1
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	43.020
	Security-related network functions
	
	
	
	
	
	
	4.1.0
	5.1.0
	6.3.0
	

	43.033
	3G security; Lawful Interception; Stage 2
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	55.205
	Specification of the GSM-MILENAGE algorithms: An example algorithm set for the GSM Authentication and Key Generation Functions A3 and A8
	
	
	
	
	
	
	
	
	6.2.0
	

	55.216
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 1: A5/3 and GEA3 specification
	
	
	
	
	
	
	
	
	6.2.0
	

	55.217
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 2: Implementors' test data
	
	
	
	
	
	
	
	
	6.1.0
	

	55.218
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 3: Design and conformance test data
	
	
	
	
	
	
	
	
	6.1.0
	

	55.236
	Specification of A8_V MILENAGE Algorithm: An example algorithm for the key generation function A8_V
	
	
	
	
	
	
	
	
	6.0.0
	

	55.919
	Specification of the A5/3 encryption algorithms for GSM and EDGE, and the GEA3 encryption algorithm for GPRS; Document 4: Design and evaluation report
	
	
	
	
	
	
	
	
	6.1.0
	


Annex D:
List of CRs to specifications under SA WG3 responsibility agreed at meeting #43
Meeting #41
	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	02.09
	-
	A009
	R99
	TS 42.009 (Rel-4): Support of ciphering algorithms
	F
	8.0.1
	S3-060382
	SEC1
	agreed

	03.20
	-
	A025
	R99
	CR to TS 03.20 (R99): Clarification on A5 Algorithm support
	F
	8.2.0
	S3-060378
	SEC1
	agreed

	33.141
	-
	006
	Rel-7
	Editorial CR to 33.141
	F
	7.0.0
	S3-060368
	TEI7
	agreed

	33.203
	-
	092
	Rel-7
	Correction to the description of network hiding(R7)
	F
	7.1.0
	S3-060358
	FBI
	agreed

	33.204
	-
	-
	Rel-7
	TS 33.204(Rel-7): Remove detailed SSN numbering
	F
	7.0.0
	S3-060336
	SEC7-NDS-TCAPsec
	agreed

	33.204
	-
	002
	Rel-7
	TS 33.204(Rel-7): Updating references to Stage 3 (removing Editor’s Note)
	F
	7.0.0
	S3-060337
	SEC7-NDS-TCAPsec
	agreed

	33.204
	-
	003
	Rel-7
	CR on 33.204 (R7): Clarification of message routing between PLMNs
	F
	7.0.0
	S3-060338
	SEC7-NDS-TCAPsec
	agreed

	33.220
	-
	092
	Rel-6
	CR to 33.220 on UICC removal (Rel-6)
	F
	6.8.0
	S3-060345
	TEI
	agreed

	33.220
	-
	093
	Rel-7
	CR to 33.220 on UICC removal (Rel-7)
	A
	7.3.0
	S3-060346
	TEI
	agreed

	33.220
	-
	094
	Rel-6
	CR to 33.220 on Minimum lifetime of Keys (Rel-6)
	F
	6.8.0
	S3-060376
	TEI6
	agreed

	33.220
	-
	095
	Rel-7
	CR to 33.220 on Minimum lifetime of Keys (Rel-7)
	A
	7.3.0
	S3-060377
	TEI7
	agreed

	33.234
	-
	077
	Rel-6
	Correction of reference(R6)
	F
	6.8.0
	S3-060364
	WLAN
	agreed

	33.234
	-
	078
	Rel-7
	Correction of reference(R7)
	F
	7.0.0
	S3-060365
	WLAN
	agreed

	33.234
	-
	079
	Rel-7
	CR to TS33.234: Tunnel setup procedures for the private network access from WLAN 3GPP IP Acce
	B
	7.0.0
	S3-060366
	I-WLAN Private NW access
	agreed

	33.234
	-
	080
	Rel-7
	CR on 33.234 (R7): Clarification on PDG requirements for in-band OCSP support and update of reference
	C
	7.0.0
	S3-060367
	WLAN
	agreed

	33.246
	-
	085
	Rel-6
	CR to TS 33.246: clarification to MTK ID reset
	F
	6.6.0
	S3-060369
	MBMS
	agreed

	33.246
	-
	086
	Rel-7
	CR to 33.246 (R7): SIM access to MBMS
	F
	6.6.0
	S3-060370
	MBMS
	agreed

	33.920
	-
	001
	Rel-7
	CR to TR 33.920 (Rel-7): Removal of editor's notes
	D
	7.0.0
	S3-060348
	2G GBA
	agreed

	33.980
	-
	001
	Rel-7
	CR to TR 33.980 (Rel-7): Adding a reference to Authentication Context in CT4 TS
	B
	7.0.0
	S3-060354
	LibSec
	agreed

	33.980
	-
	002
	Rel-7
	CR to TR 33.980 (Rel-7): Addition of interworking details
	B
	7.0.0
	S3-060355
	LibSec
	agreed

	33.980
	-
	002
	Rel-7
	Liberty-3GPP interworking security
	F
	7.0.0
	S3-060356
	Liberty-GBA interworking
	agreed

	33.980
	-
	004
	Rel-7
	Message flow for SSO scenario of ID-WSF authentication service
	F
	7.0.0
	S3-060357
	Liberty-GBA interworking
	agreed

	42.009
	-
	001
	Rel-4
	TS 42.009 (Rel-4): Support of ciphering algorithms
	F
	4.0.0
	S3-060343
	SEC1
	agreed

	43.020
	-
	11
	Rel-4
	CR to TS 03.20 (Rel-4): Clarification on A5 Algorithm support
	A
	4.1.0
	S3-060379
	SEC1
	agreed

	43.020
	1
	010
	Rel-5
	CR to TS 43.020 (Rel-5): Mandatory A5 algorithms for terminals
	F
	5.1.0
	S3-060380
	SEC1
	agreed

	43.020
	-
	012
	Rel-6
	CR to TS 43.020 (Rel-6): Correction and clarification of requirements relating to A5 algorithm support
	F
	6.3.0
	S3-060381
	SEC1
	agreed

	55.236
	-
	001
	Rel-6
	CR 55.236 (Rel-6): Missing bit in MIL3G RAND test set 1 example and correcting used functions
	F
	6.0.0
	S3-060372
	SECGKYV
	agreed


Annex E:
List of Liaisons

E.1
Liaisons to the meeting

	TD number
	Title
	From
	Source TD
	Comment/Status

	S3-060195
	LS endorsing the joint meeting during SA3#43 in Athens
	TISPAN WG7
	10TD280r1
	Noted

	S3-060196
	Impact on TS 24.234 of support for simultaneous WLAN direct IP access sessions
	CT1
	C1-060445
	Noted

	S3-060197
	LS on the Realm parameter in WWW Authenticate and Authorization header
	CT1
	C1-060504
	See comments in 318.

	S3-060198
	Reply to SA2 and OMA DM regarding WLAN service configuration parameters for mobile devices
	CT1
	C1-060596
	Noted: SA3 has already replied

	S3-060199
	LS on the use of temporary public user identity in registration procedures
	CT1
	C1-060619
	Response in 352

	S3-060201
	LS on CT4 impact analysis of support for simultaneous WLAN direct IP access sessions
	CT4
	C4-060343
	Response in 363

	S3-060203
	Reply LS on Identification of the authentication domains by the HLR
	CT4
	C4-060425
	Noted. Conclusion of CT4 acceptable; this to be communicated to CT4. AP 43.01

	S3-060204
	Removal of GPRS algorithm info
	RAN2
	R2-060651
	Response in 342

	S3-060205
	Response to ITU-R WP8F on PDNR ITU-R M.[IP CHAR]
	RAN
	RT-060002
	Noted; a final review will be done at TSG. Nothing for SA3 to do anything at this time.

	S3-060206
	Reply LS on UE definition to accommodate IMS and TISPAN
	SA1
	S1-060189
	Noted; see 332 with a response from SA and 304

	S3-060207
	Reply LS on 'Change of originating and terminating terminal terminology'
	SA1
	S1-060233
	Noted

	S3-060208
	Reply LS on Incorporating support for WiMAX in 3GPP I-WLAN specifications
	SA2
	S2-061218
	Noted

	S3-060209
	Reply LS on Handling several status codes in one response message
	SA4
	S4-060149
	Noted; AP 42.06

	S3-060242
	Liaison to 3GPP SA2 and SA3 from IEEE 802.11
	IEEE P802.11
	IEEE 802.11-06/0344r2
	Withdrawn: error in ADN

	S3-060243
	Liaison to 3GPP SA2 and SA3 from IEEE 802.11
	IEEE P802.11
	IEEE 802.11-06/0344r2
	Withdrawn: error in ADN

	S3-060244
	Liaison to 3GPP SA2 and SA3 from IEEE 802.11
	IEEE P802.11
	IEEE 802.11-06/0344r2
	Response in 335

	S3-060341
	LS on UE identities used in LTE
	RAN2
	R2-061100
	Response in 361

	S3-060359
	LS on "RAN3 Position on MME UPE Split"
	RAN3
	R3-060518
	Noted: we will see what happens with SA2


E.2
Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-060335
	LS on Continuing dialogue regarding IEEE 802.11u requirements
	IEEE 802.11u
	SA2
	10/04/2006

	S3-060339
	LS to SA2 on Inter-operator Diameter interfaces
	SA2
	CT4
	10/04/2006

	S3-060340
	LS Denial of Service attacks through NAS Registration Reject messages
	CT1
	
	10/04/2006

	S3-060342
	Reply LS on Removal of GPRS algorithm info
	RAN2
	RAN3, GERAN2
	10/04/2006

	S3-060347
	LS to CT6 on UICC presence detection
	CT6
	
	10/04/2006

	S3-060351
	Reply LS to CT1 on “Realm parameter in WWW Authenticate and Authorization header”
	CT1
	CT4
	10/04/2006

	S3-060352
	Reply LS on the use of temporary public user identity in registration procedures
	CT1, SA2
	
	10/04/2006

	S3-060361
	LS on UE identities used in LTE
	RAN2, RAN3, SA2
	
	

	S3-060363
	LS on CT4 impact analysis of support for simultaneous WLAN direct IP access sessions
	CT4
	SA2
	10/04/2006

	S3-060371
	Reply LS on Selective Disabling of UE Capabilities
	SA2, CT1
	
	10/04/2006

	S3-060374
	LS on security aspects of Personal Network Management
	SA1
	
	10/04/2006

	S3-060383
	LS to OMA MMSG on “Consumer protection against spam and malware”
	OMA MMSG
	
	10/04/2006


Annex F:
List of TSs or TRs to go to SA
TSs and TRs to be sent
	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-7
	33.905
	S3-060384
	New version of TR 33.905
	SP-32

	
	
	
	
	


TSs and TRs pending

	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-7
	35.215
	
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2;
Document 1: UEA2 and UIA2 specifications
	

	Rel-7
	35.216
	
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2;
Document 2: SNOW 3G specification
	

	Rel-7
	35.217
	
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2;
Document 3: Implementors’ test data
	

	Rel-7
	35.218
	
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; 

Document 4: Design conformance test data
	

	Rel-7
	35.919
	
	Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2;
Document 5: Design and evaluation report
	

	Rel-6
	55.226
	
	Specification of the A5/4 Encryption Algorithms for GSM

and ECSD, and the GEA4 Encryption Algorithm for GPRS
	


Annex G:
Actions from the meeting

AP 43.01
Karl Norrman to contact the contact person from CT4 listed in TD S3-060203 and inform him that the conclusions from CT4 are acceptable. 
AP 43.02
Peter Howard to extract the non-TLS related changes in TD S3-060308 into a separate CR for provision to the next meeting. This is not for email approval but may be discussed on email.
AP 43.03
Karl Norrman to add the information from section 2 of TD S3-060277 to the TR in 33.801.

AP 43.04
The IETF co-ordinator to be informed about the introduced dependency with the IETF draft by Mr Dajiang Zhang.

AP 43.05
CR to be prepared to update the references for the draft RFCs by Mr. Alec Brusilovsky for 33.234.

AP 43.06
The contact person in TD S3-060209 to be informed that the review is positive by Vesa Lehtovirta.

AP 43.07
All to provide comments on the SA3 workplan items in TD S3-060240 by 26th May. This has been determined by the workplan manager and is not under control of the secretary and so is not extendable.
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