3GPP TSG-SA WG3 (Security) Meeting #44 
Tdoc S3-060501
Tallinn, Estonia, 11-14 July 2006
Source:

Ericsson, Siemens
Title:


Removing TAG and MKI length from Service Announcement

Document for:
Discussion and decision

Agenda Item:
MBMS Rel-6

1 Introduction

TS 33.246 specifies that SRTP authentication tag length and SRTP MKI length are indicated in the Service protection description. These are included so that the UE would be able to request the MSK required for a received SRTP packet even before the UE has received the security policy in MIKEY MSK message. This contribution illustrates that the UE is able to request the required MSK even though the SRTP authentication tag length and SRTP MKI length would not be included in Service protection description. 
2 Discussion

Clause 6.3.2.1A of TS 33.246 specifies the following on the Service protection description (excerpt):

“…

-
Identifiers of the MSKs needed for the User Service.


For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of each MSK ID shall be set to 0x0 to denote the current MSK. The Key Number values in the Service Announcement shall be ignored by the UE, since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.

-
Mapping information how the MSKs are used to protect the different RTP sessions or FLUTE channels. If the MSK is applied to streaming data, then the following parameters shall be present per MSK:

-
SRTP authentication tag length

NOTE 3: 
If there is no integrity protection applied to the data, the length of the authentication tag shall be zero. 

-
SRTP MKI length

NOTE 4: 
Using the lengths of the authentication tag and the MKI field, the UE is able to locate the beginning of the MKI field in SRTP packets even before it has received the security policy payload supplied with the delivery of the MSK. This makes it possible for the UE to request the MSK required for the packet.

…”

Note 4 above gives the motivation for including the SRTP authentication tag and MKI lengths in the Service protection description. As it will be shown, the UE does not need to find the MKI field in the SRTP packet to be able to request for the required MSK, since the UE can find the needed MSK ID information in the Service protection description itself. 

However section 6.4.5.2 also clarifies that: ‘The BM-SC shall ensure that the UE has received the SP payload before the SP payload needs to be applied in the streaming service. The BM-SC shall include the SP payload when the MSK delivery was triggered by the UE using the MSK request procedure or the MBMS User Service Registration procedure, otherwise it is optional for the BM-SC to include the SP payload into MSK delivery messages’.

Considering that the UE has to perform first a User Service Registration based on the Service Description, the UE always will be in the possession of the Security Policy. The SP includes the necessary information about the authentication tags which can be used together with the information in the service protection description about the key ID information (Key Domain ID - MSK ID) to validate the SRTP stream. The UE may have to request the MSK if the MKI refers to an unknown key.
The modification is needed from Rel-6 as the RCC-scheme affects Rel-6 anyhow while current Rel-6 description is technically incomplete. Implementing the solution only from Rel-7 would introduce interoperability issues with Rel-6 solution.
3 Proposal

Based on the analysis above the SRTP authentication tag length and SRTP MKI length are not needed in the Service protection description and they could be removed.  
If the proposal is not accepted, it seems necessary to specify new, yet unknown, handling of the length parameters as the RCC scheme [RCC] affects the length of the authentication tag of every Rth SRTP packet. This could complicate the MBMS solution unnecessarily. Removing the length parameters makes Service protection description transparent to RCC scheme. We believe SA3 should take the opportunity to implement the solution from Rel-6 as doing it from Rel-7 would introduce interoperability issues. 

The impact to TS 26.346 would be the removal of related parameters from that specification, but no other changes would be needed. 

The proposed changes are implemented in the accompanying CR to TS 33.246.

4 References

[RCC]
IETF internet draft: "Integrity Transform Carrying Roll-over Counter", draft-lehtovirta-srtp- rcc-03.txt>.

























































































































































































































































































































































