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Abstract

The current version (v2) of the living SA3 document “Rationale and track of security decisions in LTA/SAE”, contained in S3-060361, does not contain an explicit decision on the layer at which user plane protection is to take place (although there is an implicit reference to it). This contribution proposes that SA3 makes a decision in favour of user plane protection at or below the PDCP layer and documents it in a new version of “Rationale and track of security decisions in LTE/SAE. It should also be mentioned here that TR 25.813 already anticipates this decision. But the decision should be made by SA3 and its rationale should be documented by SA3. We propose a pseudo-CR to the document “Rationale and track of security decisions in LTA/SAE” in section 3 below.
__________________________________________________________________________________________
1.1. Introduction

The question we address in this contribution is: “On which layer should UP-traffic be encrypted (and, if required, integrity protected)?”
In UMTS NAS UP-traffic encryption terminates in the RNC. Encryption is performed either in the RLC sub-layer or in the MAC sub-layer. These layers terminate in UE and RNC respectively. In GPRS the LLC protocol on the upper part of the data link layer spans from UE to the SGSN and UP-traffic is encrypted on this layer.

In SAE/LTE UP-traffic will be encrypted (and possibly integrity protected) between UE and UPE. However, it has not been decided by SA3 yet on which layer the security mechanisms are to be applied. 

UP traffic is IP traffic and routed as such from eNodeB to UPE. There seem to be two possible solutions to our question: 

1) encryption (and, if required, integrity protection) is applied at the IP layer. 

2) encryption (and, if required, integrity protection) is applied at an “upper link layer” extending between UE and UPE above the link layer terminating in the eNodeB and below the IP layer. 

Re 1): Then IPsec would be naturally used between UP and UPE. But the use of IPsec introduces a considerable overhead for security association establishment. There are several options for IPsec security association establishment: IKE v2 requires at least 4 messages to be exchanged between UE and UPE and involves public-key operations. In addition, IKEv2 requires either pre-shared keys between UE and UPE or public key certificates, at least on the network side. Introducing user certificates for LTE/SAE security is not very desirable, for the known complexity to set up such a PKI. One option to obtain a pre-shared key would be to use a key derived from the result of AKA as pre-shared key. This would add the messages for AKA to the overhead. Another option would be to use IKEv2 with EAP-AKA for user authentication as in TS 33.234 for I-WLAN. This would add the messages for EAP-AKA to the overhead. Using IKE instead of IKEv2 would yet increase the overhead. Yet another option would be to circumvent IKE or IKEv2 and specify a new security association establishment protocol for IPsec for the purpose of SAE. However, the latter is not advisable: this was done for IMS, but there the situation was different: the 3GPP-defined security association establishment protocol for IPsec could be integrated with the SIP registration procedure.

Re 2): A link layer protocol extending between UE and UPE is already available in the RAN draft TR 25.813, namely the protocol PCDP. The encryption layer is to be located below the compression layer within PDCP (quite obviously, as otherwise compression could not be effective.) The protocol elements for encryption (and, if required, integrity protection) could be integrated within PDCP in a fashion similar to UMTS. The protocol details, and in particular the negotiation of freshness parameters equivalent to COUNT and FRESH in UMTS, are for further study and need to be elaborated jointly with RAN. 

Another advantage of having encryption at or below the PDCP layer is related to IP address linkability, cf. next section.

Therefore, it is recommended to go for user plane protection at or below the PDCP layer.

2.1. Existing material in “Rationale and track of security decisions in LTA/SAE v2” and in TR 25.813
In section 3.2.1.3 “Threat-B: User tracking due to IP-address linkability towards TMSI/IMSI/RNTI”, there is the text: “If we suppose that the User plane ciphering is being performed below/integrated to the PDCP layer ...” followed by a list of advantages of such an assumption regarding IP address linkability. But there is no further mentioning in the document of the layer at which user plane ciphering is to be performed.

The logical place where it should be is section 4.3, entitled “User plane packet eavesdropping”. But this section says nothing about the encryption layer.

We therefore propose to introduce new text in sections 3.2.1.3 and 4.3.
From TR 25.813, section 5.1.1:
“Figure 5.1.1 below shows the user-plane protocol stack for E-UTRAN, where:

-
RLC and MAC sublayers (terminated in eNB on the network side) perform the functions listed in section 5.3, e.g.:

- 
Scheduling;

-
ARQ;

-
HARQ.

-
PDCP sublayer (terminated in aGW on the network side) performs for the user plane the functions listed in section 5.3, e.g.: 

-
Header Compression;

-
Integrity Protection (FFS);

-
Ciphering.
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Figure 5.1.1: User-plane protocol stack”
3.1. Proposed pseudo-CR to “Rationale and track of security decisions in LTA/SAE v2”
The proposed next text is shown using revision marks. Changes are proposed for the section 3.2.1.3 and 4.3.

3.2.1.3 Threat-B: User tracking due to IP-address linkability towards TMSI/IMSI/RNTI

The UPE stores a UE context, e.g. parameters of the basic IP bearer service, keeps network internal routing information. The MME can store the UE context for long to allow for (re-)registration with temporary identity (user identity confidentiality). Within LTE the user gets an IP-address from the moment the registration (and authentication) has been successfully performed. 

TR 25.813 V101 of table 10.1 currently describes within a NOTE that the protocol stack layer in which the ciphering takes place is FFS. 

Assumed that user plane ciphering would be done at IP level than the initial assigned IP-address (allocated by confidentiality protected NAS signalling (requires UPE/MME cooperation)) would be disclosed when starting data transfers. 

Editor’s Note: It needs to be checked whether IP-addresses will be sent in clear text or not.

When the IP-address would be kept static for a long time, it could allow the passive attacker to correlate reallocated TMSI with these static IP-addresses, and this would weaken the TMSI re-allocation scheme.

As the User plane ciphering is being performed below/integrated to the PDCP layer, cf. section 4.3, there is no need to require frequent IP-address allocation as the IP-packets are tunnelled and encrypted within ‘PDCP-ciphering’.  This also means that IP-address privacy mechanisms need not be used (e.g. MAC addresses in IPv6). However the identifier that is being used within ‘PDCP’ should then be re-assigned at least as frequently as the TMSI re-allocation. 
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Figure 5.1.1: User-plane protocol stack from TR 25.813 v101
NOTE:  With user plane ciphering not activated, the passive attacker is not only able to observe the IP address of a user but might also be able to observe application layer identifiers, and as such be able to bypass TMSI-IMSI secure reallocation mechanisms.
4.3 User plane packet eavesdropping

4.3.1 Threats

The attacker may be eavesdropping at any interface between the UE and the UPE or in a ENodeB. The threats of this are: 

A) steal confidentiality of data transmitted in the packet payload (content confidentiality) 

B) steal confidentiality of context information such as identities, routing information and communication behavior.
 4.3.2 Countermeasures 

User plane confidentiality protection can be used to mitigate threats of type A). 
For B, it can be said: The lower the layer at which confidentiality protection is applied the more information is protected. In particular, if confidentiality protection is applied below the IP layer then IP addresses and routing information are protected. For identities used below the IP layer, we need information from RAN2 on UE-ID. 
Another advantage of performing confidentiality protection below the IP layer is the expected reduced overhead for security association establishment. So as not to destroy the effect of compression located in the PDCP layer, the encryption layer should be below the compression layer.
 4.3.3 Conclusion
The countermeasure “confidentiality protection” is required. Because of the advantages mentioned in the previous subsection confidentiality protection shall be performed at or below the PDCP layer (for PDCP, cf. TR 25.813).
 4.3.4 Track of the decision

It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119), more precisely in the UPE. It was decided at SA3#44, based on S3-060xxx, that confidentiality (and, if, required, integrity) protection shall be performed at or below the PDCP layer.
4.1. Proposal

It is proposed to include the text from section 3 of this contribution in a new version of the document “Rationale and track of security decisions in LTA/SAE v2”.
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