TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

​3GPP TSG SA WG3 Security — SA3#44
S3-060485
Tallinn, Estonia, 11 – 14 July, 2006















  
Source:
Siemens
Title:
Selection among 3GPP and TISPAN authentication methods by S-CSCF 
Agenda item:
IMS
Document for:
Discussion and decision
1 Introduction 

The coexistence of authentication methods defined by 3GPP and by ETSI TISPAN was one of the major topics at the IMS session at SA3#43, held jointly with TISPAN WG7. TISPAN WG7 continued this discussion at their meeting TISPAN#10ter (12-16 June). A key question handled at this meeting was the selection of authentication methods by the S-CSCF, which was based on the document 10tTD272r1 (Nokia, with Huawei comments incorporated). A document addressing the same issue was presented to SA3#43, but not discussed due to lack of time, namely S3-060302 (Nokia).

TISPAN WG7 agreed to send an LS to 3GGP SA3 and CT4, numbered 10tTD380r1, which contains specific questions to SA3 and asks for general comments. This contribution proposes a reply to issue#5 in the LS.

The LS from ETSI TISPAN WG7 is expected to be approved by ETSI TISPAN plenary only on 12 July, as noted on the cover sheet of 10tTD380r1, i.e. during the meeting SA3#44. Therefore, it does not yet have a 3GPP document number at the time of writing this contribution. But, as SA3#45 will take place only in November, and WG7 will have two meetings in between July and November, it is certainly desirable that SA3 sends a reply already from SA3#44.
But even if the LS from TISPAN WG7 does not arrive in time to be handled at SA3#44, then we suggest that the observations made in this document are sent in an LS from SA3 to TISPAN without reference to the TISPAN WG7 LS, again because SA3#45 is a long way off, the issue is at the core of the cooperation between WG7 and SA3, and SA3 maintains a TR addressing this issue.
2 Authentication method determined by S-CSCF 
2.1 Problem description (from the TISPAN WG7 LS)
S-CSCF needs to determine correct authentication mechanism to proceed with at registration. There is a possibility to use the value “unknown” for the authentication scheme on the Cx-interface. However there is no detail specification on how S-CSCF can utilize that.

2.2 WG7 consensus (from the TISPAN WG7 LS)
TD272r1 proposes a solution for the problem that can be agreeable within TISPAN. The proposed enhancement only affects the TISPAN serving S-CSCF, and not the “3GPP only” S-CSCF. The TISPAN solution already uses “unknown”; still the solution needs to be translated for coexistence as well. We consider the use of “unknown” may be agreeable, however, it deserves further consideration.
SA3 and CT4 are asked to provide feedback on the proposal.
2.3 Our comments

We see two kinds of problems with the proposed solution: with the assumptions on the authentication schemes, which may be associated with an IMPI, and with the proposed method for the S-CSCF to distinguish between schemes to be used to authenticate an IMS registration request. These problems are related and are explained in more detail in section 2.3.2.
The main problem is that the current proposal from TISPAN WG7 would imply that 3G TR 33.978, which is frozen, would have to be changed, and that an S-CSCF would have to support two different kinds of procedures for Early IMS, depending on its environment, cf. 2.3.2 below.
2.3.1 Authentication schemes, which may be associated with an IMPI
We first copy the text deemed relevant for this issue from the referenced TISPAN contribution TD272r1 (should be 10tTD272r1?) here before explaining the problem we see: 

“2.2.1 Multiple authentication mechanisms may be assigned to single IMPI

In most cases only one authentication scheme is assigned to an IMPI so the authentication scheme can be selectable based on the IMPI used in the registration. However in certain cases several authentication schemes can be assigned to same IMPI in UPSF. At least the following Use Cases look realistic:

1. NBA + EIS: Multipe Radio Terminal (MRT) using “access-bundled” authentication, ie. EIS in case of GPRS access and NBA in case of WLAN-to-DSL access

2. IMS-AKA + EIS:

· Both IMS-AKA & EIS provisioned to IMPI to allow user using EIS terminal first and then upgrading to IMS-AKA terminal seamlessly at any point-in-time. 

3. NBA + IMS-AKA: Multipe Radio Terminal (MRT) using IMS-AKA in case of GPRS access and NBA in case of WLAN-to-DSL access

4. NBA+EIS+IMS-AKA: Combination of previous cases”
We would first like to comment that, interestingly, HTTP Digest is not mentioned in this list of combinations although it seems to create most of the problems.

We would like to point out further that an IMPU and an IMPI used in EIS is always canonically derived from an IMSI and has the form "<IMSI>@ims.mnc<MNC>.mcc<MCC>.3gppnetwork.org", according to TS 23.003, section 13.3. An IMPU and an IMPI used in IMS-AKA may also have this form, namely in the case that no ISIM application is present on the UICC. 

We further propose that IMPIs, which contain “3gppnetwork.org” in the realm part, shall only be associated with 3GPP-defined authentication methods, i.e. combination 2 above would be allowed. For other authentication methods, other IMPIs shall be used. This does not prevent the pre-provisioning of terminal with several authentication methods, it is only required that different IMPIs are used. E.g. a terminal may be pre-provisioned with NBA and IMS-AKA, but the UICC may be provided only at a later stage. This would be fine as long as the IMPI used for NBA does not contain “3gppnetwork.org”. 
We also feel that it is within the responsibility of 3GPP to decide which authentication methods may be used with 3GPP-defined types of IMPIs.

The rule not to use the same IMPI for NBA as well as for 3GPP-defined authentication methods appears to make sense from a security point of view as, in fact, the authenticated principals identified by the IMPI are different in the two cases: for NBA it is the end of a DSL line, for 3GPP-defined authentication methods, it is an application (SIM/USIM/ISIM) on a UICC.  
The above rule has so far not been stated explicitly in 3GPP specifications as there was no need to do this. The situation that other standardization organizations are using 3GPP-defined specifications is new, and is at the origin of the current discussions between 3GPP SA3 and TISPAN WG7. We propose to include the above rule in the SA3 TR on the compatibility of authentication methods.
This rule opens the possibility for the S-CSCF to make a more fine-grained distinction among authentication methods to be applied to an IMS registration request. 
2.1.1 Method for the S-CSCF to distinguish between authentication schemes 

Again, we first copy the text deemed relevant for Issue#5 from the referenced TISPAN contribution 10tTD272 here before explaining the problem we see: 
“S-CSCF at sending MAR: determines “requested” auth-scheme and put it in auth-scheme field in MAR requested auth-scheme=“IMS-AKA” if “integrity-protected=Yes/No” in Auth header, requested auth-scheme=“unknown” in non IMS-AKA cases (as they are substitutable by each other). IMPI is also carried to UPSF in MAR

Note: the “unknown” authentication scheme exists already in ETSI TS 183 033: “TISPAN; Endorsement of 3GPP TS.29.228 (Release 6) and 3GPP TS.29.229 (Release 6)”.

UPSF determines applicable authentication scheme(s) at sending MAA: Use IMPI as primary and requested auth-scheme in MAR as secondary input: The UPSF first find all the authentication schemes provisioned to that IMPI, then: If requested scheme is IMS-AKA and it is provisioned in UPSF then only IMS-AKA credentials are sent to S-CSCF. Otherwise: all provisioned non-AKA schemes assigned to that IMPI are sent to S-CSCF with related credentials. For example {NBA+EIS} in case both are provisioned to IMPI.

Note: The current syntax of MAA command defined in 3GPP TS 29.229 makes it possible to transfer multiple auth-schemes from HSS to S-CSCF already. 

S-CSCF after receiving MAA proceeds with IMS-AKA if it is applicable, otherwise proceeds with EIS/NBA if applicable, if failed proceed with Digest if credential received from HSS.
Note to all S-CSCF related procedures: Those procedures affect only “TISPAN S-CSCF” (S-CSCF that support both 3GPP and TISPAN authentication schemes). “3GPP-only” S-CSCF (those are not aware of TISPAN authentication schemes) will not be selected by I-CSCF during S-CSCF selection procedure anyway for serving UEs that are provisioned with TISPAN authentication schemes so the procedures above are not relevant for them”
The problem we see is threefold:

1. the Early IMS specification TR 33.978 would have to be changed because the specification for the Cx-interface has changed. The change would be necessary even if 3GPP-only S-CSCFs were not affected, as EIS has to be specified in one place. This change would be impossible, as TR 33.978 is part of Release 6 which has not allowed any functional changes any more for a long time now. 
2. the S-CSCF would have to run two different procedures for EIS over Cx, depending on whether other authentication methods are supported on the S-CSCF or not. This would make a migration from a so-called “3GPP-only” S-CSCF to an S-CSCF supporting other authentication methods as well very cumbersome as the running EIS-Software would have to be changed. 

3. Having the S-CSCF try one possible authentication method after the other until there is a success (or ultimate failure) is inefficient and may lead to long delays in registration.

Let us explain the problem in more detail: the TISPAN proposal says that the S-CSCF sends “unknown authentication scheme” in Cx-MAR-request for all cases except IMS AKA. And it goes on to explicitly say that both NBA and EIS credentials are sent back to the S-CSCF in case both are provisioned to the same IMPI. This behaviour, both of S-CSCF and HSS, differs from the Cx-interface currently specified for EIS in TR 33.978, section 6.2.5. 

We agree with the method proposed by TISPAN to identify IMS-AKA. (Check for the presence of the “integrity-protected” flag.) 

We see two possible solution to the issue of authentication method selection at the S-CSCF for non-IMS-AKA registration requests:

1) The first solution is based on what was said under 2.3.1 above on the authentication methods which may be associated with one IMPI: the S-CSCF first checks whether the IMPU received in the non-IMS-AKA registration request is canonically derived from an IMSI by checking for the presence of the string “3gppnetwork.org”. If the string is present in a non-IMS-AKA request, the authentication method is EIS and the S-CSCF canonically derives the IMPI from the IMPU according to EIS-rules. Otherwise, the authentication scheme is non-3GPP. This is our preferred solution. It should be left to TISPAN to specify the Cx-interface for this case.
But we would like to remark that, even for the non-3GPP case, the S-CSCF could do better than simply say that the authentication scheme is “unknown”. E.g. if the P-Access-Network-Info header tells the S-CSCF that the access network is not TISPAN-NASS then NBA is not applicable, hence only HTTP Digest is possible. 
2) The second solution is based on the assumption that the S-CSCF shall know which methods a P-CSCF supports. The rule for the S-CSCF to distinguish between EIS and non-3GPP methods is then: if the non-IMS-AKA registration request is received then EIS applies in the following two cases:

a. the request is received from a P-CSCF supporting EIS and possibly other methods, and the access network is a 3GPP network, 
b. the request is received from a P-CSCF supporting only 3GPP methods. 
Otherwise a non-3GPP method applies. 
But we are aware that the assumption and the rule may be too restrictive, therefore solution 2 is not the preferred solution.  
3 Proposal

It is proposed to send the findings in this contribution in an LS to TISPAN WG7, and to incorporate the preferred solution from section 2, together with the explanatory text in section 2, in an updated version of the TR “Coexistence between TISPAN and 3GPP authentication schemes ” (current version in S3-060385).























































