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1 Introduction 

On the last meeting it was agreed that all the possible threats related to broadcast and multicast in SAE/LTE should be identified that might affect the design of the system. In this contribution threats related to unprotected broadcast of system information are described and some countermeasures are proposed. 
2 Description of threat

Broadcasts of SYSTEM INFORMATION (and other information, e.g. measurement configurations) are not protected in UMTS. For example network predefined configurations are broadcast in system information blocks type 16, which has multiple occurrences for each predefined configuration. Different parts of the system may provide the UE with one or more predefined UTRAN configurations, comprising radio bearer, transport channel and physical channel parameters. The UE should store all relevant IEs included in the SIB. In case the UE has no predefined configuration stored with the same identity, the UE shall store the predefined configuration information together with its identity and value tag. In case a predefined configuration with the same identity but different value tag was stored, the UE shall overwrite this one with the new configuration read via system information for later use. The availability of predefined configurations is communicated to the network during the call establishment, and thus, if available the network relies on this information instead of transmitting the complete configuration to the UE.

If an attacker can imitate the network behavior and broadcast a set of system information after UE switch on or enter new PLMN, i.e. master information block, scheduling blocks and system information blocks having the same value tag and identities as the current network, he can manage to send wrong configuration to the UE. I.e. the attacker can send some wrong configuration parameters, e.g. wrong PhyCH parameters like TFCI (Transport Format Combination Indicator) or spreading factor (SF), which will be written under the same value tag and identity as in current network. 
Furthermore, the attacker can indicate that the system information has changed by paging all UEs using unprotected PAGING TYPE 1 message (by including the value tag of the master information block in the IE "BCCH modification info" in the PAGING TYPE 1 message). Once all UEs have read the system information the attacker can change back the value tag to the value tag of the real neighboring cells and this time introduce wrong system information (configuration parameters). 

At call establishment the configuration stored in the UE will be different from the configuration that the network supposes. The UE will apply the wrong configuration and the communication will be spoiled somehow or the UE will be detached from the network until the next switch off / switch on or entering of new scope area (next re-read of system information). The following scheduled broadcasts of system information by the network will be ignored by the UE due to the fact that the value tag and identities are the same.
It should be mentioned that similar threats can be expected to other information that the UE uses based on the system information, e.g. measurement configurations broadcast on the system information etc. But this is less critical due to it is valid only for one cell. 
3 Solution

The solution against the described threat can be based on the methods mentioned in [1]:
· Source origin authentication using Signatures / PKI;
· Source origin authentication schemes such as TESLA.
Taking into account the complexity and issues related to implementation of both schemes, the following countermeasures which can mitigate this particular threat should be considered. These protective measures can not help against first introduction of wrong system information by attacker, but at least can identify that the system information is wrong, so UE can take actions to reconnect to the network.
1) UE can simply delete all IEs related to its current predefined configurations once the RRC Connection Setup has failed for no clear reason and to re-read the system information later. 
NOTE: May not be helpful if attacker broadcasts wrong system information periodically.

2) UE can calculate checksum (using appropriate CRC or hash function) on received configuration every time when there is no stored configuration with the same identity / value tag. In the first RRC Connection Request message the UE can send this checksum, so the RAN node can check whether the configuration is correct. In case that the UE has wrong configuration, the network can instruct the UE to erase it and to re-read later or the network can send the complete configuration which it wants to use. To prevent against repeated broadcast / sending of wrong configuration, the UE can store its current “wrong” checksum and for the next broadcast of system information compare the stored checksum with the new checksum, thus, if the checksums are equal – ignore the new configuration and if different - store the new configuration. 
NOTE: May not be helpful if attacker changes wrong system information which he broadcasts / tries to send to UE.

3) UE can calculate checksum (using appropriate CRC or hash function) on received configuration every time when there is no stored configuration with the same identity / value tag. In the first RRC Connection Request message the UE can send this checksum, so the RAN node can check whether the configuration is correct. In case that the UE has wrong configuration, the network can instruct the UE to erase it and send the complete configuration which it wants to use. To prevent against symmetrical introduce of wrong system information by the attacker in the following false RRC message, the UE should potentially be able to store more than one predefined configurations set under same identities (namely, received from the network and received from the attacker) during some small time interval. Also it can compare its current “wrong” checksum with the checksums calculated on received new configurations to prevent against repeated introductions of wrong information. If the UE has received two new configurations during this small time interval, it should store both and try to connect using the first one. In case that the connection using the first predefined configuration is failed the UE can use another predefined configuration. 
The complications associated with these suggested countermeasures compared to today’s UMTS are limited only to additional processing operations needed to calculate checksums and additional overhead signaling for sending current checksum to the network in the first RRC Connection Request message after re-read / change of system information. The other described protecting measures should be activated only when it is identified that wrong system information has been introduced.
4 Conclusion and Proposal

It is probable that in SAE/LTE the same kind of predefined configurations as in UMTS can be used. We propose to include the description of the threat and proposed countermeasures in the document “Rationale and track of security decisions in LTE/SAE” clause 3.5 (see Annex). 

Taking into account that unprotected broadcast of system information in UMTS can already lead to the explained problems, we also propose SA3 to evaluate the described attack and suggested countermeasures and if changes to the system are justified, to take actions to address this in the related stage 3 specifications, particularly RAN2 TS 25.331.
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3.5 Threats of unprotected bootstrap and multicast signalling in LTE 

3.5.1 Threats

In UTRAN there is no protection of information received from the network before the security mode command, i.e. the bootstrap signaling is unprotected. Similarly, information which is sent from the network in a point-to-multipoint fashion, e.g. information triggering hand-over to other ENodeB while the UE is idle or information such as the GROUP_RELEASE command from the RNC, lacks protection.

Protection of such signaling seems to require either:

· public keys associated with RAN nodes and use of signatures, 

· source origin authentication schemes such as TESLA, [1], or,

· other forms of  “tailor made” symmetric key based solutions for specific problems, e.g. [2].

The threats associated with not using such protective measures seem mainly to be of DoS aspects, i.e. the UE will be fooled into camping on a false NodeB, or, the UE would be detached from the network, etc. However, at the same time, the effects of these DoS attacks are more persistent than “radio jamming” attacks, as the UE will e.g. loose paging until the user/UE actively triggers an outgoing call. Thus, this sort of DoS attack is not completely persistent, neither is it exactly non-persistent.
Threat related to broadcast of system information
Description
Broadcasts of SYSTEM INFORMATION are not protected in UMTS. Network predefined configurations are broadcast in system information blocks type 16, which has multiple occurrences for each predefined configuration. If an attacker can imitate the network behavior and broadcast the whole set of system information i.e. master information block, scheduling blocks and system information blocks having the same value tag and identities as the current network, he can manage to send wrong configuration to the UE. I.e. the attacker can send some wrong configuration parameters, e.g. PhyCH parameters, which will be written under the same value tag and identity as in current network. 
Furthermore, the attacker can indicate that the system information has changed by paging all UEs using unprotected PAGING TYPE 1 message (by including the value tag of the master information block in the IE "BCCH modification info" in the PAGING TYPE 1 message). Once all UEs have read the system information the attacker can change back the value tag to the value tag of the real neighboring cells and introduce wrong system information (configuration parameters). 

Thus at call establishment the configuration stored in the UE will be different from the configuration that the network supposes. The UE will apply the wrong configuration and the communication will be spoiled somehow or the UE will be detached from the network until the next re-read of system information. The following scheduled broadcasts of system information by the network will be ignored by the UE due to the fact that the value tag and identities are the same.
NOTE: Similar threats can be expected to other information that the UE uses based on the system information, e.g. measurement configurations broadcast on the system information etc., but this is less critical due to it is valid only for one cell.
Countermeasures

Along with solutions mentioned in 3.5.1 the following countermeasures can mitigate this particular threat:

1) UE can simply delete all IEs related to its current predefined configurations once the RRC Connection Setup has failed for no clear reason and to re-read the system information later. 
NOTE: May not be helpful if attacker broadcasts wrong system information periodically.

2) UE can calculate checksum (using appropriate CRC or hash function) on received configuration every time when there is no stored configuration with the same identity / value tag. In the first RRC Connection Request message the UE can send this checksum, so the RAN node can check whether the configuration is correct. In case that the UE has wrong configuration, the network can instruct the UE to erase it and to re-read later or the network can send the complete configuration which it wants to use. To prevent against repeated broadcast / sending of wrong configuration, the UE can store its current “wrong” checksum and for the next broadcast of system information compare the stored checksum with the new checksum, thus, if the checksums are equal – ignore the new configuration and if different – store the new configuration. 
NOTE: May not be helpful if attacker changes wrong system information which he broadcasts / tries to send to UE.

3) UE can calculate checksum (using appropriate CRC or hash function) on received configuration every time when there is no stored configuration with the same identity / value tag. In the first RRC Connection Request message the UE can send this checksum, so the RAN node can check whether the configuration is correct. In case that the UE has wrong configuration, the network can instruct the UE to erase it and send the complete configuration which it wants to use. To prevent against symmetrical introduce of wrong system information by the attacker in the following false RRC message, the UE should potentially be able to store more than one predefined configurations set under same identities (namely, received from the network and received from the attacker) during some small time interval. Also it can compare its current “wrong” checksum with the checksums calculated on received new configurations to prevent against repeated introductions of wrong information. If the UE has received two new configurations during this small time interval, it should store both and try to connect using the first one. In case that the connection using the first predefined configuration is failed the UE can use another predefined configuration. 

--------------------------------END OF CHANGE ----------------------------------
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