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5.2.1.1 
RFC3957 is used in conjunction with GAA (HAAA is NAF)

This section proposes one possible way to use GBA conjunction with RFC 3957.
.

· 
· 
· 
· 
· 
· 
· 
Figure 5, Using GBA to derive and distribute MN-HA Keys (HAAA as NAF).
Generic Bootstrapping Architecture (GBA) allows bootstrapping of shared secrets between a UE/MN and the home network (Bootstrapping Service Function, BSF), which can then be used to derive further shared secrets to be used between MS and a Network Application Function(NAF).   

Two options for using GBA in the inter access mobility authentication are considered:
· using GBA to derive the MN-HA Keys, in which case the HA is used as NAF and.
· using GBA to provision MN-AAA Keys, in which case H-AAA is used as a NAF.                                    
Figure 5 shows how GBA could be used to derive and distribute MN-HA Keys when HAAA as NAF, i.e. HAAA is associated with a Network Application Function (NAF). 

1. The MN performs a bootstrapping procedure with the BSF and generates a (master) shared secret, Ks. Bootstrapping procedure is performed between the UE/MS and the BSF (which is located in the home network). During bootstrapping, mutual authentication is performed between the MS and the home network, and a bootstrapping key, Ks, will be generated by both the UE/MS and the BSF. Associated with the Ks include a Bootstrapping Transaction Identifier (B-TID) and a lifetime of the Ks. 

Note:This procedure is only needed during initial registration (and it can be done before the MIP registration). It is not repeated at every HO (Handover). The only time it needs to be repeated is when the key is about to expire. But even in this case, the GAA procedure is done "offline" -- i.e. the next MIP registration does not need to wait for GAA procedure to complete.

2. MN can then start MIP related signalling with the HA, which in turn contacts the H-AAA as e.g. described in section 5.2.1. 
3. HA then contacts to HAAA using Diameter/ RADIUS. Note: in the baseline document only RADIUS message is shown in the figure and the text. However, both Diameter and RADIUS can be used.
4. The H-AAA, acting as a NAF, does not have the MN-AAA key, as the MN-AAA key is supposed to be generated by the BSF using Ks and other inputs to a KDF (key derivation function). Therefore, the H-AAA will contact the BSF and fetch the MN-AAA key (Ks_NAF of the H-AAA) needed to authenticate the MN. 

5. MN-HA keys are then derived from the MN-AAA Key using RFC 3957. 

Note: if foreign agents (FA) are used, then foreign agent use Diameter/RADIUS to communication with HAAA.
5.2.2 Alternative solution 2: Use GBA to derive MN-HA Keys (HA is NAF)

In this alternative authentication method, HA is associated with NAF.

Home Agent (HA) is associated with a NAF, and Ks_NAF would be used as MN-HA key: the MN performs a bootstrapping procedure with the BSF and generates a (master) shared secret, Ks. After that, the MN can start MIP related signalling with the HA, which in turn contacts the BSF to fetch MN-HA key. 
Figure 5  Overview of GBA operations
1. Bootstrapping procedure is performed between the UE/MS and the BSF (which is located in the home network). During bootstrapping, mutual authentication is performed between the MS and the home network, and a bootstrapping key, Ks, will be generated by both the UE/MS and the BSF. Associated with the Ks include a Bootstrapping Transaction Identifier (B-TID) and a lifetime of the Ks. 

Note:This procedure is only needed during initial registration (and it can be done before the MIP registration). It is not repeated at every HO (Handover). The only time it needs to be repeated is when the key is about to expire. But even in this case, the GAA procedure is done "offline" -- i.e. the next MIP registration does not need to wait for GAA procedure to complete.

2. Once bootstrapping is completed, UE/MS can make use of the bootstrapped security association with a network application server, called the Network Application Function (NAF). To do so, the UE/MS communicates with the NAF. The UE/MS conveys to the NAF the B-TID. 

3. The UE/MS derives the application specific session keys Ks_NAF using a pre-defined key derivation function (KDF), with Ks, identifier of the NAF (NAF_Id), as well as other information as input. Upon receiving the request from UE/MS in step 2, the NAF contacts the BSF over the Zn to request the Ks_NAF. The NAF provides the B-TID received from the UE/MS, and provides its own identity (NAF_Id). The BSF derives the Ks_NAF in the same way as the UE/MS, and returns the derived key to the NAF. The Ks_NAF can then be used as the shared secret between the MS and the NAF for any further security operations.
Note: if foreign agents (FA) are used, then foreign agent implements GAA NAF to get the MN-FA key.
******************************End of changes*********************************
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