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1 Introduction

This document details the key derivation of the key Ks_local shared between a UICC and a terminal.

2 Ks_local 

Ks_local is derived from the NAF specific key Ks_int_NAF, result of NAF derivation procedure with the NAF Key Center in charge of the key establishment.

It should be considered for the key establishment whether the key should be agreed between the UICC and the terminal as monolithic devices (i.e. key establishment "per platform"), or between specific application on the UICC and specific application on the terminal (key establishment "per application"). 

Key establishment "per application" allows the definition of a key policy corresponding to a specific use of Ks_local; it provides more flexibility. In the context of secure channel use-case, a secure channel per application is proposed to provide a complete separation among applications using secure channel. This separation requires a Ks_local established per application. 

The presence of Ks_local per platform could also be useful and its availability should be taken into consideration for the specification of Ks_local establishment. 

TS 33.110 v0.1.0 propose a key establishment "per application". The key Ks_local "per application" is shared between a specific application on a UICC and a specific application on a terminal end-point.

The current scheme could be adapted to allow two types of Ks_local: Ks_local “per application” and Ks_local “per platform”. 

2.1 Derivation of Ks_local

· Ks_local per application

Ks_local is associated to:

· a specific application on an identified UICC:

· The UICC is identified by its ICCID (Integrated Circuit Card Identifier)

· The UICC application is identified by its UICC_appli_ID

· A specific application on an identified terminal end-point:

· The terminal is identified by its Terminal_ID. The Terminal_ID of MTs and MEs is the IMEI.

· The terminal application is identified by its Terminal_appli_ID

The use of application-specific derivations parameters enables the computation of Ks_local key per application

Ks_local is computed as Ks_local = KDF(Ks_int_NAF, Terminal_ID, ICCID, Terminal_appli_ID, UICC_appli_ID) where KDF may be HMAC-SHA-256. 

Ks_local = HMAC-SHA-256 (Ks_int_NAF, S) with

· S = FC || Terminal_ID || ICCID || Terminal_appli_ID || UICC_appli_ID

· FC is a single octet used to distinguish between different instances of the algorithm

· Terminal_ID, ICCID, Terminal_appli_ID and UICC_appli_ID are octet strings

Remark: 

The derivation parameters do not contain any random value since the key derivation involves the use of the Ks_int_NAF, which is short term key that cannot be re-established by means of replay attack. Moreover, dictionary attacks do not seem realistic. 

However, if randomness seems necessary for the key derivation then a random value could be added as derivation parameter. 

· Ks_local per platform

Ks_local is associated to the UICC and the terminal as monolithic devices.

Ks_local may be computed as Ks_local = KDF(Ks_int_NAF, Terminal_ID, ICCID, Terminal_appli_ID, UICC_appli_ID), where KDF may be HMAC-SHA-256

Ks_local = HMAC-SHA-256 (Ks_int_NAF, S) with

· S = FC || Terminal_ID || ICCID || Terminal_appli_ID || UICC_appli_ID

· FC is a single octet used to distinguish between different instances of the algorithm

· Terminal_ID, ICCID, Terminal_appli_ID and UICC_appli_ID are octet strings

· Terminal_appli_ID and UICC_appli_ID are static ASCII-encoded strings equal to “platform”

2.2 Key life time of Ks_local

Ks_local key lifetime is already described in TS 33.110 section 4.4.4.

A Ks_local counter is associated per Ks_local within the UICC. 

2.3 Storage and use of Ks_local 

Ks_local in the UICC

Ks_local is derived from the NAF Key Center-specific key Ks_int_NAF, which is the result of GBA_U NAF derivation procedure in the USIM or ISIM application on the UICC. Ks_local is stored on the USIM or ISIM.

The USIM stores Ks_local and associated parameters Terminal_ID, Terminal_appli_ID, UICC_appli_ID and Ks__local counter. 

Application-specific Ks_local keys are stored in the USIM or ISIM application. An application on the UICC different from USIM/ISIM cannot read or overwrite Ks_local on the USIM/ISIM; it can only invoke an USIM/ISIM API that allows Ks_local use. This API needs to be specified by 3GPP CT6.

Access control mechanisms are available on the UICC to restrict access to application data (e.g. USIM/ISIM data). Consequently, the access to a given Ks_local key on the USIM/ISIM can be restricted to given UICC application. Methods on the UICC enable the USIM/ISIM to check that the AID of the UICC application invoking to access its key Ks_local, corresponds to the UICC_appli_ID associated to the Ks_local stored on the USIM/ISIM. 

Only authorized applications are downloaded onto the UICC. The UICC performs checks before allowing its download, e.g. verification of the application signature.

Consequently, the UICC is able to control the access to Ks_local. 

Ks_local in the terminal

The terminal receives Ks_local from the NAF Key Center and stores it with associated parameters ICCID, Terminal_appli_ID, UICC_appli_ID and Key lifetime. 

The terminal shall implement access control mechanism to restrict the access to Ks_local. Only authorized terminal application shall access a given Ks_local. 

Those requirements are not within the scope of TS 33.110. 

Proposal: 

An annex could be added in TS 33.110 to provide recommendations on the storage and usage of Ks_local key. 
2.4 Control of the home operator

The home operator can define a policy to determine the UICC_applications and Terminal_applications  which are authorized to established a shared a key Ks_local. This policy may be implemented via a local policy in the BSF or by means of USSs sent by the BSF to the NAF. Confer Usage of USS in TS 33.220 annex J. 

If the terminal asks for an unauthorized Terminal_appli_ID/UICC_appli_ID association then the NAF sends a “not authorized” error message. 

The home operator control can also be applied by means of a policy stored on the UICC. The UICC may store a local policy to determine the associations between a Terminal_appli_ID and a UICC_appli_ID which are authorized. If, the terminal requests the UICC a Ks_local derivation with a Terminal_appli_ID/UICC_appli_ID association not authorized by the UICC policy, then the UICC stops the key establishment procedure and returns an “not authorized” error message 

3 Conclusion 

SA3 is kindly invited to review the above key derivation solution in order to agree on the Ks_local establishment. Companion pseudo-CR is proposed in TD S3-060432.













