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1 Introduction

This document presents the initial authentication procedure in LTE/SAE. In the last SA3#43 meeting, UMTS AKA was agreed to be re-used in SAE.  Adopting UMTS AKA for SAE may not need modification; however security mode command, key generation and distribution need to be defined for SAE. 

This contribution proposes the authentication flow and key distribution for SAE. 
2 Initial Authentication Procedure: Case 1: Combined MME and UPE
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Figure 1: Local Authentication in SAE/LTE when MME and UPE are combined
The detailed description of the flows in Figure 1 is as follows:  

1.  RRC connection establishment includes exchange of radio related parameters required for network entry. 

2.
The UE sends the Initial L3 message (Tracking area update request, attach request, paging response etc.) to the MME/UPE. This message contains e.g. the user identity and the KSI. The included KSI (Key Set Identifier) is allocated by the SAE/LTE network. This message also includes the transfer from UE to MME/UPE of the UE security capability and the START values. The UE security capability information includes the ciphering capabilities (UEAs) and the integrity protection capabilities (UIAs) of the UE. The START values and the UE security capability information are stored in the MME/UPE.

3.a. User identity request may be performed. Authentication of the user and generation of new security keys (IK and CK) may be performed. A new KSI will then be allocated.

3.b. Optionally, if the MME/UPE does not have the unused authentication vectors, then the MME/UPE can obtain the authentication vectors from the HSS.
4.
The MME/UPE determines the list of UIAs and UEAs that are allowed to be used in order of preference. The MME/UPE derives the Keys IKAS, IKNAS, CKNAS and CKUP for Integrity protection of AS signals, integrity and ciphering of NAS signals and ciphering of user traffic respectively. The MME generates a random value FRESHNAS/UP. The MME/UPE also initiates integrity and ciphering of NAS signals and ciphering of UP traffic. 
Note: It is FFS whether separate keys are generated for UP ciphering and NAS ciphering or whether the same CKNAS can be used for both.

Note: It is FFS whether separate FRESH values (FRESHNAS) and FRESHUP) are generated for UP ciphering and NAS ciphering or whether the same FRESHNAS/UP can be used for both.
5.
The MME/UPE sends Security Mode Command to the serving ENB. This message contains an ordered list of allowed UIAs in order of preference, and the IKAS to be used for AS integrity protection. The message includes the UE security capabilities, UIAs, UEAs and FRESHNAS/UP values to be used by the UE. The MME/UPE compiles the MAC-INAS on the NAS parameter relevant to the UE in the SMC. If a new authentication and security key generation has been performed, this shall be indicated in the message sent to the ENB. The indication of new generated keys implies that the START value to be used shall be reset (i.e. set to zero) at start use of the new keys. Otherwise, it is the START value already available in the ENB that shall be used. MME/UPE shall treat the keyset as "new" only if the authentication and security key generation was performed while in SAE/LTE, and the keyset has not been used for this UE in a previous successful Security Mode Control procedure or in a successful Handover/Relocation, otherwise the keyset shall be considered to be "old".

6.  The ENB decides the UIA to use by selecting the highest preference algorithm from the list of allowed algorithms. The ENB generates a random value FRESHAS and initiates the downlink integrity protection. If the requirements received in the Security mode command can not be fulfilled, the ENB sends a SECURITY MODE REJECT message to the requesting MME/UPE. 
Note: It is FFS whether separate FRESH values are needed for separate entities (i. e., FRESHAS, FRESHNAS  and FRESHUP or FRESHAS and FRESHNAS/UP ) or a single FRESH value generated by MME/UPE can be used.

7.  The ENB generates the RRC message Security mode command. The ENB generates the MAC-IAS for this message and attaches this information to the message. The ENB also includes in the NAS part of the message, the UIA and UEA to be used for NAS integrity protection and ciphering, and the UEA for UP ciphering. The NAS part of the message also includes the FRESH value(s) generated by the MME/UPE and the MAC-INAS computed on these parameters.
8.  At reception of the Security mode command message, the UE controls that the "UE security capability" received is equal to the "UE security capability" sent in the initial message. The UE computes XMAC-IAS and XMAC-INAS on the message received by using the indicated UIAs, COUNT-I generated from the stored START and the received FRESH parameters. If any control is not successful, the procedure ends in the UE.
9.  If all controls are successful, the UE compiles the RRC message Security mode complete. The UE also generates MAC-INAS only on the NAS part of this message and generates the MAC-IAS on the whole message. 
10.
At reception of the response message, the ENB computes the XMAC-I on the message. The ENB verifies the data integrity of the message by comparing the received MAC-I with the generated XMAC-I.
11. The ENB intimate the Security mode complete to the MME and includes the NAS parameters from the UE and the MAC-INAS computed by the UE on these parameters.
12. The MME/UPE verifies the MAC-INAS.
3 Initial Authentication Procedure: Case 2: Split MME and UPE
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Figure 2: Local Authentication in SAE/LTE when MME and UPE are split
The detailed description of the flows in Figure 2 is as follows: 
1.  RRC connection establishment includes exchange of radio related parameters required for network entry. 
2.
The UE sends the Initial L3 message (Tracking area update request, attach request, paging response etc.) to the MME. This message contains e.g. the user identity and the KSI. The included KSI (Key Set Identifier) is allocated by the SAE/LTE network. This message also includes the transfer from UE to MME of the UE security capability and the START values. The UE security capability information includes the ciphering capabilities (UEAs) and the integrity protection capabilities (UIAs) of the UE. The START values and the UE security capability information are stored in the MME.
3.a. User identity request may be performed. Authentication of the user and generation of new security keys (IK and CK) may be performed. A new KSI will then also be allocated.

3.b. Optionally, if the MME/UPE does not have the unused authentication vectors, then the MME/UPE can obtain the authentication vectors from the HSS.
4.
The MME/UPE determines the list of UIAs and UEAs that are allowed to be used in order of preference. The MME/UPE derives the Keys IKAS, IKNAS, CKNAS and CKUP for Integrity protection of AS signals, integrity and ciphering of NAS signals and ciphering of user traffic respectively. The MME generates a random value FRESHNAS.
5.
The UP ciphering key is passed to the UPE in the context request message. This message contains an ordered list of allowed UEAs in order of preference, and the CKUP to be used. If a new authentication and security key generation has been performed, this shall be indicated in the message sent to the UPE. The indication of new generated keys implies that the START value to be used shall be reset (i.e. set to zero) at start use of the new keys. Otherwise, it is the START value already available in the UPE that shall be used. MME shall treat the keyset as "new" only if the authentication and security key generation was performed while in SAE/LTE, and the keyset has not been used for this UE in a previous successful Security Mode Control, Cipher Mode Control procedure or in a successful Handover/Relocation, otherwise the keyset shall be considered to be "old".
Note: The MME can optionally choose the UPE in this step or It is also possible that the ENB chooses the UPE and the MME can obtain the UPE ID from the ENB. The mechanism to choose UPE is out of scope in this procedure.
6.
The UPE decides which algorithms to use by selecting the highest preference algorithm from the list of allowed algorithms that matches any of the algorithms supported by the UE. The UPE generates a random value FRESHUP and initiates the downlink cipher protection.

7.
The UPE responds with a context response message. This message includes the selected UEA and FRESHUP generated by the UPE. If the requirements received in the Security mode command can not be fulfilled, the UPE sends a SECURITY MODE REJECT message to the requesting MME. 

8.  The MME sends Security Mode Command to the serving ENB. This message contains an ordered list of allowed UIAs in order of preference, and the IKAS to be used for AS protection and also this message includes the UE security capabilities, UIAs, UEAs and FRESH values to be used by the UE. The MME/UPE compiles the MAC-INAS on the NAS parameter relevant to the UE in the SMC. If a new authentication and security key generation has been performed, this shall be indicated in the message sent to the ENB. The indication of new generated keys implies that the START value to be used shall be reset (i.e. set to zero) at start use of the new keys. Otherwise, it is the START value already available in the ENB that shall be used. MME shall treat the keyset as "new" only if the authentication and security key generation was performed while in SAE/LTE, and the keyset has not been used for this UE in a previous successful Security Mode Control, Cipher Mode Control procedure or in a successful Handover/Relocation, otherwise the keyset shall be considered to be "old". 
9.  The ENB decides which algorithms to use by selecting the highest preference algorithm from the list of allowed algorithms that matches any of  the algorithms supported by the UE. The ENB generates a random value FRESHAS and initiates the downlink integrity protection. If the requirements received in the Security mode command can not be fulfilled, the ENB sends a SECURITY MODE REJECT message to the requesting MME.  
10. The ENB generates the RRC message Security mode command. The ENB generates the MAC-IAS (Message Authentication Code for Integrity) for this message and attaches this information to the message. The ENB also includes in the NAS part of the message, the UIA and UEA to be used for NAS integrity protection and ciphering, and the UEA for UP ciphering. The NAS part of the message also includes the FRESH value(s) generated by the MME and UPE and the MAC-INAS computed on these parameters
11.
At reception of the Security mode command message, the UE controls that the "UE security capability" received is equal to the "UE security capability" sent in the initial message. The UE computes XMAC-IAS and XMAC-INAS on the message received by using the indicated UIAs, COUNT-I generated from the stored START and the received FRESH parameters. 

Note: It is FFS whether separate FRESH values are needed for separate entities (i. e., FRESHAS, FRESHNAS  and FRESHUP ) or a single FRESH value generated by MME can be used.
12.
If all controls are successful, the UE compiles the RRC message Security mode complete and generates the MAC-IAS. The UE also generates MAC-INAS only on the NAS part of this message. If any control is not successful, the procedure ends in the UE. 
13.
At reception of the response message, the ENB computes the XMAC-I on the message. The ENB verifies the data integrity of the message by comparing the received MAC-I with the generated XMAC-I.

14. The ENB intimate the Security mode complete to the MME and includes the NAS parameters from the UE and the MAC-INAS computed by the UE on these parameters 

15. The MME verifies the MAC-INAS.

4 Conclusion
This contribution proposes procedures for authentication with combined MME/UPE and split MME and UPE. It is proposed to adopt the authentication procedure presented in this contribution and to include Sections 2 and 3 in this contribution to the SA3 document on ‘Rationale and track of security decisions in Long Term Evolution’.
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