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Background

During SA#32 meeting (Warsaw, 5-8 June 2006) the TD SP-060416 on SIM-based authentication in IMS was presented. 

It discusses the EIS authentication mechanism (Security for early IMS, TR 33.978) and, particularly, its coexistence with Full IMS security (i.e. IMS Access Security TS 33.203). 

Based on the above-mentioned discussion paper, SA#32 conclueded that if Telecom Italia have determined a co-existence problem with different authentication mechanisms in the same network, then this should be contributed to the Early IMS TR. 
This paper goes along with the SA#32 guidance, shortly discusses the above-mentioned issues and proposes a way forward for a possible solution. 
Discussion

Currently 3GPP document n.2 authentication methods to allow a UE to access an IMS network: 

· An “official“ solution, i.e. IMS Access Security, documented in the TS 33.203, since Rel-5; 

· An “interim“ solution, i.e. Security for Early IMS (EIS), documented in the Rel-6 TR 33.978. 
Even if EIS is not, strictly speaking, a “normative“ solution, in practice, in a real network the above-mentioned 3GPP IMS authentication methods will have to coexist, at least in the short term.  

As EIS is not “normative“, it could not be widely taken into account within the 3GPP TSs. For this reason, TS 33.203 shortly address EIS with an informative annex only (i.e. Annex K), whereas other IMS-related TSs (e.g. TS 24.228 and TS 24.229) do not mention EIS at all.  

Now, in practice: 

· 3GPP specifications describe one official solution for IMS access security. 

· TR 33.978, Security for Early IMS, describes one (stand alone) “reasonable“ alternative to the above-mentioned 3GPP official solution. 

· The above-mentioned solutions are currently described within 3GPP as “independent“ ones. In order to explicitly address the scenario where both EIS and Full IMS security are implemented, i.e.  in order to avoid possible doubts that might compromise the coexistence of EIS and Full IMS security in the same network, some clarifications within the TR 33.978 might be beneficial. 
Moreover, referring to the interworking cases described within TR 33.978 (Section 6.2.6), it has been noted that according to the scenario #5 (i.e. Mobile equipment and IMS network support both, UE contains a SIM) a User with SIM may be systematically rejected by the IMS network, without any automatic “fall back“ attempt to the Early IMS security. More precisely, this would occur for all handsets supporting both IMS authentication methods and implementing the criterion “Full IMS access security first, regardless of the smartcard in use“. 
From an Operator perspective, particularly when SIM cards are still widely available in the field, this behaviour is quite undesirable, of course.   
Conclusion

The attached CRs TD S3-060401, TD S3-060402 and TD S3-060403 propose a way forward to avoid possible misunderstandings when both EIS and Full IMS security are implemented in the same network. 
The intention of these CRs is not really to change the EIS solution, nor to “override“ the 3GPP official one, but just to add guidances/clarifications to help the coexistance in the same network of the above-mentioned IMS authentication methods. 

The attached TD S3-060404 proposes to modify the behaviour currently expected by the TR 33.978 for the Interworking cases. Even if the change is triggered by the interworking case #5 (i.e. Mobile equipment and IMS network support both, UE contains a SIM), for consistance reasons the proposed solution has been applied for all the interworking cases, when applicable. The intention of this CR is to avoid a 2G User being systematically rejected by the IMS network, i.e. when the UE, supporting both IMS authentication methods, implements the criterion “Full IMS access security first, regardless of the smartcard in use“. 



















































