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Introduction

This technical specification gives an overview of the security architecture and defines the security features and security mechanisms for the presence services.
Presence services enable the dissemination of presence information of a user to other users or services. A presence entity or presentity comprises the user, user’s devices, services and service components. It is the intention that this platform will enable new services like e.g. enhancement to chat, multimedia messaging, cinema ticket information, the score of a football game and so on.

A user has the possibility to control if her or his information is made available to other users or services. This control is possible to achieve with high granularity e.g. explicitly define which user or users and services have access to presence information.

A presentity is a uniquely identifiable entity with the capability to provide the presence information and it has only one principal associated with it. Hence a principal is distinct from all other principals and can be e.g. a human, organisation, program or even a collection thereof. One example of such a relation is when the presentity is a terminal and the principal of the terminal is the subscriber. However, the presence service is based on Public Identities, and consequently it is possible to have several terminals related to the same presentity. A watcher is also a uniquely identifiable entity but with the aim to fetch or request information about a presentity. There are access rules that set the rules for  how presence information gets available to watchers.

Presence information consists of a number of elements or presence tuples as defined in TS 23.141 [3]
===== BEGIN CHANGE =====

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.141: "Presence service; Stage 1".

[3]
3GPP TS 23.141: "Presence service; Architecture and functional description".

[4]
3GPP TS 33.203: "3G Security; Access security for IP-based services".

[5]
Void
[6]
 Void
[7]
3GPP TS 23.002: "Network architecture".

[8]
 Void
[9]
 Void
[10]
3GPP TS 33.210: "3G Security; Network Domain Security; IP network layer security".

[11]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[12]
 Void
[13]
Void.

[14]
 Void
[15]
3GPP TR 33.919: "Generic Authentication Architecture (GAA); System description".

[16]
 Void
[17]
 Void
[18]
 Void
[19]
3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using secure hypertext transfer protocol (HTTPS)". 
[20]
3GPP TR 33.978: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Aspects Of Early IMS"
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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply, TR 21.905 [1] contains additional applicable abbreviations:

AKA
Authentication and key agreement

AP
Authentication Proxy
AS
Application Server
BSF
Bootstrapping Server Function
CSCF
Call Session Control Function
ESP
Encapsulating Security Payload
GBA
Generic Bootstrapping Architecture

IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM Public Identity

IMS
IP Multimedia Core Network Subsystem
IPsec
IP Security
ISIM
IM Services Identity Module



NAF
Network Application Function 
NDS/IP
Network Domain Security for IP based Protocols
P-CSCF
Proxy Call Session Control Function

SEG
Security Gateway


SIP
Session Initiation Protocol

===== BEGIN CHANGE =====

4.1
Overview of the security architecture

An IMS operator using the CSCFs as Watcher Presence proxies and Presentity Presence proxies may offer the Presence services on top of the IMS network, see TS 22.141 [2]. The access security for IMS is specified in TS 33.203 [4] ensuring that SIP signalling is integrity protected and that IMS subscribers are authenticated through the use of IMS AKA. The security termination point from the UE towards the network is in the P-CSCF utilising IPsec ESP.

A watcher may send a SIP SUBSCRIBE over IMS towards the network, to subscribe or to fetch presence information, i.e., the Presence Service supports SIP-based communications for publishing presence information. The presence information is provided by the Presence Server to the Watcher Application using SIP NOTIFY along the dialogue setup by SUBSCRIBE. This traffic is protected in a hop-by-hop fashion using a combination of SEGs as specified in TS 33.210 [10] with the access security provided in TS 33.203 [4].

The Presence Server is responsible for managing presence information on behalf of the presence entity and it resides in the presentity's home network. Furthermore, the Presence Server provides a subscription authorization policy that is used to determine which watchers are allowed to subscribe to certain presence information.  Prior to accepting the subscription requests from watchers, the presence server attempts to verify the identities of the watchers. Optionally, depending on the implementation, the Presence Server may authenticate an anonymous watcher depending on the Subscription Authorization Policy.

A Presence List Server is responsible of storing grouped lists of watched presentities and enables a Watcher Application to subscribe to the presence of multiple presentities using a single SIP SUBSCRIBE transaction. The Presence List Server also stores and enables management of filters in the presence list, see figure 1.
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Figure 1: The Location of the Presence Server and the Presence List Server from an IMS point of view
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4.2
The Ut reference point

A Presence User Agent shall be able to manage the data on the Presence Server and the Presence List Server over the Ut reference point which is based on HTTP, see TS 23.002 [7]. This reference point is for Presence use and has not been specified in TS 33.203 [4]. This specification specifies the Ut reference point.
NOTE:
The term Presence Server refers to both the Presence Server and the Presence List Server as depicted in figure 1 above. For definitions of the Presence Server and the Presence List Server see TS 23.141 [3].

An overview of the security architecture for Presence Ut reference point is depicted in figure 2:         


                          
[image: image3]
Figure 2: An overview of the Security architecture for the Ut reference point including the support of an Authentication Proxy
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5.1.4
Authentication Proxy

The Authentication Proxy may reside between the UE and the Presence Server as depicted in figure 2. Its use is specified in TS 33.222 [19].
The following requirements apply for the use of an Authentication Proxy in addition to those in TS 33.222 [19]:

-
Authentication Proxy may authenticate the UE using the means of Generic Bootstrapping Architecture, or it may use other means of authentication;

-
if the AP uses the GBA for authentication of the UE, then the procedures shall conform to TS 33.222 [19].

Confidentiality and integrity protection may be provided for the interface between the AP and the AS, using the Zb interface of NDS/IP as specified in TS 33.222 [19].
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