3GPP TSG SA WG3 (Security) meeting #43
S3-060347

Athens, Greece, 4 - 7 Apr 2006   
Agenda Item: 

Title:
LS on "UICC presence detection mechanism"

Response to:
-

Work Item:
SEC1-SC

Source:
SA3

To:
CT6

Cc:


Contact Person:


Name:
Vesa Lehtovirta

Tel. Number:


E-mail Address:
Vesa.Lehtovirta@ericsson.com

Attachments:
None
1. Overall Description:

SA3 has discussed the requirement of UICC presence detection in their meeting #43 in Athens.

In their specification TS 33.220 clause 4.4.11 SA3 has specified requirements to remove GBA related keys from the ME when certain conditions are met. One of these conditions is when the UICC is removed from the ME. In their meeting #43 SA3 has agreed on a refinement of this specific requirement in CRs S3-060345 (Rel-6) and S3-060346 (Rel-7) and the updated GBA keys deletion condition now reads (quote with change marks from the CR):

2-
the UICC is removed from the ME when the ME is in power on state;

This requirement implies that the ME shall delete the stored GBA service keys (Ks_(ext)_NAF) and the bootstrapping key (Ks) that was used to derive the service keys (along with other parameters).

When discussing the CRs, SA3 had the understanding that there exists a UICC presence detection mechanism, which allows the ME to detect if the UICC is removed when there is an ongoing call or IMS session or an active PDP context. 

The currently specified UICC presence detection mechanisms (if understood correctly by SA3) may not be sufficient to meet the above quoted requirement as the bootstrapping key Ks is not used by an ME application to secure its communication with the network but rather to derive the keys that are needed for application security.  

SA3 would like to kindly ask CT6 if it is possible to reuse or extend the current UICC presence detection mechanism in order to fulfil the above quoted requirement?

2. Actions:

To CT6.

ACTION: 
 SA3 would like to kindly ask CT6 to study the impacts of the above-mentioned requirements and if it is possible to reuse or extend the current UICC presence detection mechanism in order to fulfil the above quoted requirement?

3. Date of Next TSG-SA3 Meetings:

SA3#44
11th – 14th July 2006

Tallinn, Estonia

SA3#45
31st October – 3rd November 2006 
TBD

