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Abstract

This contribution comments on the Siemens discussion about the privacy features listed in the Siemens comment contribution S3-060124 “Comments on new privacy-related features proposed for GBA” to the 3GPP SA#42 meeting. These features were contained in other contributions by Ericsson (S3-060089), Huawei (S3-060010 and -130), Qualcomm (S3-060111), and Siemens (S3-060112). We suggest how to deal with each of these privacy-related features. We suggest to avoid changes to GBA if threats can be mitigated by already existing means or if the mitigation would essentially require changes much beyond GBA, e.g. in the access technology. Threats and countermeasures should be balanced, so threats should be mitigated by countermeasures to be additionally introduced in Release 7 or 8 if the threats appear quite significant, or if the threats appear to be of medium relevance and the countermeasures are not too heavy-weight. 
_____________________________________________________________________
1 Possible attackers

Before discussing the vulnerabilities in detail, we present the main actors who could threaten the user’s privacy:

1.1 The mobile network operator (Home Network)
The MNO controls the BSF and can listen to the Ub and Zn interfaces. The MNO can also listen to the user’s communication with the NAF, if Ua is not encrypted and at least partially carried over the MNO’s network (or if the keys provided by the MNO/BSF are used for encryption) or if the MNO operates also the NAF. Hence, the MNO can always know which user has contacted which NAF, and possibly even knows the traffic content. There is nothing the user can do against this apart from choosing a trustworthy MNO.

1.2 The NAF provider
The NAF knows the B-TIDs of all users connecting to it. The NAF also knows their permanent identifiers if the BSF transmits the IMPI, the IMPU or some other permanent identifier stored in the USS corresponding to the NAF. Note that one can choose permanent identifiers which have no meaning other than identifying the user to a group of NAF (pseudonyms).

Recall that a NAF must register with the operator in order to use the Zn interface to the BSF. Hence, the operator has control over which service providers are accepted as NAFs. In order to keep his customers satisfied, an operator will put certain minimal requirements on all NAFs, regardless of whether they can receive additional user data or not.

A NAF which is allowed to receive permanent user identities must be considered particularly trustworthy by the operator. This has always been pointed out during the development of GBA. If the operator cannot be sure that the NAF will adhere to certain privacy rules, he should not hand out permanent user identities.
Comment: Alternatively, if GBA limited what a NAF could do with respect to the user privacy, then perhaps it would be more acceptable to include that NAF. In this way, GBA could be used to include many more NAF and require less stringent checks on all NAFs. It should also be remembered that whatever method is used to authenticate the user, the linkability attacks due to IP address will exist. On the other hand, preventing these sorts of issues could be a big benefit of GBA compared to other possible methods of authenticating the user, eg public key cryptography where the public key provides linkage.
1.3 An attacker other than MNO or NAF provider
The Ub interface is not encrypted for 3G GBA, but uses TLS with encryption for 2G GBA. The Ua interface may be encrypted, depending on the Ua protocol and the application protocol. This encryption may be end-to-end at the transport layer (cf. e.g. TS 33.222) or the application layer (not within the scope of 3GPP). 
There may also be encryption at lower layers: for GPRS / UMTS PS (optional, but very common) and for WLAN 3GPP IP access, or through VPN tunnels quite generally. We distinguish two types of access to the BSF and/or to a NAF:
· from within a 3GPP network. Then, if GPRS / UMTS PS is used without encryption, also all the application data sent from the UE is not encrypted. It does not seem worthwhile to add any additional security for GBA-purposes here.

· from “the Internet”. This may occur quite often. For example, presence servers are supposed to be accessible this way using the Ua interface. Then it is plausible that the Internet is also underlying the Ub interface. But although the Internet is generally considered insecure, it is worthwhile considering where in the Internet the eavesdropping attack could occur. 

i. in the access network: 
the most important examples are:
 - GPRS / UMTS PS (if the BSF or the NAF are accessed over the Gi interface): the same arguments apply as above.
 - DSL: we should not be too concerned with eavesdropping on a DSL line because that line would serve as a permanent user identifier by itself. 
-WLAN: a possible point of attack may be a (public or private) WLAN access point without VPN encryption. But note that a user is unlikely to spend much time at a public WLAN hotspot and that he is strongly recommended anyhow to use encryption in his private WLAN. 
- WiMAX: uses encryption on the air interface 

ii. on the communication path between the UE and the NAF, beyond the access network: the attacker may gain access to a router in the communication path and read the data. But it seems doubtful that an attacker would use this approach to filter out data relating to a particular NAF or user from the bulk of packets (most totally unrelated to GBA) going through this router. 

iii. at the target server (NAF): an attacker may try to break into the NAF from the Internet and steal user data. This seems more likely to happen if the NAF is not adequately protected. But note that measures to protect the communication between user and NAF would not help here. 

iv. at the UE: User privacy may always be compromised by malicious programs on the UE. This becomes more and more important as more mobile terminals nowadays use standard operating systems and can load and execute programs which are not pre-installed. We will not discuss this threat in detail, but it should always be kept in mind when talking about (alleged) weaknesses of GBA. Measures to protect the communication between user and NAF would not help here.

We consider the BSF to always be sufficiently protected against attacks from the Internet.

Note also that Ua may be protected by TLS with server certificates, in which case no part of the Ua protocol would be observable by an eavesdropper. Only the association of a user and a list of visited websites is then possibly eavesdropped, provided the same IP address is used on Ua and Ub, and provided the eavesdropper can link IP address and IMPI from listening to Ub. But if the same IP address is used and can be linked to the IMPI then GBA-specific measures are unlikely to be successful anyhow. 

2 Privacy issues
In this section we rediscuss the issues mentioned in S3-060124. Note that we chose a different order and that sometimes we reformulated the text slightly.
2.1 Linkability of Ua sessions at the same NAF by the same B-TID
The threat here may be user profiling, e.g. an online point-of-sales may try to identify the shopping behaviour of a user. But, unless the NAF knows the permanent identity of the user (cf. section 2.3), there is not much room for compromising the user’s privacy since the lifetime of a B-TID (and the corresponding key) will be of the order of only a few hours. And if the NAF does know the permanent identity, changing B-TIDs would not help. Please also note that the UE could obtain a new B-TID by a new Ub run, so this threat could be mitigated by existing means. 

Comment: The contribution mentions in several places that the UE could change the B-TID by forcing a new bootstrapping run. One of the key design criteria of GBA was enabling the generation of several Ks_(int/ext_)NAF from one Ks to make GBA consume authentication material at a slower rate. Without this there would be a substantial increase in the traffic over the Ub interface. For 2G bootstrapping this also avoid the need for constant establishment of a TLS tunnel. 
Certainly if a more efficient solution is feasible it is worth considering. 
2.2 Linkability of Ua sessions at different NAFs by the same B-TID

This attack could be carried out by an eavesdropper (cf. section 1.3) or by several colluding NAFs.

Here, some more information is available to find the permanent user identity as the NAFs visited during one day may help to identify a single user. But again, GBA already provides some means to mitigate this risk: a user (or the GBA application on a UE) worried about B-TID linkability can start a new Ub run for each NAF contacted by the user. This could be added as a note to TS 33.220. As far as eavesdropping is concerned, the user can also choose encrypted connections to NAFs if they support this.
Moreover, it should be noted that linkability is already given at the IP layer because the IP address of the user does not change as long as he is connected to the current access network. This period could be shorter than the lifetime of the B-TID, but a user may nevertheless visit several NAFs in a row without having his IP address changed. At least theoretically, a user can log off from the access network and log in again to acquire a new IP address for each NAF he wants to visit. But as this behaviour seems very unlikely there seems little point in preventing linkability at the GBA layer. (Although it is true, in general, that every mechanism should take care of potential security problems in its specification, the practical usefulness must be taken into account when introducing new features.)

Finally, it is difficult to assess how much of a threat colluding NAFs could be in practice, i.e. how much commercial value they could get out of such a collusion. Shopping profiles of users may be attractive to have, but one should also keep in mind that NAFs have a contractual relationship with the mobile operator, and such collusion could also be mitigated by legal means. 
Suggestion: no change to GBA because linkability at lower layers has not yet been dealt with and because solutions exist with the current GBA framework.
Comment: Currently it is true that the lower layers provide linkability, but it is also true that GBA makes it worse. For example, assume there are two services that a user previously used by giving username and passwords under a secure TLS tunnel. Now the user can choose to keep these usernames separate, but if GBA was used to provide the client authentication then the B-TID would be the same unless bootstrapping is done for every application access.  As there are threats here that are nothing to do with anything other than GBA, if suitable efficient solutions can be found to address those threats then these solution should be included. 
The remark that ‘it is difficult to assess how much of a threat colluding NAFs could be in practice, ie how much commercial value they could get out of such a collusion.’ Indeed this is a concern that Qualcomm shares: GBA considerations have to some extent been divorced from the commercial environment in which it may be deployed. How does a NAF establish a billing relationship with the subscriber? It appears that an attractive means includes a commercial relationship between the NAF and the MNO: for example a subscriber presents a B-TID to the NAF, they mutually authenticate for some service, and a one-euro charge appears on the subscribers’ phone bill. The billing is essentially based on the key request by the NAF on the Zn interface, and without adding authorization by the UE of that key request there is very definite motivation for collusion between NAFs (or indeed could one imagine phishing attacks, where a rogue NAF offers free service in order to learn B-TIDs which are then presented to the BSF by a NAF charging premium rates in some third network.) This attractive billing relationship between BSF and NAF would essentially give rise to a variant of premium-rate fraud, unless authorization of the key request is added.
Another concern is that this paper seems to be focusing on identity information that could be gained from parameters GBA parameters themselves, but consideration is not given to linking data available to different NAFs where that linkage is achieved through GBA. There may be interest in linking current location from one NAF with name in another. 

2.3 Linkability of Ua sessions at one NAF because of transfer of permanent user identity (real or pseudonym) to NAF
This attack can only be carried out by a malicious NAF.
Suggestion: no change to GBA necessary. If an MNO does not trust a service provider sufficiently, this provider should not be accepted as NAF for the MNO’s network.
Comment: The solution here seems to be that the BSF should not provide a permanent identity to a service that does not really need it. If this service requires them, then of course a user accessing this service more than one time would have these accesses linked. 
2.4 Knowledge of a permanent user identity by a NAF which was not actually contacted by user, but which is allowed to receive identity information from the BSF

See point 2.3. This should again be taken into account during NAF enrolment.

Moreover, if the operator desires, he can choose a new permanent user identifier for each NAF_group instead of using the IMPI or IMPU. While still being a permanent identifier, such pseudonyms do not reveal the user’s identity as used in other contexts.
Suggestion: no change to GBA necessary. If an MNO does not trust a service provider sufficiently, this provider should not be accepted as NAF receiving identity information for the MNO’s network. We would also like to point out that GBA already offers the possibility to use permanent pseudonyms for users. 
Comment: any individual employee who has access to permanent identities at a NAF could run this attack without detection by presenting the B-TID in question to the NAF, to learn permanent identities. Thus NAF enrolment procedures alone seem insufficient.  
In any case, it is preferable to consider whether there are simple, backwards-compatible cryptographic means of protecting privacy (and authorization) rather than placing the burden on the operator to thoroughly vet every NAF and engage in more extensive contractual negotiation – not unlike negotiating roaming agreements. This vetting seems particularly unlikely in the case of ‘inter-operator GBA’ so imposing this burden on an MNO would likely increase the cost and restrict the usage of GBA. And no matter what degree of trust there may be between an MNO and a NAF, it is preferable to provide cryptographic means to protect subscribers rather than risk attacks which may be run by individual rogue employees at a NAF. How easy would it be for an MNO to police the behaviour of a NAF and detect rogue requests?
Moreover, supplying any sort of permanent identity (even a pseudonym) will always allow a NAF to query the BSF with any B-TID to see if it can link that B-TID to a different B-TID. This linking could happen for B-TIDs that are months apart and in this case. These B-TIDs are highly likely to have arrived on different IP addresses, so this is really an issue about GBA itself.
One problem here is that there is no linking of the B-TID delivered to the BSF in a key request to the NAF that sent that key request, ie the BSF has no idea whether the UE wants to interact with a particular NAF. This can be solved by authenticating key requests (see S3-20060301 and S3-20060111 for a discussion and possible solutions for investigation.)
2.5 Combination of 2.2 and 2.4 to gain knowledge of user identity even for sessions at NAFs which are not allowed to receive user identities
See points 2.2 and 2.4.

2.6 The IMPI is transferred in clear over Ub, exposing the real identity of the user to an eavesdropper
Transferring the IMPI permits an eavesdropper to find out which users are active in the part of the network he is eavesdropping on. So, he could trace users. This threat is similar to the threat in UMTS against the user’s identity privacy. As UMTS PS is seen as one of the main access means used by 3G users, it makes no sense to provide stronger protection at GBA level than at UMTS level. 

Furthermore, eavesdropping on the IMPI on Ub would permit to link the IMPI and the IP address which may then be used on Ua, even when the B-TID cannot be observed.

Suggestion: looking through the list of possible points of attack for eavesdropping in section 1.3, one can conclude that the risk of eavesdropping on Ub is not very big. For this reason, in current GBA the IMPI is sent in the clear over Ub, as the underlying network was considered sufficiently secure. But, on the other hand, there may be a certain vulnerability, so the need for countermeasures should be discussed a bit further. If protection is desired, the Ub Interface would have to be modified so that the IMPI is not transferred in clear any more.

The comparison with UMTS, and the statement that it would not make sense to have stronger protection than for UMTS, suggest that a TMSI-like mechanism, protecting against eavesdropping attacks, but not against man-in-the-middle attacks, would suffice.  The TMSI-like mechanism would be less complex than in UMTS because the network entity storing the association between GBA-TMSI (or better “TMPI”) and IMPI would be always the same, namely the BSF, whereas in UMTS the TMSI must be transferred between VLRs or SGSNs.
2.7 B-TID is transferred in clear over Ub, allowing an eavesdropper on Ub to link IMPI and B-TID

Eavesdropping on the IMPI and the B-TID on Ub would permit an attacker to link a permanent user identity to the used IP address and to the B-TID. Note that an attacker must eavesdrop on both Ua and Ub if he wants to exploit this usability. As discussed above, eavesdropping is not easy, but if successful, it could seriously compromise the users’ privacy. 
But, as discussed under point 2.2, the B-TID is not the only means to identify a user. The user’s IP address is another one, and that one is always transmitted. So the real problem here is the transmission of the IMPI, which is discussed in 2.6. If the IMPI was not sent in the clear and if the user opted for a new B-TID for each NAF, the problem mentioned here would disappear.

Suggestion: better find a solution to point 2.6. Then this problem could be addressed without further changes to GBA.
3 Conclusions

The GBA privacy issues raised at the last SA3 meeting were discussed. It is suggested that no additional measures to protect the user’s privacy are needed, with the possible exception of protecting the IMPI on the Ub interface. For this case, the complexity of the additional measure should be weighed against the risk of an attack at the network level. If it is decided that additional protection is needed for this case then a TMSI-like mechanism on Ub is suggested. 

Comment: Perhaps the serious threat that the Siemens paper exposes is that if some additional privacy mechanisms are not added to GBA, then there will quite possibly be a large class of NAF that could not use GBA for their key management. This in itself seems a strong threat to GBA, in that only a limited range of applications may be able to use GBA because of the unique privacy issues that it raises: without additional measures there is indeed an additional burden on operators to vet and make further contractual agreements with NAFs, but even this cannot address the potential problems such as that caused by a lone employee at the NAF who has access to identity information and can launch attacks against subscribers who have not even contacted the NAF. 
Note: the comments below were made about this Siemens contribution via email on 30 March, copied here for reference: 
The first remark is that this paper is considering only privacy issues – not further potential security problems arising from the lack of authentication of key requests. It is our position that these general security issues should be considered in the whole and it is premature to conclude on the functionality needed to address privacy issues alone. 
 
The second remark is that this paper suggests in several places that ‘if an MNO does not trust a service provider sufficiently, this provider should not be accepted as a NAF for the MNO’s network/receiving identity information.’
 
It seems that this imposes a burden on the MNO to vet the NAF, and may add to the complexity of contractual negotiation between the NAF and the MNO, (not unlike negotiating roaming agreements.) In particular a sufficient level of trust and vetting may be difficult to establish in the case of ‘inter-operator GBA’ where the NAF is in a different country and, while a NAF as a company may be trustworthy, this does not mean that individual employees within the company may not have interest in undermining privacy or defrauding subscribers. 
 
Backward-compatible cryptographic solutions, rather than contractual ones, should be sought as being more cost effective and leading to wider use of GBA by reducing the burden on operators to vet and trust NAFs. It is also consistent with the Requirement and Principle for Bootstrapping in 33.220, ‘ the server implementing the NAF needs only to be trusted by the home operator to handle derived key material’: to the extent possible the damage done by a malicious NAF should be restricted to threats it may launch by using derived keys inappropriately. 
 
A third remark is that the Siemens contribution section 2.1 mentions that a UE may address linkability of Ua sessions at the same NAF by a new Ub run; this seems contrary the design criterion of GBA enabling the generation of several Ks_(int/ext)_NAF from one Ks to consume authentication vectors at a slower rate. It seems preferable to find a lightweight backward-compatible solution to enable the mobile to generate multiple B-TID based on Ks and data agreed between the mobile and BSF at the time of bootstrapping.
 
In section 2.2 Siemens remarks that ‘it is difficult to assess how much of a threat colluding NAFs could be in practice, ie how much commercial value they could get out of such a collusion.’ Indeed this is a concern that Qualcomm shares: GBA considerations have to some extent been divorced from the commercial environment in which it may be deployed. How does a NAF establish a billing relationship with the subscriber? It appears that an attractive means includes a commercial relationship between the NAF and the MNO: for example a subscriber presents a B-TID to the NAF, they mutually authenticate for some service, and a one-euro charge appears on the subscribers’ phone bill. The billing is essentially based on the key request by the NAF on the Zn interface, and without adding authorization by the UE of that key request there is very definite motivation for collusion between NAFs (or indeed could one imagine phishing attacks, where a rogue NAF offers free service in order to learn B-TIDs which are then presented to the BSF by a NAF charging premium rates in some third network.) This attractive billing relationship between BSF and NAF would essentially give rise to a variant of premium-rate fraud, unless authorization of the key request is added.
 
A more specific point about section 2.2 is that, while lower layers may provide linkability, GBA makes it worse. For  example, consider two services that a subscriber previously used by giving username and passwords under secure TLS tunnels. Currently the user can choose to keep usernames separate, but if GBA is used the B-TID would be the same. If simple technical means to counteract this may be found, they should be included. 
 
