3GPP TSG SA WG3 Security — SA3#43 
S3-060327
15. – 18 October, 2005 Athens, Greece
Source:



Ericsson 
Title:




IMS: Proposal for User Plane Security Comments by Ericsson
Document for:
Discussion/Decision

Agenda Item:
 
6.3: Joint Session SA3/WG7 – Other issues
1. Introduction

Up to now, no solution for bearer-independent user plane security could be envisaged for 3GPP Rel-7 IMS. With the control plane security being on a good track now it is about time to address the user plane in order to meet the Rel-7 time frame. 

There was only one proposal to tackle the problem in [1], but this was not pursued further. In general, SA3 concluded in the discussion of [1] that any approach involving one or more central network elements and transitive trust relations (user – operator –operator – user) to provide UP security will cause a lot of effort and cost without providing real benefits to users in terms of end to end security.
The ZRTP Internet-Draft [2] proposes a new way to provide user plane security in a both open and user-friendly way.
On the IETF 65 meeting there was a lot of discussion about key management for SRTP. There were several proposals for new key management, claiming that the existing ones (MIKEY and Security Descriptions for SDP (SDES)) was not sufficient.

The proposals can be divided into two main camps:
· Key management in the media plane (ZRTP and DTLS for RTP)

· Key management in the signalling plane (DH for SDES)

The discussions ended with the conclusion that there is a need to look use cases and requirements and see why the current schemes are not sufficient. There will be a BoF in IETF 66 dealing with the issues.
This work has just started and it is not clear what the actual problems are yet.
2
ZRTP for IMS User Plane Security
This contribution merely serves as cover sheet to the attached recent ZRTP Internet-Draft. This section gives a short overview to SA3.
2.1
Protocol overview
The ZRTP protocol is based on RTP header extensions 
Since the extension of RTP headers are only meant for experimental usage, this will most likely change in future versions. Also, since there still is a need for signalling traffic to set up the ZRTP session, ZRTP masquerades as a regular RTP session in the signalling plane. These are things that can be fixed, but have not yet been. 
for a Diffie-Hellman exchange to agree on session keys and parameters for establishing Secure RTP (SRTP) sessions. 
ZRTP is completely self-contained in RTP and does not require support in the signaling protocol or existence of a PKI.
There is a need for signalling to set up the call anyway, so what is the gain of doing the security signalling in the media plane? That is yet not entirely clear.
The reason there is no need for a PKI/PSK is that the authentication is done by voice, i.e., the users has to read a hash of the session key to each other to authenticate the DH exchange. It is questionable if this is user friendly or will be used.
2.2
Security features
The following list gives a short overview of ZRTP security features:
· confidentiality protection and MITM attack protection for the user plane
· Diffie-Hellman key exchange

· retained shared secret, which allows to detect a non-persistent MITM attack
· perfect forward secrecy

· hash commitment with short authentication string (SAS), basically providing biometric authentication by voice recognition
· a secret provided by the signalling protocol can be used

· no PKI or offline key exchange/verification needed prior to conversation

Limitations: in its current form, ZRTP is primarily useful for one-to-one communication of persons. It could be extended for other use cases. 
For multicast this does not seem trivial.

On the other hand, this is not a severe limitation, because other use cases than person-to-person might have lower privacy requirements (e.g. person to IVR calls) or would require to terminate the user plane in a central server anyway (e.g. for conference calls).
2.2
Current status
The IETF draft was submitted with the target to become an informational RFC. It was only slightly revised after an IETF meeting in CW12/2006, but version was not yet published.
Because the protocol does not fit well in the RTP stack (e.g., the extensions, see above) it is likely to be substantial changes to the draft.
"Zfone", a reference implementation of ZRTP with published source code exists for review and testing [3]. Zfone is currently implemented as "bump in the stack/wire" transparent RTP proxy, so that it can be evaluated in a modular way with existing VoIP clients.
3
Conclusion

This contribution proposes to consider ZRTP as the default (but optional) security protocol for the user plane in IMS Rel-7.
We propose that SA3:

· Investigates and agrees on a set of basic requirements for user plane security.
· Keep a close cooperation with other SDOs that are also considering this, including Tispan and IETF,
· Executes a feasibility study, evaluating different  solutions given the requirements, this could then include (but not limited to): 
· Tries to re-use as much of exiting standards as possible, e.g., MBMS (MIKEY/SRTP), PSS, OMA DRM, OMA BCAST…
· ZRTP (described above)
· SDES DH (runs in the signalling plane, sets up e2e security and uses "person-to-person authentication" similar to ZRTP)
· DTLS SRTP (runs in the media plane, sets up e2e security)

· New mode of MIKEY e.g., with a "person-to-person authentication".
· etc… 
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