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1 Introduction 

Section 6.3.3.1 of TS 33.246 includes incorrect text regarding the resetting of MTK ID. The issue was discussed in SA3#42 in contributions S3-060097, CR S3-060098 and S3-060144. Unfortunately, it seems that the text agreed in S3-060144 is not correct. This contribution clarifies that the MTK ID should be reset to zero when a new MSK (with a new MSK ID) is taken into use in the service regardless of which Key Validity values have been sent to individual UEs.

2 Discussion

In TS 33.246 [1] clause 6.3.3.1 states the following:

Every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID

where


Key Domain ID, and MSK ID are as defined in clause 6.3.2.1.


MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID and MSK ID. It is carried in the MTK ID field of MIKEY extension payload. Every time a MSK with a new MSK ID is taken into use, the MTK ID of the first MTK sent by the BM-SC protected by that MSK shall be set equal to or higher than SEQl + 1 (but less than SEQu) of the Key Validity Data of the MSK protecting the MTK delivery. The MTK ID shall be increased every time the MTK is updated.

The problem is in the bolded sentence. The issue is that the MTK ID in the MTK message sent by the BM-SC over multicast/broadcast channel is specific to the service and common to all UEs, whereas the Key Validity interval (from SEQl to SEQu) sent individually to each UE in MSK message is specific to each UE. Therefore, when a new MSK (with a new MSK ID) is taken into use in the service, the BM-SC cannot set the MTK ID of the first MTK (under that MSK) to a value “equal or higher than SEQl+1” since that is a UE specific parameter and all UEs can have a different SEQl. One could ask: according to which UE’s SEQl should the first MTK ID be set? The current bolded text does not seem to make sense. The text highlighted with green color is correct. But the change that is proposed to clause 6.3.3.1 seems to unnecessarily restrict the BM-SC MTK-ID management. The reasons why certain changes of clause 6.3.3.1 are not acceptable are given in following enumeration.
a) The MTK-ID management will also work in case where the BM-SC initializes the MTK-ID to a value different from the lowest value that is allowed for the first MTK message that will be sent (different from Zero or one see (b)).
b) Whether the initialization to Zero is correct depends on whether the BM-SC increments before or after the sending of the MTK-ID. The proposed text uses a Zero value directly into the first MTK ID, the old text used a minimum of one.
c) It is clearly not a Zero value that shall be used for the first MTK value as zero will be rejected by all UE that did receive a validity data interval starting from zero and higher; SEQl cannot be lower than 0 on the UE.
d) Initialization to value ‘one’ could be a practical choice, but there seems to be no technical (security) reason why the start at value two would be wrong. In any case the Key Validity Data that has been (or will be) distributed to the UE’s during MSK delivery needs to be aligned with initial MTK-ID.
Instead, according to the original idea of protecting MTKs with MSKs, the MTK ID of the first MTK (under a new MSK) should be set to zero. Further MTK IDs (under that MSK) are then increased by one. The same is then done again when a new MSK with a new MSK ID is taken into use. This is different from the Key Validity interval (defined as an interval of MTK IDs, i.e. from SEQl to SEQu) which is sent separately to each UE with the MSK message and it enables the UE to decrypt the part the service to which the UE has subscribed to. 

An example is illustrated in figure below, where two UEs are subscribed to the same service but they have bought different amount of the service and therefore they get different Key Validity intervals. The figure does not show the sending of MTK messages since they are sent over the same multicast/broadcast channel as the service data.
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UE1  has continuous subscription  until MTK ID 250 of MSK2.  MSK2 is sent before MSK2 is  taken into use. MTK ID is reset  to zero due to new MSK.  


Another related issue is that since the MTK ID is 2 bytes long, this allows to use 2 16 MTK Ids (and thus as many MTKs) within a MSK. It should be noted that MTK IDs cannot wrap around since then the MGV-F would discard wrapped MTK IDs as replayed messages. It seems desirable that this restriction of 2 16 MTKs within a MSK should be explicitly mentioned in the specification. 
Comment: It is agreed that 2 16 -1 is correct, however this adds redundant information to the MTK ID byte. It is proposed to convert this information to a NOTE. 

According to the analysis above it is proposed to modify 6.3.3.1 as follows:

Every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID

where


Key Domain ID, and MSK ID are as defined in clause 6.3.2.1.

MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID and MSK ID. It is carried in the MTK ID field of MIKEY extension payload. Every time a MSK with a new MSK ID is taken into use by the BM-SC, the MTK ID of the first MTK sent by the BM-SC protected by that MSK shall be reset to zero. The BM-SC shall increase the MTK ID by one every time the MTK is updated. As the MTK ID is 2 bytes long, a MSK shall not be used to protect more than 2 16 MTKs.
An Update CR is available as S3-060328
3 Conclusion

This contribution clarified that the MTK ID should be reset when the MSK is updated with a new MSK key with a new MSK ID but not when the validity time of the MSK is updated. It was also clarified that a MSK can protect up to 2 16 MTKs. The impact to the TS 33.246 [1] is implemented in the accompanying CR.  
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